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CONTROL SIGNAL TRAFFIC PROFILE 
BASED MOBILE APPLICATION ACCESS 

MANAGEMENT 

BACKGROUND 

With the evolution of mobile technologies for mass data 
communication, higher bandwidth allocation to data signals 
is achievable today. With the availability of higher bandwidth, 
data consumption by mobile applications has increased, 
which in turn has increased control signaling traffic attributed 
by these mobile applications. An increase in the number of 
users actively using these mobile applications has caused 
developers to develop a myriad of other mobile applications 
that further contribute to a rise in the control signaling traffic 
on wireless mobile networks. These mobile applications are 
provided for a fee or are free. Some of the mobile applications 
are paid by the users themselves, while other mobile applica 
tions are sponsored by various companies who are allowed to 
advertise in the mobile applications. Advertising in mobile 
applications requires constant data transmission between the 
mobile applications and their respective mobile application 
Vendor stores. Thus, free or non-paid mobile applications in 
the internet market have aggravated the problem of increased 
control signaling traffic. 

Mobile applications are changing the mobile communica 
tion industry. At present, both network carriers and handset 
manufacturers seek partnerships with application and content 
providers with the aim of differentiating their products and 
services. For a wireless mobile network, this implies more 
signaling and bandwidth challenges, in addition to other 
unsolved problems. There is no dearth of newer network 
architecture plans, for example, the fourth generation (4G) 
long term evolution (LTE) network being rolled out, that 
promise higher bandwidth to resolve this problem. However, 
these new technologies create additional control signaling 
traffic. Furthermore, increased usage of Smart phones pos 
sessing broad network communication capabilities along 
with large screens and multiple different internet supported 
applications, for example, browsers, video streaming appli 
cations, audio streaming applications, etc., has resulted in an 
explosion of signaling traffic. To facilitate a mass migration 
from the wired world to a world where mobility is a necessity, 
which in turn necessitates network performance and user 
satisfaction at a higher level, there is a need for control sig 
naling traffic optimization. Moreover, mobile applications 
constantly generate control signal traffic by checking for 
updates, even when the mobile application is not being 
actively used by a mobile user, that is, when the mobile 
application is running in the background. 

Furthermore, popular mobile applications that become 
viral typically create large control signaling traffic Storms. 
The adverse effect of these mobile applications on wireless 
mobile networks has made these mobile applications a topic 
of concern for many network carriers, for example, Verizon 
Communications Inc., American Telephone and Telegraph 
Company (AT&T), Nippon Telegraph and Telephone Corpo 
ration (NTT), etc. Moreover, mobile advertising in these 
mobile applications has aggravated the problem. Each time a 
player reaches a new level in a game via a mobile application 
on a mobile device, a mobile advertisement that requires a 
network connection is delivered. 

Wireless mobile networks and infrastructure were typi 
cally developed to handle voice traffic. Network carriers built 
the wireless mobile networks to handle limited control signal 
traffic because Voice signaling generated limited control sig 
nal traffic. However, with the advent of smart phones and 
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2 
tablet computing devices that Support a myriad of internet 
Supported applications, for example, gaming applications, 
Social networking applications, Voice calling applications, 
etc., the payload on the wireless mobile networks has 
increased Substantially. User devices such as cell phones, 
Smart phones, tablet computing devices, personal digital 
assistants, etc., create control signaling traffic in the form of 
control data packets and bearer data packets. These user 
devices with their internet Supported applications generate 
massive chunks of control signaling traffic by repeatedly 
connecting and disconnecting with a wireless mobile network 
with or without a user's knowledge. This erratic communica 
tion of mobile applications with wireless mobile networks, in 
turn, rapidly depletes the battery life of a user device, thereby 
diminishing user experience. 
When typical wireless mobile networks were imple 

mented, minimal attention was given to requirements posed 
by rogue mobile applications. Such mobile applications 
include, for example, push electronic mail (email), instant 
messaging, visual voicemail, Voice and video telephony, etc. 
These mobile applications typically require constant access 
to wireless mobile networks and frequently transmit control 
signals to the wireless mobile networks. Mobile and internet 
applications repeatedly connect and disconnect with the wire 
less mobile network in the background for various functions, 
for example, obtaining status updates, advertising, etc. Fre 
quently transmitting data to the wireless mobile network also 
results in high battery consumption due to the constant need 
for powering or re-powering a radio of a user device for 
network access. Hence, repeated connections and control 
signaling traffic deplete battery life of the user device, thereby 
negatively impacting user experience. The data consumption 
strength of each mobile application is unique. While some 
mobile applications attribute to large Volumes of control sig 
naling traffic, Some mobile applications contribute minimally 
towards control signaling traffic on the wireless mobile net 
work depending on modes of operation of the mobile appli 
cations. For example, comparatively more control signaling 
traffic is caused by mobile applications in their active mode of 
operation rather than in their dormant or idle mode of opera 
tion. The larger the number of these mobile applications 
installed on a user device, the more is the control signaling 
traffic contributed by that user device on the wireless mobile 
network. Moreover, as the number of mobile users increase, 
the likelihood of control signaling traffic storms also 
increases. Since wireless mobile networks are built with lim 
ited traffic control capacity, control signaling traffic storms 
can cause mobile service outages as was experienced, for 
example, by Verizon, AT&T, and other network carriers 
around the globe in the past few years. 
Network carriers over the years have been trying to combat 

network outages caused by overloading of wireless mobile 
networks. Traffic optimization is required to minimize con 
trol signaling traffic originating from mobile applications to 
ensure resource conservation. Some network carriers have 
Suggested modifications of existing signaling protocols to 
reduce control signaling traffic. However, these modifications 
may require replacement of expensive service provider 
equipment and infrastructure. Moreover, such solutions may 
work only with equipment provided by a single mobile infra 
structure equipment vendor, for example, Alcatel-Lucent, 
Ericsson, etc., while network carriers have equipment from 
multiple mobile infrastructure equipment vendors. A few 
other Solutions suggested by network carriers include 
enhancing capacity of mobile infrastructure equipment, 
designing and implementing new signaling protocol designs, 
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etc. However, all of these methods have proven to be time 
consuming, expensive, and inefficient. 
Many mobile devices support third generation (3G) or 

fourth generation (4G) network access as well as WiFiR) 
network access. Control signal traffic issues are more preva 
lent in the 3G or 4G network than in the Wi-FiR) network. 
High Volume of control signal traffic has a disastrous effect on 
the 3G or 4G network, but not on the Wi-FiR) network. Fea 
sible solutions that network carriers are leaning towards these 
days is offloading wireless mobile network users from a 
mobile telecommunication network, for example, a second 
generation (2G) network, the 3G network, the 4G LTE net 
work, etc., to a wireless local area network, for example, a 
WiFiR network of the Wireless Ethernet Compatibility Alli 
ance, Inc. By this transition, the network carriers can Substan 
tially increase bandwidth capacity in an affordable and flex 
ible way. By offloading wireless mobile network users from 
the 3G or 4G network to the WiFi (R) network, network carriers 
can increase the capacity without the need to change equip 
ment or the infrastructure. With the outburst of network out 
ages attributed by control signal traffic growth, many network 
carriers have migrated to networking via the WiFiR) network, 
thereby offloading control signal traffic. According to recent 
studies, an increasing portion of mobile traffic is being carried 
over the Wi-Fi (R) network. Even with the benefits of the 3G 
network, the 4G LTE network, etc., mobile users still opt for 
Wi-FiR) network access over its counterparts. Network carri 
ers have built WiFi (R) offload networks proactively in areas 
with heavy mobile broadband usage, thereby enhancing user 
experience. 

Wi-FiR technology provides seamless roaming through 
the use of authentication of both a user device and a user by 
using the same subscriber identity module (SIM) as is used 
for authentication on a wireless mobile network. Moreover, 
this seamless experience can be further enhanced by provid 
ing service continuity through technology Such as a mobile 
internet protocol (IP) to ensure that existing sessions such as 
Voice communications and video streaming are not inter 
rupted during a handover between wireless mobile networks. 
Quality of user experience can also be enhanced by dynami 
cally reviewing performance of the connected wireless 
mobile network and making policy decisions on the user 
device, for example, whether to remain connected to the 
Wi-FiR) network to cater to highly congested Wi-FiR) net 
works. Furthermore, in some situations, a mobile user who 
accesses any internet enabled application on a user device 
may be interested in switching from the mobile telecommu 
nication network, for example, 2G, 3G, 4G LTE, etc., to the 
Wi-FiR) network. In those situations, the user should be able 
to perform the handover inahassle free manner, which can be 
ensured by network carriers. 

Hence, there is a long felt but unresolved need for a com 
puter implemented method and a computer implemented sys 
tem that manage control signaling traffic contributed by 
mobile applications that cause congestion in a wireless 
mobile network, by managing selective access of each mobile 
application to the wireless mobile network. Moreover, there is 
need for a computer implemented method and a computer 
implemented system that optimize the control signaling traf 
fic directed towards wireless mobile networks to avoid over 
loading of the wireless mobile networks. Furthermore, there 
is a need for a computer implemented method and a computer 
implemented system that monitor control signal traffic data of 
a mobile application in a user device in different modes of 
operation of the mobile application to prevent network con 
gestion and excessive battery consumption of the user device, 
thereby ensuring an enhanced user experience. Furthermore, 
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4 
there is a need for an automated computer implemented 
method and a computer implemented system that offloads 
control signaling traffic from a mobile telecommunication 
network, for example, 2G, 3G, 4G LTE, etc., to a wireless 
local area network, for example, the WiFiR) network with 
minimum manual interference. 

SUMMARY OF THE INVENTION 

This Summary is provided to introduce a selection of con 
cepts in a simplified form that are further disclosed in the 
detailed description of the invention. This summary is not 
intended to identify key or essential inventive concepts of the 
claimed Subject matter, nor is it intended for determining the 
Scope of the claimed Subject matter. 
The computer implemented method and the computer 

implemented system disclosed herein address the above 
stated need for managing control signaling traffic contributed 
by mobile applications that cause congestionina network, for 
example, a wireless mobile network, by managing selective 
access of each mobile application to the network. As used 
herein, the term “selective access' refers to access or non 
access of a mobile application to a network. The term “selec 
tive access' may also refer to access of the mobile application 
switched from one network to a selected network. Moreover, 
the computer implemented method and the computer imple 
mented system disclosed herein address the above stated need 
for optimizing the control signaling traffic directed towards 
wireless mobile networks to avoid overloading of the wireless 
mobile networks. Furthermore, the computer implemented 
method and the computer implemented system disclosed 
herein address the above stated need for monitoring control 
signal traffic data of a mobile application in a user device in 
different modes of operation of the mobile application to 
prevent network congestion and excessive battery consump 
tion of the user device, thereby ensuring an enhanced user 
experience. Furthermore, the computer implemented method 
and the computer implemented System disclosed herein 
address the above stated need for offloading control signaling 
traffic from a mobile telecommunication network, for 
example, 2G, 3G, 4G LTE, etc., to a wireless local area 
network, for example, the WiFiR) network with minimum 
manual interference. 
The computer implemented method and the computer 

implemented system disclosed herein provide a profile cre 
ation component executable by at least one processor config 
ured to create a control signal traffic profile for a mobile 
application for managing selective access of the mobile appli 
cation to one of multiple networks, for example, a network 
that implements Wi-FiR) of the Wireless Ethernet Compat 
ibility Alliance, Inc., a third generation (3G) mobile commu 
nication network, a fourth generation (4G) mobile communi 
cation network, a long term evolution (LTE) mobile 
communication network, etc., or a network formed from any 
combination of these networks. The profile creation compo 
nent is configured to define control signal traffic profile 
parameters for different modes of operation of the mobile 
application. As used herein, the term “control signal traffic 
profile parameter refers to a measurable factor defined in a 
predetermined system of units that stores data corresponding 
to control signals transmitted by a mobile application to a 
network, for example, to access updates of the mobile appli 
cation hosted on the network by a mobile application vendor. 
The control signal traffic profile parameters indicate control 
signal traffic data of a mobile application, for example, the 
number of control signal requests that the mobile application 
submits to a network in different modes of operation. As used 
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herein, the term “control signal” refers to a data signal that 
controls data transmission between entities, for example, user 
devices, mobile application vendors, service providers, etc., 
via a network. The control signal is measured as a number of 
data packets transmitted per unit time between the entities via 
the network. For example, a mobile application vendor trans 
mits 10 control signals per hour to a user device implementing 
a mobile application to upgrade the mobile application 
installed on the user device. Also, as used herein, the term 
“control signal traffic data refers to data associated with 
control signal traffic present in a network, generated by trans 
mission of control signals between a transmitting entity, for 
example, a mobile application and a receiving entity, for 
example, a service provider of the network for controlling 
data transmission in the network. Also, as used herein, the 
term “service provider” refers to an entity that provides 
mobile communication network services, for example, global 
system for mobile communications (GSM) services, 3G ser 
vices, 4G services, etc. Also, as used herein, the term “control 
signal request” refers to a data signal request that is transmit 
ted by a mobile application of a user device to a service 
provider via a network to request for data associated with, for 
example, updates, audio/video quality indication, data Syn 
chronization, online advertisements, registration of the 
mobile application, etc. The control signal traffic profile 
parameters store control signal traffic data of the mobile 
application in different modes of operation of the mobile 
application. As used herein, the term “mode of operation' 
refers to an activity status of a device or a component of the 
device, for example, a mobile application, a user device, etc. 
The different modes of operation of the mobile application 
are, for example, an active mode of operation and a dormant 
mode of operation. 
The profile creation component defines an active control 

signal traffic profile parameter for the mobile application in 
the active mode of operation of the mobile application and a 
dormant control signal traffic profile parameter for the mobile 
application in the dormant mode of operation of the mobile 
application. The active control signal traffic profile parameter 
is configured to store an aggregated value of the control signal 
traffic data per unit time for the mobile application in the 
active mode of operation. The dormant control signal traffic 
profile parameteris configured to storean aggregated value of 
the control signal traffic data per unit time for the mobile 
application in the dormant mode of operation. In an embodi 
ment, the profile creation component defines the control sig 
nal traffic profile parameters for the different modes of opera 
tion of the mobile application by categorizing the control 
signal traffic profile parameters into classes. As used herein, 
the term “classes' refers to categories that categorize control 
signal traffic data of the mobile application. The classes are, 
for example, a low control signal traffic data class, a medium 
control signal traffic data class, a high control signal traffic 
data class, a normalized scale with a range, for example, from 
1 to 10, or any combination thereof. 
The profile creation component receives entity inputs from 

a service entity for defining the control signal traffic profile 
parameters for the different modes of operation of the mobile 
application. As used herein, the term “service entity” refers to 
an entity that provides one or more services related to mobile 
communication. The services comprise, for example, cre 
ation, development, manufacture, distribution, publication, 
and/or maintenance of mobile applications, networks, and 
associated devices. As used herein, the term “entity inputs' 
refers to instructions or inputs provided by a service entity, for 
example, an application developer, an application publisher, a 
mobile application vendor, a third party vendor, etc., for 
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6 
defining and embedding the control signal traffic profile 
parameters for a mobile application using an entity device, for 
example, a personal computer, a tablet computing device, a 
laptop, a personal digital assistant, etc. The profile creation 
component embeds the defined control signal traffic profile 
parameters in the mobile application for creating the control 
signal traffic profile for the mobile application. The control 
signal traffic profile parameters define the control signal traf 
fic profile of the mobile application. The mobile application is 
therefore configured to selectively access one of the networks 
based on the created control signal traffic profile. 
The computer implemented method and the computer 

implemented system disclosed herein further provides a 
mobile application access component executable by at least 
one processor configured to manage the selective access of 
the mobile application to one of the networks based on the 
control signal traffic profile of the mobile application. A user 
downloads the mobile application on a user device, for 
example, a mobile phone, a tablet computing device, a laptop, 
a personal digital assistant, etc. The mobile application trans 
mits a control signal request to access one of the networks, to 
a service provider. For example, a mobile application trans 
mits 10 data packets per minute to a network managed by a 
mobile application vendor to access updates of the mobile 
application hosted on the network by the mobile application 
vendor. A service entity defines threshold limits for the dif 
ferent modes of operation of the mobile application. The 
service entity is, for example, an application developer, an 
application publisher, a mobile application vendor, a mobile 
device vendor, a device manufacturer, a device operating 
system vendor, a service provider, a third party vendor, etc. 
Also, as used herein, the term “threshold limit” refers to a 
maximum amount of permissible data transmission by a 
mobile application via a network, beyond which access of the 
mobile application to the network is controlled by a service 
provider of the network to avoid network congestion. 
The mobile application access component processes the 

control signal request transmitted by the mobile application 
to the service provider and receives threshold limits for the 
different modes of operation of the mobile application from 
the service entity via a network. The mobile application 
access component accesses control signal traffic profile 
parameters embedded in the mobile application. In an 
embodiment, the service provider of the network can also 
access the control signal traffic profile parameters of the 
mobile application via the mobile application access compo 
nent. In an embodiment, the mobile application access com 
ponent normalizes the received threshold limits for the dif 
ferent modes of operation of the mobile application with the 
accessed control signal traffic profile parameters of the 
mobile application in the associated modes of operation. For 
example, the mobile application access component normal 
izes the threshold limit for the active mode of operation of the 
mobile application with the active control signal traffic profile 
parameter of the mobile application, and normalizes the 
threshold limit for the dormant mode of operation of the 
mobile application with the dormant control signal traffic 
profile parameter of the mobile application. The mobile appli 
cation access component compares the accessed control sig 
nal traffic profile parameters with the normalized threshold 
limits for the associated modes of operation of the mobile 
application. 
The mobile application access component manages the 

selective access of the mobile application in the different 
modes of operation to one of the networks based on the 
comparison of the accessed control signal traffic profile 
parameters with the normalized threshold limits for the asso 
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ciated modes of operation of the mobile application. In an 
embodiment, the mobile application access component 
grants access of the mobile application in the different modes 
of operation to one of the networks, if the accessed control 
signal traffic profile parameters of the mobile application do 
not exceed the normalized threshold limits for the associated 
modes of operation of the mobile application. In another 
embodiment, the mobile application access component ter 
minates access of the mobile application in the different 
modes of operation to one of the networks, if the accessed 
control signal traffic profile parameters of the mobile appli 
cation exceed the normalized threshold limits for the associ 
ated modes of operation of the mobile application. In another 
embodiment, the mobile application access component 
switches access of the mobile application in the different 
modes of operation from one network to another network, if 
the accessed control signal traffic profile parameters of the 
mobile application exceed the normalized threshold limits for 
the associated modes of operation of the mobile application. 
In an embodiment, the mobile application access component 
generates and transmits notifications to the user device for 
indicating actions associated with the management of the 
selective access of the mobile application in the different 
modes of operation to one of the networks. The actions com 
prise, for example, granting access to a network, terminating 
access to the network, Switching access from one network to 
another network, etc. 

In an embodiment, the service entity defines a total thresh 
old limit for each of the different modes of operation of 
multiple mobile applications implemented in the user device. 
As used herein, the term “total threshold limit” refers to an 
aggregate value of a maximum amount of permissible data 
transmission by multiple mobile applications via a network, 
beyond which access of one or more of the mobile applica 
tions to the network is controlled by a service provider of the 
network to avoid network congestion. In this embodiment, 
the mobile application access component receives the total 
threshold limit for each of the different modes of operation of 
multiple mobile applications implemented in the user device 
from the service entity. The mobile application access com 
ponent determines a sum of the control signal traffic profile 
parameters embedded in the mobile applications for each of 
the associated modes of operation. In an embodiment, the 
mobile application access component normalizes the 
received total threshold limit for each of the different modes 
of operation of the mobile applications with the determined 
sum of the control signal traffic profile parameters of the 
mobile applications in the associated modes of operation. The 
mobile application access component compares the deter 
mined sum of the control signal traffic profile parameters for 
each of the associated modes of operation with the normal 
ized total threshold limit for each of the associated modes of 
operation of the mobile applications. The mobile application 
access component grants access of the mobile applications in 
the different modes of operation to one of the networks, if the 
determined sum of the control signal traffic profile parameters 
of the mobile applications for each of the associated modes of 
operation does not exceed the normalized total threshold limit 
for each of the associated modes of operation of the mobile 
applications. The mobile application access component 
receives user inputs from the user device to terminate access 
of one or more of the mobile applications in the different 
modes of operation to one of the networks, if the determined 
sum of the control signal traffic profile parameters of the 
mobile applications exceeds the normalized total threshold 
limit for each of the associated modes of operation of the 
mobile applications. In an embodiment, the mobile applica 
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8 
tion access component receives user inputs from the user 
device to switch access of one or more of the mobile appli 
cations in the different modes of operation from one network 
to another network, if the determined sum of the control 
signal traffic profile parameters of the mobile applications 
exceeds the normalized total threshold limit for each of the 
associated modes of operation of the mobile applications. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing Summary, as well as the following detailed 
description of the invention, is better understood when read in 
conjunction with the appended drawings. For the purpose of 
illustrating the invention, exemplary constructions of the 
invention are shown in the drawings. However, the invention 
is not limited to the specific methods and components dis 
closed herein. 

FIG. 1 illustrates a computer implemented method for 
creating a control signal traffic profile for a mobile applica 
tion for managing selective access of the mobile application 
to one of multiple networks. 

FIG. 2 illustrates a computer implemented method for 
managing selective access of a mobile application to one of 
multiple networks based on the control signal traffic profile of 
the mobile application. 

FIGS. 3A-3F exemplarily illustrate a process flow diagram 
comprising the steps for managing selective access of a 
mobile application to one of multiple networks based on the 
control signal traffic profile of the mobile application. 

FIG. 4 exemplarily illustrates a computer implemented 
system for managing selective access of a mobile application 
to one of multiple networks based on the control signal traffic 
profile of the mobile application. 

FIG. 5 exemplarily illustrates the architecture of a com 
puter system employed by a profile creation component for 
creating a control signal traffic profile for a mobile applica 
tion, and by a mobile application access component for man 
aging selective access of the mobile application to one of the 
networks based on the control signal traffic profile of the 
mobile application. 

DETAILED DESCRIPTION OF THE INVENTION 

FIG. 1 illustrates a computer implemented method for 
creating a control signal traffic profile for a mobile applica 
tion for managing selective access of the mobile application 
to one of multiple networks. As used herein, the term “selec 
tive access' refers to access or non-access of a mobile appli 
cation to a network. The term “selective access” may also 
refer to access of the mobile application switched from one 
network to a selected network. The computer implemented 
method disclosed herein provides 101 a profile creation com 
ponent executable by at least one processor configured to 
create the control signal traffic profile for the mobile applica 
tion. The profile creation component is a Software application 
used, for example, by an application developer for creating 
the control signal traffic profile for the mobile application. In 
an embodiment, the profile creation component is configured 
to operate, for example, as a Software as a service (SaaS) 
accessible by a developer device via a network. In another 
embodiment, the profile creation component is hosted on a 
mobile application development platform accessible by the 
developer device via the network. As used herein, the term 
“developer device' refers to a computing device used by an 
application developer for developing the mobile application 
for a user device. The developer device is, for example, a 
personal computer, a tablet computing device, a mobile com 
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puter, a mobile phone, a Smartphone, a portable computing 
device, a laptop, a personal digital assistant, a touch centric 
device, a workstation, a server, a client device, a portable 
electronic device, a network enabled computing device, an 
interactive network enabled communication device, any other 5 
Suitable computing equipment, combinations of multiple 
pieces of computing equipment, etc. Computing equipment, 
for example, one or more servers may be associated with one 
or more online services. In an embodiment, the mobile appli 
cation development platform is configured as a platform as a 10 
service (PaaS) or as a software as a service (SaaS). In another 
embodiment, the profile creation component is configured as 
a software application downloadable from the mobile appli 
cation development platform and executable on the developer 
device. 15 
The mobile application development platform is accessible 

to an application developer or a service entity, for example, 
through a broad spectrum of technologies and devices such as 
personal computers with access to the internet, internet 
enabled cellular phones, tablet computing devices, etc. As 20 
used herein, the term "service entity” refers to an entity that 
provides one or more services related to mobile communica 
tion. The services comprise, for example, creation, develop 
ment, manufacture, distribution, publication, and/or mainte 
nance of mobile applications, networks, and associated 25 
devices. The service entity is, for example, an application 
developer, an application publisher, a mobile application ven 
dor, a mobile device vendor, a device manufacturer, a device 
operating system vendor, a service provider, a third party 
Vendor, etc. The network for accessing the mobile application 30 
development platform is, for example, the internet, an intra 
net, a wireless network, a network that implements WiFi (R) of 
the Wireless Ethernet Compatibility Alliance, Inc., an ultra 
wideband communication network (UWB), a wireless uni 
versal serial bus (USB) communication network, a commu- 35 
nication network that implements ZigBeeR of ZigBee 
Alliance Corporation, a general packet radio service (GPRS) 
network, a mobile telecommunication network Such as a glo 
bal system for mobile (GSM) communications network, a 
code division multiple access (CDMA) network, a third gen- 40 
eration (3G) mobile communication network, a fourth gen 
eration (4G) long term evolution (LTE) communication net 
work, a public telephone network, etc., a local area network, 
a wide area network, an internet connection network, an 
infrared communication network, etc., or a network formed 45 
from any combination of these networks. In an embodiment, 
the mobile application development platform is implemented 
in a cloud computing environment. As used herein, the term 
cloud computing environment” refers to a processing envi 
ronment comprising configurable computing physical and 50 
logical resources, for example, networks, servers, storage, 
applications, services, etc., and data distributed over a net 
work, for example, the internet. The cloud computing envi 
ronment provides on-demand network access to a shared pool 
of configurable computing physical and logical resources. In 55 
an embodiment, a service entity, for example, an application 
developer can access the mobile application development 
platform via the network and download the profile creation 
component from the mobile application development plat 
form on the developer device. In another embodiment, the 60 
mobile application development platform is pre-installed on 
the developer device to allow the application developer to 
access the profile creation component of the mobile applica 
tion development platform on the developer device. The 
application developer accesses the profile creation compo- 65 
nent via his/her developer device for creating the control 
signal traffic profile for the mobile application. Although the 

10 
detailed description refers to an application developer creat 
ing the control signal traffic profile for the mobile application, 
the control signal traffic profile may be created by any service 
entity, for example, an application publisher, a mobile appli 
cation vendor, a third party vendor, etc. 
The mobile application development platform is further 

configured to hosta mobile application development module. 
In an embodiment, the mobile application development mod 
ule is configured as a software application downloadable 
from the mobile application development platform and 
executable on the developer device. In another embodiment, 
the application developer accesses the mobile application 
development module of the mobile application development 
platform via the network. In an embodiment, the application 
developer first develops the mobile application using the 
mobile application development module. The application 
developer then creates the control signal traffic profile for the 
developed mobile application using the profile creation com 
ponent. In another embodiment, the application developer 
creates the control signal traffic profile for an existing mobile 
application accessible to the developer device via the mobile 
application development platform. 
The profile creation component defines 102 control signal 

traffic profile parameters for different modes of operation of 
the mobile application. As used herein, the term “control 
signal traffic profile parameter refers to a measurable factor 
defined in a predetermined system of units that stores data 
corresponding to control signals transmitted by a mobile 
application to a network, for example, to access updates of the 
mobile application hosted on the network by a mobile appli 
cation vendor. Also, as used herein, the term "control signal’ 
refers to a data signal that controls data transmission between 
entities, for example, user devices, mobile application ven 
dors, service providers, etc., via a network. The control signal 
is measured as a number of data packets transmitted per unit 
time between the entities via the network. For example, a 
mobile application vendor transmits 10 control signals per 
hour to a mobile device implementing the mobile application 
to upgrade the mobile application installed on the mobile 
device. The control signal traffic profile parameters indicate 
control signal traffic data of a mobile application, for 
example, the number of control signal requests that the 
mobile application submits to a network in different modes of 
operation. As used herein, the term “control signal traffic 
data” refers to data associated with control signal traffic 
present in a network, generated by transmission of control 
signals between a transmitting entity, for example, a mobile 
application and a receiving entity, for example, a service 
provider of the network for controlling data transmission in 
the network. Also, as used herein, the term “service provider' 
refers to an entity that provides mobile communication net 
work services, for example, global system for mobile com 
munications (GSM) services, 3G services, 4G services, etc. 
Also, as used herein, the term “mode of operation” refers to an 
activity status of a device or a component of the device, for 
example, a mobile application, a user device, etc. The differ 
ent modes of operation of the mobile application are, for 
example, an active mode of operation and a dormant mode of 
operation. The active mode of operation of the mobile appli 
cation is the activity status of the mobile application when the 
mobile application is being actively used by a user via a 
graphical user interface (GUI) of the mobile application. The 
dormant mode of operation of the mobile application is the 
activity status of the mobile application when the mobile 
application is not being actively used by the user via the GUI 
of the mobile application. 
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The user device implementing the mobile application is, 
for example, a personal computer, a tablet computing device, 
a mobile computer, a mobile phone, a Smartphone, a gaming 
device, an image capture device, a portable computing 
device, a laptop, a personal digital assistant, a touch centric 
device, a client device, a portable electronic device, a network 
enabled computing device, an interactive network enabled 
communication device, etc., any other Suitable computing 
equipment, combinations of multiple pieces of computing 
equipment, etc. The user device may also be a hybrid device 
that combines the functionality of multiple devices. 
Examples of a hybrid device comprise a cellular telephone 
that includes media player functionality, a gaming device that 
includes a wireless communications capability, a cellular 
telephone that includes game and electronic mail (email) 
functions, and a portable device that receives email, Supports 
mobile telephone calls, has music player functionality, and 
Supports web browsing. 
The control signal traffic profile parameters are configured 

to store control signal traffic data of the mobile application in 
the different modes of operation. In an embodiment, the con 
trol signal traffic data is, for example, a number of data pack 
ets transmitted from the mobile application implemented on 
the user device in the different modes of operation to one of 
the networks per unit time. In another embodiment, the con 
trol signal traffic data is, for example, a number of control 
signal requests transmitted from the mobile application in the 
different modes of operation to one of the networks to request 
access to one of the networks. The profile creation component 
defines 102 the control signal traffic profile parameters for the 
different modes of operation of the mobile application, for 
example, by defining 102a an active control signal traffic 
profile parameter for the mobile application in the active 
mode of operation of the mobile application, and by defining 
102b a dormant control signal traffic profile parameter for the 
mobile application in the dormant mode of operation of the 
mobile application. The active control signal traffic profile 
parameter is configured to store an aggregated value of the 
control signal traffic data per unit time for the mobile appli 
cation in the active mode of operation. In an embodiment, the 
active control signal traffic profile parameter is an average or 
a maximum number of control signal requests per unit time 
generated by the mobile application when the mobile appli 
cation is actively used by the user device. In this embodiment, 
the system of units for time to define the active control signal 
traffic profile parameter can be selected from a range of, for 
example, 10 minutes, 1 hour, etc. 
The dormant control signal traffic profile parameter is con 

figured to store an aggregated value of the control signal 
traffic data per unit time for the mobile application in the 
dormant mode of operation. In an embodiment, the dormant 
control signal traffic profile parameter is an average or a 
maximum number of control signal requests per unit time 
generated by the mobile application when the mobile appli 
cation is not actively used by the user device. In this embodi 
ment, the system of units for time to define the dormant 
control signal traffic profile parameter can be selected from a 
range of for example, 10 minutes, 1 hour, etc. In an example, 
if the mobile application being actively used by the user 
device transmits 20 control signal requests to one of the 
networks in a duration of 1 hour, the profile creation compo 
nent defines the active control signal traffic profile parameter 
for the mobile application as 20 control signal requests per 
hour. Similarly, if the mobile application that is not actively 
used by the user device transmits 5 control signal requests to 
one of the networks in a duration of 1 hour, the profile creation 
component defines the dormant control signal traffic profile 
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12 
parameter for the mobile application as 5 control signal 
requests per hour. In an embodiment, the profile creation 
component defines the control signal traffic profile param 
eters for the different modes of operation of the mobile appli 
cation by categorizing the control signal traffic profile param 
eters into classes instead of precise values of the control 
signal traffic data per unit time. As used herein, the term 
“classes' refers to multiple categories that categorize control 
signal traffic data of the mobile application. The classes are, 
for example, 3 classes such as a low control signal traffic data 
class, a medium control signal traffic data class, and a high 
control signal traffic data class, or 5 classes such as a very low 
control signal traffic data class, a low control signal traffic 
data class, a medium control signal traffic data class, a high 
control signal traffic data class, and a very high control signal 
traffic data class, or a normalized scale with a range, for 
example, from 1 to 10, or any combination thereof. 
A service entity accesses the profile creation component 

hosted on the mobile application development platform via 
the GUI of the profile creation component. The profile cre 
ation component allows the service entity, for example, an 
application developer, an application publisher, a mobile 
application vendor, a third party vendor, etc., to test and 
analyze the control signal traffic data of the mobile applica 
tion in the different modes of operation. The service entity 
defines the control signal traffic profile parameters of the 
mobile application in the different modes of operation via the 
GUI of the profile creation component. The profile creation 
component receives entity inputs for the definition of the 
control signal traffic profile parameters for the different 
modes of operation of the mobile application from an entity 
device of the service entity. As used herein, the term “entity 
inputs' refers to instructions or inputs provided by a service 
entity, for example, an application developer, an application 
publisher, a mobile application vendor, a third party vendor, 
etc., for defining and embedding the control signal traffic 
profile parameters in a mobile application using an entity 
device. Also, as used herein, the term “entity device' refers to 
a computing device used by a service entity for defining and 
embedding the control signal traffic profile parameters in a 
mobile application. The entity device is, for example, a per 
Sonal computer, a tablet computing device, a mobile com 
puter, a mobile phone, a Smartphone, a portable computing 
device, a laptop, a personal digital assistant, a touch centric 
device, a workstation, a server, a client device, a portable 
electronic device, a network enabled computing device, an 
interactive network enabled communication device, any other 
Suitable computing equipment, combinations of multiple 
pieces of computing equipment, etc. 
The profile creation component embeds 103 the defined 

control signal traffic profile parameters in the mobile appli 
cation for creating the control signal traffic profile for the 
mobile application. The mobile application is configured to 
selectively access one of the networks, for example, the 
WiFiR) network, the 3G or 4G mobile communication net 
work, etc., based on the created control signal traffic profile of 
the mobile application. In an embodiment, the mobile appli 
cation with the embedded the control signal traffic profile 
parameters is stored on the mobile application development 
platform via a network for allowing user devices to download 
the control signal traffic profile based mobile application. In 
an embodiment, the control signal traffic profile of the mobile 
application is a set of two numbers assigned to the mobile 
application. The service provider of one of the networks and 
a mobile application access component disclosed in the 
detailed description of FIG. 2, in operative communication 
with an operating system of the user device implementing the 
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mobile application, ensure that the mobile application has the 
control signal traffic profile in order to access one of the 
networks. The control signal traffic profile of the mobile 
application is automatically enabled when the mobile appli 
cation attempts to access one of the networks. 

FIG. 2 illustrates a computer implemented method for 
managing selective access of a mobile application to one of 
multiple networks based on the control signal traffic profile of 
the mobile application. The mobile application implemented 
in the user device may selectively access one of the networks, 
for example, a wireless network, a network that implements 
Wi-FiR) of the Wireless Ethernet Compatibility Alliance, Inc., 
a second generation (2G) mobile communication network, a 
third generation (3G) mobile communication network, a 
fourth generation (4G) mobile communication network, etc., 
or a network formed from any combination of these networks. 
The computer implemented method disclosed herein pro 
vides 201 a mobile application access component executable 
by at least one processor configured to manage the selective 
access of the mobile application to one of the networks. The 
mobile application access component is a Software applica 
tion that programs an operating system of the user device to 
manage selective access of the mobile application to one of 
the networks. In an embodiment, the mobile application 
access component is configured as a Software as a service 
(SaaS) accessible by the user device via a network. In another 
embodiment, the mobile application access component is 
downloadable and executable on the user device. 
The mobile application access component is in operative 

communication with the operating system of the user device 
that implements the mobile application. The operating system 
of the user device is, for example, the iOS(R) of Apple Inc., the 
Android operating system, the Blackberry(R) operating sys 
tem of Research in Motion Limited, the Windows Phone(R) 
operating system of Microsoft Corporation, etc. In an 
embodiment, the mobile application access component, in 
operative communication with the operating system of the 
user device, is accessible by a service entity, for example, an 
operating system vendor, a service provider, a user device 
Vendor, a third party vendor, and any combination thereof, via 
a network. A user downloads and installs the control signal 
traffic profile based mobile application on the user device, for 
example, from the mobile application development platform 
via a network. The mobile application with the embedded 
control signal traffic profile parameters transmits a control 
signal request to a service provider hosting a network to gain 
access to the network. As used herein, the term “control signal 
request” refers to a data signal request that is transmitted by a 
mobile application of a user device to a service provider via a 
network to request for data associated with, for example, 
updates, audio/video quality indication, data synchroniza 
tion, online advertisements, registration of the mobile appli 
cation, etc. 
The mobile application access component processes 202 

the control signal request transmitted by the mobile applica 
tion to the service provider of the network. The mobile appli 
cation access component communicates with the service pro 
vider of the network. The mobile application access 
component receives 203 threshold limits for different modes 
of operation of the mobile application from a service entity, 
for example, the service provider, a device operating system 
vendor, a mobile device vendor, etc., via the network. As used 
herein, the term “threshold limit” refers to a maximum 
amount of permissible data transmission by a mobile appli 
cation via a network, beyond which access of the mobile 
application to the network is controlled by a service provider 
of the network to avoid network congestion. The threshold 
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limit is, for example, a maximum number of control signal 
requests that are permitted by the service provider of a net 
work to be transmitted from the mobile application in the 
different modes of operation to the network. In an example, if 
the mobile application is in the dormant mode of operation, 
the mobile application access component receives the thresh 
old limit for the dormant mode of operation of the mobile 
application, for example, from the service provider, and/or 
the device operating system vendor, and/or the mobile device 
vendor to allow or restrict access of the mobile application to 
one of the networks. Similarly, if the mobile application is in 
the active mode of operation, the mobile application access 
component receives the threshold limit for the active mode of 
operation of the mobile application, for example, from the 
service provider, and/or the device operating system vendor, 
and/or the mobile device vendor to allow or restrict access of 
the mobile application to one of the networks. 
The mobile application access component accesses 204 the 

control signal traffic profile parameters, for example, the 
active control signal traffic profile parameter and the dormant 
control signal traffic profile parameter, defining the control 
signal traffic profile, embedded in the mobile application. In 
an embodiment, if the accessed control signal traffic profile 
parameters of the mobile application in the different modes of 
operation are in a different system of units as compared to the 
system of units of the threshold limits for the different modes 
of operation of the mobile application received from the ser 
Vice entity, the mobile application access component normal 
izes 205 the received threshold limits for the different modes 
of operation of the mobile application with the accessed con 
trol signal traffic profile parameters of the mobile application 
in associated modes of operation. For example, the mobile 
application access component normalizes the received 
threshold limit for the active mode of operation of the mobile 
application with the accessed active control signal traffic 
profile parameter of the mobile application, if the received 
threshold limit is in a different system of units as compared to 
the system of units of the accessed active control signal traffic 
profile parameter of the mobile application. Similarly, the 
mobile application access component normalizes the 
received threshold limit for the dormant mode of operation of 
the mobile application with the accessed dormant control 
signal traffic profile parameter of the mobile application, if 
the received threshold limit for the dormant mode of opera 
tion is in a different system of units as compared to the system 
of units of the accessed dormant control signal traffic profile 
parameter of the mobile application. Consider an example 
where the active control signal traffic profile parameter for the 
mobile application is 300 control signal requests per hour and 
the threshold limit received from the service entity for the 
active mode of operation of the mobile application is 4 control 
signal requests per minute. In this example, the mobile appli 
cation access component normalizes the received threshold 
limit for the active mode of operation of the mobile applica 
tion with the accessed active control signal traffic profile 
parameter of the mobile application. That is, the mobile appli 
cation access component normalizes the threshold limit for 
the active mode of operation of the mobile application to 240 
control signal requests per hour. 

In an embodiment, the mobile application access compo 
nent normalizes the control signal traffic profile parameters of 
the mobile application in different modes of operation with 
the received threshold limits for the associated modes of 
operation of the mobile application. Consider an example 
where the active control signal traffic profile parameter for the 
mobile application is 60 control signal requests per minute 
and the threshold limit received from the service entity for the 



US 8,971,183 B1 
15 

active mode of operation of the mobile application is 240 
control signal requests per hour. In this example, the mobile 
application access component normalizes the active control 
signal traffic profile parameter of the mobile application with 
the received threshold limit for the active mode of operation 
of the mobile application. That is, the mobile application 
access component normalizes or converts the active control 
signal traffic profile parameter to 3600 control signal requests 
per hour. 
The mobile application access component compares 206 

the accessed control signal traffic profile parameters with the 
normalized threshold limits for the associated modes of 
operation of the mobile application. In an embodiment, the 
mobile application access component performs a dynamic 
comparison of the accessed control signal traffic profile 
parameters with the normalized threshold limits for the asso 
ciated modes of operation of the mobile application. The 
mobile application access component manages 207 the selec 
tive access of the mobile application in the different modes of 
operation to one of the networks based on the comparison of 
the accessed control signal traffic profile parameters with the 
normalized threshold limits for the associated modes of 
operation of the mobile application. In an embodiment, the 
mobile application access component grants access of the 
mobile application in the different modes of operation to one 
of the networks, if the accessed control signal traffic profile 
parameters of the mobile application do not exceed the nor 
malized threshold limits for the associated modes of opera 
tion. For example, if the accessed active control signal traffic 
profile parameter of the mobile application is less than the 
normalized threshold limit for the active mode of operation of 
the mobile application, the mobile application access com 
ponent grants access of the mobile application in the active 
mode of operation to one of the networks. Similarly, if the 
accessed dormant control signal traffic profile parameter of 
the mobile application is less than the normalized threshold 
limit for the dormant mode of operation of the mobile appli 
cation, the mobile application access component grants 
access of the mobile application in the dormant mode of 
operation to one of the networks. Hence, the mobile applica 
tion access component, in operative communication with the 
operating system of the user device, enforces that the active 
control signal traffic profile parameter and the dormant con 
trol signal traffic profile parameter of the mobile application 
are less than the normalized threshold limits for the different 
modes of operation of the mobile application to allow the 
mobile application to access one of the networks. 

In another embodiment, the mobile application access 
component terminates access of the mobile application in the 
different modes of operation to one of the networks, if the 
accessed control signal traffic profile parameters of the 
mobile application exceed the normalized threshold limits for 
the associated modes of operation. For example, if the active 
control signal traffic profile parameter of the mobile applica 
tion is greater than the normalized threshold limit for the 
active mode of operation of the mobile application, the 
mobile application access component terminates access of 
the mobile application in the active mode of operation to one 
of the networks. Similarly, if the dormant control signal traffic 
profile parameter of the mobile application is greater than the 
normalized threshold limit for the dormant mode of operation 
of the mobile application, the mobile application access com 
ponent terminates the access of the mobile application in the 
dormant mode of operation to one of the networks. In the 
above example, the normalized threshold limit for the active 
mode of operation of the mobile application is 240 control 
signal requests per hour and the active control signal traffic 
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profile parameter is 300 control signal requests per hour. 
Since the active control signal traffic profile parameter in the 
above example is greater than the normalized threshold limit 
for the active mode of operation of the mobile application, the 
mobile application access component terminates access of 
the mobile application to one of the networks, thereby pre 
venting overloading resulting in a network outage at the Ser 
vice provider's network. The mobile application is not per 
mitted to access the network as long as the active control 
signal traffic profile parameter is greater than the normalized 
threshold limit for the active mode of operation of the mobile 
application. In an embodiment, the mobile application access 
component generates and transmits notifications to the user 
device for indicating actions associated with the management 
of the selective access of the mobile application in the differ 
ent modes of operation to one of the networks. For example, 
the mobile application access component generates and trans 
mits a notification to the user device on granting the access of 
the mobile application to one of the networks. In an embodi 
ment, the mobile application access component generates and 
transmits a notification to the user device only on terminating 
the access of the mobile application to one of the networks. 

In an embodiment, the mobile application access compo 
nent Switches the access of the mobile application in the 
different modes of operation from one network to another 
network, if the accessed control signal traffic profile param 
eters of the mobile application exceed the normalized thresh 
old limits for the associated modes of operation. In this 
embodiment, the mobile application access component, on 
terminating the access of the mobile application in the differ 
ent modes of operation, Subsequently prompts the user to 
select another network via a notification transmitted to the 
user device by the mobile application access component. For 
example, the mobile application access component, on termi 
nating the access of the mobile application in the different 
modes of operation, generates and transmits a notification to 
the user device with a list of other available networks to allow 
the user to switch the access of the mobile application from 
one of the networks to one of the other available networks. In 
this example, the mobile application access component trans 
mits a notification to the user device indicating the access of 
the mobile application switched from one network to another 
network. 

In an embodiment, the mobile application access compo 
nent receives a total threshold limit for each of the different 
modes of operation of multiple mobile applications imple 
mented in the user device from the service entity, for example, 
a service provider, a device operating system vendor, a mobile 
device vendor, etc., via the network. As used herein, the term 
“total threshold limit” refers to an aggregate value of a maxi 
mum amount of permissible data transmission by multiple 
mobile applications via a network, beyond which access of 
one or more of the mobile applications to the network is 
controlled by a service provider of the network to avoid 
network congestion. For example, if the user device imple 
ments 10 mobile applications communicating with the same 
network, then the service entity, for example, the service 
provider of the network accesses the control signal traffic 
profile parameters embedded in each of the mobile applica 
tions in the different modes of operation and determines the 
total threshold limit for 10 mobile applications in each of the 
different modes of operation. That is, the mobile application 
access component determines one total threshold limit for 10 
mobile applications in the active mode of operation and 
another total threshold limit for the 10 mobile applications in 
the dormant mode of operation. The service provider trans 
mits the determined total threshold limit for each of the dif 
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ferent modes of operation of the mobile applications to the 
mobile application access component on the user device via 
the network. The mobile application access component deter 
mines a sum of the control signal traffic profile parameters 
embedded in the mobile applications for each of the associ 
ated modes of operation. For example, if the user device 
implements 5 mobile applications communicating with the 
same network, the mobile application access component 
determines one sum of the active control signal traffic profile 
parameters embedded in the 5 mobile applications for the 
active mode of operation, and another Sum of the dormant 
control signal traffic profile parameters embedded in the 5 
mobile applications for the dormant mode of operation. 

In an embodiment, the mobile application access compo 
nent normalizes the received total threshold limit for each of 
the different modes of operation of the mobile applications 
with the determined sum of the control signal traffic profile 
parameters of the mobile applications in the associated modes 
of operation. For example, the mobile application access 
component normalizes the received total threshold limit for 
the active mode of operation of the mobile applications with 
the determined sum of the active control signal traffic profile 
parameters of the mobile applications. Similarly, the mobile 
application access component normalizes the received total 
threshold limit for the dormant mode of operation of the 
mobile applications with the determined sum of the dormant 
control signal traffic profile parameters of the mobile appli 
cations. The mobile application access component compares 
the determined sum of the control signal traffic profile param 
eters for each of the associated modes of operation with the 
normalized total threshold limit for each of the associated 
modes of operation of the mobile applications. For example, 
the mobile application access component compares the deter 
mined sum of the active control signal traffic profile param 
eters of the mobile applications with the normalized total 
threshold limit for the active mode of operation of the mobile 
applications. Similarly, the mobile application access com 
ponent compares the determined sum of the dormant control 
signal traffic profile parameters of the mobile applications 
with the normalized total threshold limit for the dormant 
mode of operation of the mobile applications. 
The mobile application access component grants access of 

the mobile applications in the different modes of operation to 
one of the networks, if the determined sum of the control 
signal traffic profile parameters of the mobile applications for 
each of the associated modes of operation does not exceed the 
normalized total threshold limit for each of the associated 
modes of operation of the mobile applications. For example, 
the mobile application access component grants access of the 
mobile applications in the active mode of operation to one of 
the networks, if the determined sum of the active control 
signal traffic profile parameters of the mobile applications 
does not exceed the normalized total threshold limit for the 
active mode of operation of the mobile applications. Simi 
larly, the mobile application access component grants access 
of the mobile applications in the dormant mode of operation 
to one of the networks, if the determined sum of the dormant 
control signal traffic profile parameters of the mobile appli 
cations does not exceed the normalized total threshold limit 
for the dormant mode of operation of the mobile applications. 

In an embodiment, the mobile application access compo 
nent generates and transmits notifications to the user device 
for indicating a list of the mobile applications accessing one 
of the networks based on the comparison of the determined 
sum of the control signal traffic profile parameters embedded 
in the mobile applications with the normalized total threshold 
limit for each of the different modes of operation of the 
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mobile applications. The user can select one or more mobile 
applications from the list of the mobile applications generated 
by the mobile application access component. The user pro 
vides user inputs to the mobile application access component 
to terminate the access of the selected mobile applications in 
the different modes of operation to one of the networks, if the 
determined sum of the control signal traffic profile parameters 
of the mobile applications exceeds the normalized total 
threshold limit for each of the associated modes of operation 
of the mobile applications. The mobile application access 
component receives the user inputs from the user device to 
terminate the access of one or more of the mobile applications 
in the different modes of operation to one of the networks. 

In an embodiment, the mobile application access compo 
nent receives user inputs from the user device to switch the 
access of one or more of the mobile applications in the dif 
ferent modes of operation from one network to another net 
work, if the determined sum of the control signal traffic pro 
file parameters of the mobile applications exceeds the 
normalized total threshold limit for each of the associated 
modes of operation of the mobile applications. 

Hence, the computer implemented method disclosed 
herein provides a practical and achievable solution to the 
existing control signal traffic issues in a service provider 
network without the need for complex, expensive, and time 
consuming service provider infrastructure changes or 
updates. The computer implemented method disclosed herein 
only requires an update of the mobile application imple 
mented in the user device and/or the operating system of the 
user device by a service entity, for example, the application 
developer, the application publisher, etc. The computer 
implemented method disclosed herein restricts rogue appli 
cations that create heavy control signal traffic. The computer 
implemented method disclosed herein can be implemented 
on any user device irrespective of the make or type of the user 
device or the operating system of the user device. 

FIGS. 3A-3F exemplarily illustrate a process flow diagram 
comprising the steps for managing selective access of a 
mobile application 313 exemplarily illustrated in FIG. 3C to 
one of multiple networks, for example, a WiFiR) network315, 
a third generation (3G) network or a fourth generation (4G) 
network317, etc., based on the control signal traffic profile of 
the mobile application 313. FIG. 3A exemplarily illustrates 
the steps performed by the profile creation component for 
creating the control signal traffic profile of the mobile appli 
cation 313 exemplarily illustrated in FIG.3C. An application 
developer 301 registers with and logs into the mobile appli 
cation development platform using a developer device 302 to 
access the profile creation component. The profile creation 
component allows the application developer 301 to analyze 
303 the control signal traffic data of the mobile application 
313 that accesses one of the networks, for example, 315,317. 
etc., in different modes of operation of the mobile application 
313. The profile creation component then allows the applica 
tion developer 301 to define the control signal traffic profile 
parameters for the mobile application 313 in the different 
modes of operation based on the analysis of the control signal 
traffic data of the mobile application 313. The application 
developer 301 via the profile creation component defines 304 
a dormant control signal traffic profile parameter for the 
mobile application 313 in a dormant mode of operation. Fur 
thermore, the application developer 301 via the profile cre 
ation component defines 305 an active control signal traffic 
profile parameter for the mobile application 313 in an active 
mode of operation. The profile creation component embeds 
306 the defined control signal traffic profile parameters in the 
mobile application 313, thereby creating 307 the control sig 
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nal traffic profile for the mobile application 313. In an 
embodiment, the application developer 301 creates the con 
trol signal traffic profile for each of multiple mobile applica 
tions implemented in a user device 312 exemplarily illus 
trated in FIG. 3C. In this embodiment, each mobile 
application 313 of the user device 312 has a control signal 
traffic profile of its own. 

FIG. 3B exemplarily illustrates the steps performed by a 
service entity 308, for example, a service provider, a device 
operating system vendor, a mobile device vendor, etc., for 
defining threshold limits for the different modes of operation 
of the mobile application 313 exemplarily illustrated in FIG. 
3C, that determine whether the mobile application 313 can 
access a network, for example, the 3G or 4G network 317 
exemplarily illustrated in FIG.3C. The service entity 308, for 
example, a service provider defines the threshold limits for 
the different modes of operation of the mobile application 313 
to prevent network congestion at the 3G or 4G network317 of 
the service provider caused by control signaling traffic attrib 
uted by the control signal requests transmitted by the mobile 
application 313 in the different modes of operation to the 
service provider. As exemplarily illustrated in FIG. 3B, the 
service entity 308 defines 309 a threshold limit for the dor 
mant mode of operation of the mobile application 313. Fur 
thermore, the service entity 308 defines 310 a threshold limit 
for the active mode of operation of the mobile application 
313. 

FIG. 3C exemplarily illustrates the steps performed by a 
user 311 using the user device 312 for accessing one of the 
networks, for example, the WiFiR network315 or the 3G or 
4G network 317. The user 311 downloads the mobile appli 
cation 313 embedded with the control signal traffic profile 
parameters on the user device 312. The mobile application 
313 connects to one of the networks, for example, 315, 317, 
etc. In an embodiment, the user 311 using the user device 312 
can select the access of the mobile application 313 to one of 
the networks, for example, 315, 317, etc. In another embodi 
ment, the mobile application access component implemented 
in the user device 312 selects the access of the mobile appli 
cation 313 to one of the networks, for example, 315,317, etc., 
as disclosed in the detailed description of FIG. 2. The mobile 
application access component checks 314 whether the mobile 
application 313 is connected to the Wi-FiR) network 315. If 
the mobile application 313 connects to the Wi-FiR network 
315, the mobile application access component grants 316 the 
access of the mobile application 313 in the different modes of 
operation to the Wi-FiR network315 directly, as the Wi-FiR) 
network315 is not affected by heavy control signaling traffic 
caused by the control signals requests transmitted by the 
mobile application 313 to the Wi-FiR) network 315. If the 
mobile application 313 is not connected to the Wi-FiR net 
work 315, the mobile application access component deter 
mines that the mobile application 313 has connected to 
another network, for example, the 3G or 4G network 317 and 
proceeds with the steps disclosed in the detailed description 
of FIGS. 3D-3F. 

FIGS. 3D-3F exemplarily illustrate the steps performed by 
the mobile application access component for managing the 
selective access of the mobile application 313 exemplarily 
illustrated in FIG. 3C, to the 3G or 4G network 317 based on 
the control signal traffic profile of the mobile application 313. 
The mobile application access component accesses 318 the 
mobile application 313 on the user device 312. The mobile 
application access component determines 319 the mode of 
operation of the mobile application 313. The mobile applica 
tion 313 is either in the dormant mode of operation or the 
active mode of operation. Consider an example where the 
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mobile application 313 is in the dormant mode of operation. 
The mobile application 313 in the dormant mode of operation 
transmits a control signal request to the 3G or 4G network317 
to request access of the mobile application 313 to the 3G or 
4G network 317. The mobile application access component 
processes 320 the control signal request to access the 3G or 
4G network317, transmitted by the mobile application 313 in 
the dormant mode of operation. The mobile application 
access component accesses 321 the dormant control signal 
traffic profile parameter of the mobile application 313. The 
mobile application access component receives 324 the thresh 
old limit for the dormant mode of operation of the mobile 
application 313 from the service entity 308. The mobile appli 
cation access component normalizes 325 the received thresh 
old limit for the dormant mode of operation with the accessed 
dormant control signal traffic profile parameter of the mobile 
application 313. 
The mobile application access component compares 326 

the accessed dormant control signal traffic profile parameter 
of the mobile application 313 with the normalized threshold 
limit for the dormant mode of operation of the mobile appli 
cation 313. The mobile application access component, based 
on the comparison of the accessed dormant control signal 
traffic profile parameter of the mobile application 313 with 
the normalized threshold limit for the dormant mode of 
operation of the mobile application 313, determines 327 
whether the dormant control signal traffic profile parameter of 
the mobile application 313 exceeds the normalized threshold 
limit for the dormant mode of operation of the mobile appli 
cation 313. If the dormant control signal traffic profile param 
eter of the mobile application 313 does not exceed the nor 
malized threshold limit for the dormant mode of operation of 
the mobile application 313, the mobile application access 
component grants 332 access of the mobile application 313 in 
the dormant mode of operation to the 3G or 4G network 317 
as exemplarily illustrated in FIG.3F. Hence, the mobile appli 
cation 313 accesses 333 the 3G or 4G network 317 in the 
dormant mode of operation. If the dormant control signal 
traffic profile parameter of the mobile application 313 
exceeds the normalized threshold limit for the dormant mode 
of operation of the mobile application 313, the mobile appli 
cation access component terminates 334 access of the mobile 
application 313 in the dormant mode of operation to the 3G or 
4G network 317 as exemplarily illustrated in FIG.3F. In this 
embodiment, the mobile application access component trans 
mits 335 a notification to the user device 312 to indicate the 
termination of the access to the 3G or 4G network 317. 

Consider another example where the mobile application 
313 is in the active mode of operation. The mobile application 
313 in the active mode of operation transmits a control signal 
request to the 3G or 4G network 317 to request access of the 
mobile application 313 to the 3G or 4G network 317. The 
mobile application access component processes 322 the con 
trol signal request to access the 3G or 4G network 317. 
transmitted by the mobile application 313 in the active mode 
of operation. The mobile application access component 
accesses 323 the active control signal traffic profile parameter 
of the mobile application 313. The mobile application access 
component receives 328 the threshold limit for the active 
mode of operation of the mobile application 313 from the 
service entity 308. The mobile application access component 
normalizes 329 the received threshold limit for the active 
mode of operation with the accessed active control signal 
traffic profile parameter of the mobile application 313. The 
mobile application access component compares 330 the 
accessed active control signal traffic profile parameter of the 
mobile application 313 with the normalized threshold limit 
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for the active mode of operation of the mobile application 313 
as exemplarily illustrated in FIG. 3E. 
The mobile application access component, based on the 

comparison of the accessed active control signal traffic profile 
parameter of the mobile application 313 with the normalized 
threshold limit for the active mode of operation of the mobile 
application 313, determines 331 whether the active control 
signal traffic profile parameter of the mobile application 313 
exceeds the normalized threshold limit for the active mode of 
operation of the mobile application 313. If the active control 
signal traffic profile parameter of the mobile application 313 
does not exceed the normalized threshold limit for the active 
mode of operation of the mobile application 313, the mobile 
application access component grants 336 access of the mobile 
application 313 in the active mode of operation to the 3G or 
4G network317 as exemplarily illustrated in FIG.3F. Hence, 
the mobile application 313 in the active mode of operation 
accesses 337 the 3G or 4G network 317 in the active mode of 
operation. If the active control signal traffic profile parameter 
of the mobile application 313 exceeds the normalized thresh 
old limit for the active mode of operation of the mobile 
application 313, the mobile application access component 
terminates 338 access of the mobile application 313 in the 
active mode of operation to the 3G or 4G network 317 as 
exemplarily illustrated in FIG. 3F. The mobile application 
access component then transmits 339 a notification to the user 
device 312 to indicate the termination of the access to the 3G 
or 4G network 317. 

FIG. 4 exemplarily illustrates a computer implemented 
system 400 for managing selective access of a mobile appli 
cation 313 to one of multiple networks, for example, a service 
provider network 408 based on the control signal traffic pro 
file of the mobile application 313. The computer imple 
mented system 400 disclosed herein comprises the profile 
creation component 403 deployed, for example, on a mobile 
application development platform 401 accessible by a devel 
oper device 302 and a user device 312 via a network 404, for 
example, the internet, a WiFiR) network of the Wireless Eth 
ernet Compatibility Alliance, Inc., a third generation (3G) 
mobile communication network, a fourth generation (4G) 
mobile communication network, a long term evolution (LTE) 
mobile communication network, etc. The developer device 
302 accesses the mobile application development platform 
401 directly or via the network 404. The user device 312 
accesses the mobile application development platform 401 
via the network 404. The user device 312 also communicates 
with a service provider 407 via the service provider network 
408. The service provider 407 provides access of the mobile 
application 313 on the user device 312 to the service provider 
network 408, for example, the 3G mobile communication 
network, the 4G mobile communication network, the LTE 
mobile communication network, etc. The user device 312 
also communicates with a service entity 308, for example, a 
device operating system vendor, a mobile device vendor, etc., 
via the network 404. 

In an embodiment, the mobile application development 
platform 401 hosts a mobile application development module 
402 and the profile creation component 403. The mobile 
application development platform 401 comprises at least one 
processor configured to execute modules, for example, 403a, 
403b, 403c, etc., of the profile creation component 403 and 
the mobile application development module 402. The mobile 
application development platform 401 further comprises a 
non-transitory computer readable storage medium communi 
catively coupled to the processor of the mobile application 
development platform 401. The non-transitory computer 
readable storage medium stores the modules, for example, 
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403a, 403b, 403c, etc., of the profile creation component 403 
and the mobile application development module 402. The 
mobile application development module 402 develops the 
mobile application 313 for deployment on the user device 312 
based on entity inputs received, for example, from an appli 
cation developer 301 exemplarily illustrated in FIG. 3A, via 
the developer device 302. 
The profile creation component 403 executable by the pro 

cessor of the mobile application development platform 401 
creates the control signal traffic profile of the mobile appli 
cation 313. The profile creation component 403 comprises a 
graphical user interface (GUI) 403a, a parameter definition 
module 403b, and a parameter embedding module 403c. The 
GUI 403a of the profile creation component 403 receives 
entity inputs for example, from the application developer 301 
for the definition of the control signal traffic profile param 
eters for the different modes of operation of the mobile appli 
cation 313. The parameter definition module 403b defines 
control signal traffic profile parameters, for example, an 
active control signal traffic profile parameter and a dormant 
control signal traffic profile parameter for the different modes 
of operation of the mobile application 313 based on the entity 
inputs. In an embodiment, the parameter definition module 
403b categorizes the control signal traffic profile parameters 
for the different modes of operation of the mobile application 
313 into classes as disclosed in the detailed description of 
FIG. 1. The parameter embedding module 403c embeds the 
defined control signal traffic profile parameters in the mobile 
application 313 for creating the control signal traffic profile 
for the mobile application 313. The mobile application 313 
selectively accesses the service provider network 408 based 
on the created control signal traffic profile. 
The computer implemented system 400 disclosed herein 

further comprises the mobile application access component 
405 in operative communication with the mobile application 
313 implemented in the user device 312. The mobile appli 
cation access component 405 is executable by at least one 
processor of the user device 312. In an embodiment, the 
mobile application access component 405 is in operative 
communication with an operating system 406 of the user 
device 312. The processor is configured to execute modules, 
for example, 405a, 405b, 405c, 405d, 405e, 405/.405g, etc., 
of the mobile application access component 405. The mobile 
application access component 405 further comprises a non 
transitory computer readable storage medium communica 
tively coupled to the processor of the user device 312. The 
non-transitory computer readable storage medium stores the 
modules, for example, 405a, 405b, 405c, 405d, 405e, 405f. 
405g, etc., of the mobile application access component 405. 
The mobile application access component 405 comprises a 
control signal processing module 405a, a data reception mod 
ule 405b, a parameter access module 405c., a normalization 
module 405d., a comparison module 405e, a network access 
module 405f. and a notification module 405g. The control 
signal processing module 405a processes a control signal 
request to access the service provider network 408 transmit 
ted by the mobile application 313 to the service provider 407. 
The data reception module 405b receives threshold limits for 
the different modes of operation of the mobile application 313 
from the service entity 308, for example, a service provider 
407, a device operating system vendor, a mobile device ven 
dor, etc. The parameter access module 405c accesses the 
defined control signal traffic profile parameters embedded in 
the mobile application 313. In an embodiment, the normal 
ization module 405d normalizes the received threshold limits 
for the different modes of operation of the mobile application 
313 with the accessed control signal traffic profile parameters 
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of the mobile application 313 in associated modes of opera 
tion. The comparison module 405e compares the accessed 
control signal traffic profile parameters with the normalized 
threshold limits for the associated modes of operation of the 
mobile application 313. 
The network access module 405fmanages the selective 

access of the mobile application 313 in the different modes of 
operation to the service provider network 408 based on the 
comparison of the accessed control signal traffic profile 
parameters with the normalized threshold limits for the asso 
ciated modes of operation of the mobile application 313. The 
network access module 405f grants access of the mobile 
application 313 in the different modes of operation to the 
service provider network 408, if the accessed control signal 
traffic profile parameters of the mobile application 313 do not 
exceed the normalized threshold limits for the associated 
modes of operation of the mobile application 313. The net 
work access module 405fterminates access of the mobile 
application 313 in the different modes of operation to the 
service provider network 408, if the accessed control signal 
traffic profile parameters of the mobile application 313 
exceed the normalized threshold limits for the associated 
modes of operation of the mobile application 313. In another 
embodiment, the network access module 405f switches 
access of the mobile application 313 in the different modes of 
operation from the service provider network 408 to another 
service provider network, if the accessed control signal traffic 
profile parameters of the mobile application 313 exceed the 
normalized threshold limits for the associated modes of 
operation of the mobile application 313. 

In an embodiment, the data reception module 405b of the 
mobile application access component 405 receives a total 
threshold limit for each of the different modes of operation of 
multiple mobile applications implemented in the user device 
312 from the service entity 308, for example, a service pro 
vider 407, a device operating system vendor, a mobile device 
Vendor, etc. In this embodiment, the parameteraccess module 
405c of the mobile application access component 405 deter 
mines a sum of the control signal traffic profile parameters 
embedded in each of the mobile applications for each of the 
associated modes of operation. In this embodiment, the nor 
malization module 405d of the mobile application access 
component 405 normalizes the received total threshold limit 
for each of the different modes of operation of the mobile 
applications with the determined Sum of the control signal 
traffic profile parameters of the mobile applications in the 
associated modes of operation. In this embodiment, the com 
parison module 405e of the mobile application access com 
ponent 405 compares the determined sum of the control sig 
nal traffic profile parameters for each of the associated modes 
of operation with the normalized total threshold limit for each 
of the associated modes of operation of the mobile applica 
tions. 

The network access module 405f grants access of the 
mobile applications in the different modes of operation to the 
service provider network 408, if the determined sum of the 
control signal traffic profile parameters of the mobile appli 
cations for each of the associated modes of operation does not 
exceed the normalized total threshold limit for each of the 
associated modes of operation of the mobile applications. In 
an embodiment, the data reception module 405b further 
receives user inputs from the user device 312 to terminate 
access of one or more of the mobile applications in the dif 
ferent modes of operation to the service provider network 
408, if the determined sum of the control signal traffic profile 
parameters of the mobile applications exceeds the normalized 
total threshold limit for each of the associated modes of 
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operation of the mobile applications. In another embodiment, 
the data reception module 405b of the mobile application 
access component 405 further receives user inputs from the 
user device 312 to switch access of one or more of the mobile 
applications in the different modes of operation from one 
service provider network 408 to another service provider 
network, if the determined sum of the control signal traffic 
profile parameters of the mobile applications exceeds the 
normalized total threshold limit for each of the associated 
modes of operation of the mobile applications. The notifica 
tion module 405g of the mobile application access compo 
nent 405 generates and transmits notifications to the user 
device 312 for indicating actions associated with the manage 
ment of the selective access of the mobile application 313 in 
the different modes of operation to the service provider net 
work 408. In an embodiment, the notification module 405g of 
the mobile application access component 405 generates and 
transmits notifications to the mobile application 313 only for 
indicating termination of the access of the mobile application 
313 to the service provider network 408. 

FIG. 5 exemplarily illustrates the architecture of a com 
puter system 500 employed by the profile creation component 
403 exemplarily illustrated in FIG. 4, for creating a control 
signal traffic profile for a mobile application 313, and by the 
mobile application access component 405 exemplarily illus 
trated in FIG. 4 for managing selective access of the mobile 
application 313 to one of the networks, for example, 408, etc., 
exemplarily illustrated in FIG.4, based on the control signal 
traffic profile of the mobile application 313. The profile cre 
ation component 403 and the mobile application access com 
ponent 405 of the computer implemented system 400 exem 
plarily illustrated in FIG. 4 employ the architecture of the 
computer system 500 exemplarily illustrated in FIG. 5. The 
computer system 500 is programmable using a high level 
computer programming language. The computer system 500 
may be implemented using programmed and purposeful 
hardware. 
The mobile application development platform 401 hosting 

the mobile application development module 402 and the pro 
file creation component 403 communicates with a developer 
device 302 exemplarily illustrated in FIG. 3A, via a network 
404, for example, a short range network or a long range 
network. Similarly, the user device 312 communicates with a 
service provider 407 via a service provider network 408. The 
computer system 500 comprises, for example, a processor 
501, a memory unit 502 for storing programs and data, an 
input/output (I/O) controller 503, a network interface 504, a 
data bus 505, a display unit 506, input devices 507, a fixed 
media drive 508, a removable media drive 509 for receiving 
removable media, output devices 510, etc. 
The term “processor refers to any one or more micropro 

cessors, central processing unit (CPU) devices, finite state 
machines, computers, microcontrollers, digital signal proces 
sors, logic, a logic device, an electronic circuit, an application 
specific integrated circuit (ASIC), a field-programmable gate 
array (FPGA), a chip, etc., or any combination thereof, 
capable of executing computer programs or a series of com 
mands, instructions, or state transitions. The processor 501 
may also be implemented as a processor set comprising, for 
example, a general purpose microprocessor and a math or 
graphics co-processor. The processor 501 is selected, for 
example, from the Intel(R) processors such as the Itanium(R) 
microprocessor or the Pentium(R) processors, Advanced 
Micro Devices (AMDR) processors such as the Athlon(R) 
processor, UltraSPARC(R) processors, microSPARC(R) pro 
cessors, hp R processors, International Business Machines 
(IBM(R) processors such as the PowerPC(R) microprocessor, 
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the MIPS(R) reduced instruction set computer (RISC) proces 
sor of MIPS Technologies, Inc., RISC based computer pro 
cessors of ARM Holdings, Motorola(R) processors, etc. The 
profile creation component 403 and the mobile application 
access component 405 disclosed herein are not limited to 
implementation on the computer system 500 employing the 
processor 501. The computer system 500 may also employ a 
controller or a microcontroller. 
The memory unit 502 is used for storing programs, appli 

cations, and data. For example, the parameter definition mod 
ule 403b and the parameter embedding module 403c of the 
profile creation component 403, and the mobile application 
development module 402 of the mobile application develop 
ment platform 401, are stored in the memory unit 502 of the 
mobile application development platform 401. In another 
example, the control signal processing module 405a, the data 
reception module 405b, the parameter access module 405c, 
the normalization module 405d, the comparison module 
405e, the network access module 405f. and the notification 
module 405g of the mobile application access component 405 
are stored in the memory unit 502 of the user device 312. The 
memory unit 502 is, for example, a random access memory 
(RAM) or another type of dynamic storage device that stores 
information and instructions for execution by the processor 
501. The memory unit 502 also stores temporary variables 
and other intermediate information used during execution of 
the instructions by the processor 501. The computer system 
500 further comprises a read only memory (ROM) or another 
type of static storage device that stores static information and 
instructions for the processor 501. 
The I/O controller 503 of the mobile application develop 

ment platform 401 controls input actions and output actions 
performed by the profile creation component 403 and the 
mobile application development module 402 of the mobile 
application development platform 401. The I/O controller 
503 of the user device 312 controls input actions and output 
actions performed by the mobile application access compo 
nent 405. The network interface 504 enables connection of 
the computer system 500 to one of the networks, for example, 
404, 408, etc. For example, the mobile application develop 
ment platform 401 connects to the network 404 via the net 
work interface 504 of the mobile application development 
platform 401. The mobile application access component 405 
on the user device 312 connects to the service provider net 
work 408 and/or the network 404 via the network interface 
504 of the user device 312. In an embodiment, the network 
interface 504 is provided as an interface card also referred to 
as a line card. The network interface 504 comprises, for 
example, one or more of an infrared (IR) interface, an inter 
face implementing Wi-FiR) of the Wireless Ethernet Compat 
ibility Alliance, Inc., a universal serial bus (USB) interface, a 
FireWire R interface of Apple, Inc., an Ethernet interface, a 
frame relay interface, a cable interface, a digital Subscriber 
line (DSL) interface, a token ring interface, a peripheral con 
troller interconnect (PCI) interface, a local area network 
(LAN) interface, a wide area network (WAN) interface, inter 
faces using serial protocols, interfaces using parallel proto 
cols, and Ethernet communication interfaces, asynchronous 
transfer mode (ATM) interfaces, a high-speed serial interface 
(HSSI), a fiber distributed data interface (FDDI), interfaces 
based on transmission control protocol (TCP)/internet proto 
col (IP), interfaces based on wireless communications tech 
nology Such as satellite technology, radio frequency (RF) 
technology, near field communication, etc. The data bus 505 
of the mobile application development platform 401 permits 
communications between the modules, for example, 402. 
403a, 403b, 403c, etc., of the mobile application development 
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platform 401. The data bus 505 of the user device 312 permits 
communications between the modules, for example, 405a, 
405b, 405c, 405d, 405e, 405/.405g, etc., of the mobile appli 
cation access component 405, and between the mobile appli 
cation 313, the mobile application access component 405, 
and the operating system 406. 
The display unit 506 displays information, display inter 

faces, interface elements such as text fields, checkboxes, drop 
down menus, textboxes, hyperlinks, etc., for allowing a user, 
for example, 301,311, etc., exemplarily illustrated in FIG.3A 
and FIG. 3C to enter inputs associated with the mobile appli 
cation 313. The display unit 506 comprises, for example, a 
liquid crystal display, a plasma display, an organic light emit 
ting diode (OLED) based display, etc. The input devices 507 
are used for inputting data into the computer system 500. A 
user, for example, an application developer 301 exemplarily 
illustrated in FIG. 3A, who desires to develop a mobile appli 
cation 313 and create a control signal traffic profile for the 
mobile application 313 uses one or more of the input devices 
507 of the developer device 302 to provide inputs to the 
profile creation component 403 hosted on the mobile appli 
cation development platform 401. For example, an applica 
tion developer 301 may enter a program code to develop a 
mobile application 313, create a control signal traffic profile 
for the mobile application 313, embed the created control 
signal traffic profile in the mobile application 313, etc., using 
the input devices 507. The input devices 507 are, for example, 
a keyboard Such as an alphanumeric keyboard, a microphone, 
a joystick, a pointing device Such as a computer mouse, a 
touch pad, a light pen, a physical button, a touch sensitive 
display device, a track ball, a pointing stick, any device 
capable of sensing a tactile input, etc. 
Computer applications and programs are used for operat 

ing the computer system 500. The programs are loaded onto 
the fixed media drive 508 and into the memory unit 502 of the 
computer system 500 via the removable media drive 509. In 
an embodiment, the computer applications and programs 
may be loaded directly via one of the networks, for example, 
404, 408, etc. Computer applications and programs are 
executed by double clicking a related icon displayed on the 
display unit 506 using one of the input devices 507. The 
output devices 510 output the results of operations performed 
by the mobile application development module 402 and the 
profile creation component 403 of the mobile application 
development platform 401, and by the mobile application 
access component 405 of the user device 312. For example, 
the notification module 405g of the mobile application access 
component 405 displays notifications on a graphical user 
interface (GUI) of the user device 312 on actions associated 
with managing the selective access of the mobile application 
313 implemented in the user device 312 to one of the net 
works, for example, 408, etc., using the output devices 510. 
The processor 501 executes an operating system, for 

example, the LinuxOR operating system, the Unix(R) operating 
system, any version of the Microsoft(R) Windows.(R) operating 
system, the Mac OS of Apple Inc., the IBMR OS/2, 
VxWorks(R) of Wind River Systems, inc., QNX Neutrino(R) 
developed by QNX Software Systems Ltd., the Palm OSR), 
the Solaris operating system developed by Sun Microsys 
tems, Inc., the Android operating system, the Windows 
Phone(R) operating system of Microsoft Corporation, the 
BlackBerry(R) operating system of Research in Motion Lim 
ited, the iOS operating system of Apple Inc., the Symbian(R) 
operating system of Symbian Foundation Limited, etc. The 
computer system 500 employs the operating system, for 
example, 406 for performing multiple tasks. The operating 
system is responsible for management and coordination of 
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activities and sharing of resources of the computer system 
500. The operating system further manages security of the 
computer system 500, peripheral devices connected to the 
computer system 500, and network connections. The operat 
ing system employed on the computer system 500 recognizes, 
for example, inputs provided by the user, for example, 301, 
311, etc., using one of the input devices 507, the output 
display, files, and directories stored locally on the fixed media 
drive 508, for example, a hard drive. The operating system on 
the computer system 500 executes different programs using 
the processor 501. The processor 501 and the operating sys 
tem together define a computer platform for which applica 
tion programs in high level programming languages are writ 
ten. 

The processor 501 retrieves instructions for executing the 
modules, for example, 402, 403a, 403b, 403c, etc., of the 
mobile application development platform 401, and 405a, 
405b, 405c, 405d, 405e, 405/.405g, etc., of the mobile appli 
cation access component 405 from the memory unit 502. A 
program counter determines the location of the instructions in 
the memory unit 502. The program counter stores a number 
that identifies the current position in the program of each of 
the modules, for example, 402,403a, 403b, 403c, etc., of the 
mobile application development platform 401, and 405a, 
405b, 405c, 405d, 405e, 405/.405g, etc., of the mobile appli 
cation access component 405. The instructions fetched by the 
processor 501 from the memory unit 502 after being pro 
cessed are decoded. The instructions are stored in an instruc 
tion register in the processor 501. After processing and decod 
ing, the processor 501 executes the instructions. For example, 
the mobile application development module 402 defines 
instructions for developing the mobile application 313 for the 
user device 312. The parameter definition module 403b of the 
profile creation component 403 defines instructions for defin 
ing control signal traffic profile parameters, for example, the 
active control signal traffic profile parameter, the dormant 
control signal traffic profile parameter, etc., for different 
modes of operation of the mobile application 313. In an 
embodiment, the parameter definition module 403b defines 
instructions for categorizing the control signal traffic profile 
parameters for the different modes of operation of the mobile 
application 313 into classes. The parameter embedding mod 
ule 403c of the profile creation component 403 defines 
instructions for embedding the defined control signal traffic 
profile parameters in the mobile application 313 for creating 
the control signal traffic profile for the mobile application 
313. 
The control signal processing module 405a of the mobile 

application access component 405 defines instructions for 
processing a control signal request to access the service pro 
vider network 408 transmitted by the mobile application 313 
to the service provider 407. The data reception module 405b 
of the mobile application access component 405 defines 
instructions for receiving threshold limits for the different 
modes of operation of the mobile application 313 from a 
service entity 308. The parameter access module 405c of the 
mobile application access component 405 defines instruc 
tions for accessing the defined control signal traffic profile 
parameters embedded in the mobile application 313. The 
normalization module 405d of the mobile application access 
component 405 defines instructions for normalizing the 
received threshold limits for the different modes of operation 
of the mobile application 313 with the accessed control signal 
traffic profile parameters of the mobile application 313 in 
associated modes of operation. The comparison module 405e 
of the mobile application access component 405 defines 
instructions for comparing the accessed control signal traffic 
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profile parameters with the normalized threshold limits for 
the associated modes of operation of the mobile application 
313. 
The network access module 405f of the mobile application 

access component 405 defines instructions for managing the 
selective access of the mobile application 313 in the different 
modes of operation to the service provider network 408 based 
on the comparison of the accessed control signal traffic profile 
parameters with the normalized threshold limits for the asso 
ciated modes of operation of the mobile application 313. 
Furthermore, the network access module 405f defines 
instructions for granting access of the mobile application 313 
in the different modes of operation to the service provider 
network 408, if the accessed control signal traffic profile 
parameters of the mobile application 313 do not exceed the 
normalized threshold limits for the associated modes of 
operation of the mobile application 313. Furthermore, the 
network access module 405f defines instructions for termi 
nating access of the mobile application 313 in the different 
modes of operation to the service provider network 408, if the 
accessed control signal traffic profile parameters of the 
mobile application 313 exceed the normalized threshold lim 
its for the associated modes of operation of the mobile appli 
cation 313. Furthermore, the network access module 405f 
defines instructions for Switching access of the mobile appli 
cation 313 in the different modes of operation from one 
network, for example, 408, etc., to another network, if the 
accessed control signal traffic profile parameters of the 
mobile application 313 exceed the normalized threshold lim 
its for the associated modes of operation of the mobile appli 
cation 313. 

In an embodiment, the data reception module 405b also 
defines instructions for receiving a total threshold limit for 
each of the different modes of operation of multiple mobile 
applications implemented in the user device 312 from the 
service entity 308. Furthermore, the parameteraccess module 
405c defines instructions for determining a sum of the control 
signal traffic profile parameters embedded in each of the 
mobile applications for each of the associated modes of 
operation. Furthermore, the normalization module 405d 
defines instructions for normalizing the received total thresh 
old limit for each of the different modes of operation of the 
mobile applications with the determined sum of the control 
signal traffic profile parameters of the mobile applications in 
the associated modes of operation. Furthermore, the compari 
son module 405e defines instructions for comparing the 
determined sum of the control signal traffic profile parameters 
for each of the associated modes of operation with the nor 
malized total threshold limit for each of the associated modes 
of operation of the mobile applications. 

In this embodiment, the network access module 405f of the 
mobile application access component 405 further defines 
instructions for granting access of the mobile applications in 
the different modes of operation to the service provider net 
work 408, if the determined sum of the control signal traffic 
profile parameters of the mobile applications for each of the 
associated modes of operation does not exceed the normal 
ized total threshold limit for each of the associated modes of 
operation of the mobile applications. Furthermore, the data 
reception module 405b of the mobile application access com 
ponent 405 defines instructions for receiving user inputs from 
the user 311 using the user device 312 to terminate access of 
one or more of the mobile applications in the different modes 
of operation to the service provider network 408, if the deter 
mined sum of the control signal traffic profile parameters of 
the mobile applications exceeds the normalized total thresh 
old limit for each of the associated modes of operation of the 
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mobile applications. Furthermore, the data reception module 
405b of the mobile application access component 405 defines 
instructions for receiving user inputs from the user device 312 
to Switch the access of one or more of the mobile applications 
in the different modes of operation from one network, for 
example, 408, etc., to another network, if the determined sum 
of the control signal traffic profile parameters of the mobile 
applications exceeds the normalized total threshold limit for 
each of the associated modes of operation of the mobile 
applications. The notification module 405g of the mobile 
application access component 405 defines instructions for 
generating and transmitting notifications to the user device 
312, indicating actions associated with the management of 
the selective access to the service provider network 408 pro 
vided to the mobile application 313 in different modes of 
operation. In an embodiment, the notification module 405g of 
the mobile application access component 405 defines instruc 
tions for generating and transmitting notifications to the user 
device 312 only for indicating termination of the access of the 
mobile application 313 to the service provider network 408. 
The processor 501 of the computer system 500 employed 

by the mobile application development platform 401 retrieves 
the instructions defined by the parameter definition module 
403b and the parameter embedding module 403c of the pro 
file creation component 403, and the mobile application 
development module 402, and executes the instructions, 
thereby performing one or more processes defined by those 
instructions. Furthermore, the processor 501 of the computer 
system 500 employed by the user device 312 retrieves the 
instructions defined by the control signal processing module 
405a, the data reception module 405b, the parameter access 
module 405c, the normalization module 405d, the compari 
son module 405e, the network access module 405f. and the 
notification module 405g of the mobile application access 
component 405, and executes the instructions, thereby per 
forming one or more processes defined by those instructions. 

At the time of execution, the instructions stored in the 
instruction register are examined to determine the operations 
to be performed. The processor 501 then performs the speci 
fied operations. The operations comprise arithmetic opera 
tions and logic operations. The operating system performs 
multiple routines for performing a number of tasks required 
to assign the input devices 507, the output devices 510, and 
memory for execution of the modules, for example, 402. 
403a, 403b, 403c, etc., of the mobile application development 
platform 401, and the modules, for example, 405a, 405b, 
405c, 405d, 405e, 405/.405g, etc., of the mobile application 
access component 405. The tasks performed by the operating 
system comprise, for example, assigning memory to the mod 
ules, for example, 402, 403a, 403b, 403c, etc., of the mobile 
application development platform 401, and the modules, for 
example, 405a, 405b, 405c, 405d, 405e, 405f. 405g, etc., of 
the mobile application access component 405, and to data 
used by the mobile application development platform 401 and 
the user device 312, moving data between the memory unit 
502 and disk units, and handling input/output operations. The 
operating system performs the tasks on request by the opera 
tions and after performing the tasks, the operating system 
transfers the execution control back to the processor 501. The 
processor 501 continues the execution to obtain one or more 
outputs. The outputs of the execution of the modules, for 
example, 402, 403a, 403b, 403c, etc., of the mobile applica 
tion development platform 401 are displayed on the display 
unit 506 to the developer device 302, while the outputs of the 
execution of the modules, for example, 405a, 405b, 405c, 
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405d, 405e, 405/.405g, etc., of the mobile application access 
component 405 are displayed on the display unit 506 to the 
user device 312. 

For purposes of illustration, the detailed description refers 
to the profile creation component 403 and the mobile appli 
cation access component 405, each being run locally on a 
computer system 500; however the scope of the computer 
implemented method and system 400 disclosed herein is not 
limited to the profile creation component 403 and the mobile 
application access component 405 each being run locally on 
the computer system 500 via the operating system and the 
processor 501, but may be extended to run remotely over the 
networks, for example, 404, 408, etc., by employing a web 
browser and a remote server, a mobile phone, or other elec 
tronic devices. One or more portions of the computer system 
500 may be distributed across one or more computer systems 
(not shown) coupled to the networks, for example, 404, 408, 
etc. 

Disclosed herein is also a computer program product com 
prising a non-transitory computer readable storage medium 
that stores computer program codes comprising instructions 
executable by at least one processor 501 for managing selec 
tive access of the mobile application 313 to one of the net 
works, for example, 408, based on the control signal traffic 
profile of the mobile application 313. As used herein, the term 
“non-transitory computer readable storage medium” refers to 
all computer readable media, for example, non-volatile media 
Such as optical discs or magnetic disks, Volatile media Such as 
a register memory, a processor cache, etc., and transmission 
media Such as wires that constitute a system bus coupled to 
the processor 501, except for a transitory, propagating signal. 
The computer program product disclosed hereincomprises 

a first computer program code for processing a control signal 
request to access one of the networks, for example, 408, 
transmitted by the mobile application 313 to the service pro 
vider 407; a second computer program code for receiving 
threshold limits for different modes of operation of the mobile 
application 313 from a service entity 308; a third computer 
program code for accessing control signal traffic profile 
parameters embedded in the mobile application 313, a fourth 
computer program code for normalizing the received thresh 
old limits for the different modes of operation of the mobile 
application 313 with the accessed control signal traffic profile 
parameters of the mobile application 313 in associated modes 
of operation; a fifth computer program code for comparing 
the accessed control signal traffic profile parameters with the 
normalized threshold limits for the associated modes of 
operation of the mobile application 313; and a sixth computer 
program code for managing the selective access of the mobile 
application 313 in the different modes of operation to one of 
the networks, for example, 408, etc., based on the comparison 
of the accessed control signal traffic profile parameters with 
the normalized threshold limits for the associated modes of 
operation of the mobile application 313 as disclosed in the 
detailed description of FIG. 2. 
The computer program product disclosed herein further 

comprises one or more additional computer program codes 
for performing additional steps that may be required and 
contemplated for managing selective access of the mobile 
application 313 to one of the networks, for example, 408, etc., 
based on the control signal traffic profile of the mobile appli 
cation 313. In an embodiment, a single piece of computer 
program code comprising computer executable instructions 
performs one or more steps of the computer implemented 
method disclosed herein for managing the selective access of 
the mobile application 313 to one of the networks, for 
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example, 408, etc., based on the control signal traffic profile 
of the mobile application 313. 
The computer program codes comprising computer 

executable instructions are embodied on the non-transitory 
computer readable storage medium. The processor 501 of the 
computer system 500 retrieves these computer executable 
instructions and executes them. When the computer execut 
able instructions are executed by the processor 501, the com 
puter executable instructions cause the processor 501 to per 
form the steps of the computer implemented method for 
managing the selective access of the mobile application 313 
to one of the networks, for example, 408, etc., based on the 
control signal traffic profile of the mobile application 313. 

Consider an example where an application developer 301 
exemplarily illustrated in FIG. 3A wishes to create a control 
signal traffic profile for a mobile application 313 exemplarily 
illustrated in FIG. 3C and FIG. 4. The control signal traffic 
profile of the mobile application 313 is configured to control 
signaling traffic caused by the mobile application 313 on a 
service provider network 408 exemplarily illustrated in FIG. 
4, for example, a third generation (3G) mobile communica 
tion network or a fourth generation (4G) mobile communica 
tion network 317, a long term evolution (LTE) mobile com 
munication network, etc. The mobile application 313 
transmits control signal requests to a service entity 308, for 
example, a mobile application vendor exemplarily illustrated 
in FIG. 3B and FIG. 4, to access updates of the mobile 
application 313 from a central database managed by the Ser 
vice entity 308. The application developer 301 tests and/or 
estimates control signal traffic data of the mobile application 
313, for example, a number of the control signal requests that 
the mobile application 313 transmits per unit time, for 
example, per hour, to the mobile application vendor via one of 
the networks, for example, 315, 317, etc., exemplarily illus 
trated in FIG. 3C, in different modes of operation of the 
mobile application 313. In this example, the different modes 
of operation of the mobile application 313 are an active mode 
of operation and a dormant mode of operation. The mobile 
application 313 transmits, for example, 300 control signal 
requests per hour in the active mode of operation and 100 
control signal requests per hour in the dormant mode of 
operation. These values of the control signal traffic data of the 
mobile application 313 in the different modes of operation are 
called control signal traffic profile parameters. The applica 
tion developer 301 defines and embeds these control signal 
traffic profile parameters in the mobile application 313 for 
creating the control signal traffic profile of the mobile appli 
cation 313. Once the mobile applications 313 control signal 
traffic profile is created, the mobile application vendor 
releases the mobile application 313 via one of the networks, 
for example, 315, 317, etc. 
A user 311 exemplarily illustrated in FIG. 3C can down 

load and/or purchase the mobile application 313 from the 
mobile application vendor on his/her user device 312 exem 
plarily illustrated in FIG. 3C and FIG. 4, for example, a smart 
phone, a personal digital assistant (PDA), etc., via one of the 
networks, for example, 315,317, etc. For example, a user311, 
Michael, downloads the mobile application 313 on his user 
device 312. Michael attempts to access the 3G or 4G network 
317 and actively use the mobile application 313, thus using 
the mobile application 313 in the active mode of operation. 
The 3G or 4G network 317 is provided by a service provider 
407 exemplarily illustrated in FIG. 4, for example, American 
Telephone and Telegraph Company (AT&T). In order to 
receive the latest updates of the mobile application 313 from 
the central database, the mobile application 313 transmits 
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control signal requests to a service provider network 408, for 
example, the 3G or 4G network 317. 
The mobile application access component 405 deployed on 

an operating system 406 exemplarily illustrated in FIG.4, for 
example, iOSR of Apple Inc., the Android operating system, 
etc., of Michael's user device 312 processes the control signal 
requests transmitted to the 3G or 4G network317. The service 
provider 407 of the 3G or 4G network 317 attempts to limit 
the number of control signal requests transmitted by multiple 
user devices 312 to the 3G or 4G network 317 to prevent 
network outages due to control signal traffic Storms by termi 
nating access of the mobile applications that send a large 
number of control signal requests to the 3G or 4G network 
317. The service provider 407 therefore determines a thresh 
old limit for each of the mobile applications in different 
modes of operation. In this example, the service provider 407 
determines the threshold limit for the active mode of opera 
tion of the mobile application 313 as 4 control signal requests 
per minute. The mobile application access component 405 
receives the threshold limit for the active mode of operation of 
the mobile application 313 from the service provider 407. The 
mobile application access component 405 normalizes the 
threshold limit received from the service provider 407 with 
the active control signal traffic profile parameter as the unit of 
the active control signal traffic profile parameter of the mobile 
application 313 is in hours and the unit of the threshold limit 
for the active mode of operation of the mobile application 313 
is in minutes. Hence, the mobile application access compo 
nent 405 normalizes the received threshold limit to 240 con 
trol signal requests per hour. The mobile application access 
component 405 compares the active control signal traffic 
profile parameter of the mobile application 313 with the nor 
malized threshold limit for the active mode of operation of the 
mobile application 313. Since the active control signal traffic 
profile parameter exceeds the normalized threshold limit, the 
mobile application access component 405 terminates access 
of the mobile application 313 to transmit control signal 
requests to the 3G or 4G network317. The mobile application 
313 is considered as a rogue mobile application as the active 
control signal traffic profile parameter embedded in the 
mobile application 313 exceeds the normalized threshold 
limit for the active mode of operation of the mobile applica 
tion 313. Hence, the mobile application access component 
405 successfully prevents congestion at the 3G or 4G network 
317 by terminating access of the rogue mobile application to 
the 3G or 4G network 317. 

If the active control signal traffic profile parameter of the 
mobile application 313 is less than the normalized threshold 
limit for the active mode of operation of the mobile applica 
tion 313, the mobile application access component 405 grants 
access of the mobile application 313 to the 3G or 4G network 
317. In this case, the mobile application 313 is considered as 
a docile mobile application because the active control signal 
traffic profile parameter of the mobile application 313 does 
not exceed the normalized threshold limit for the active mode 
of operation of the mobile application 313. Hence, the mobile 
application access component 405 identifies whether the 
mobile application 313 is a rogue mobile application or a 
docile mobile application and prevents rogue applications 
from overloading the 3G or 4G network 317 and draining the 
battery life of the user device 312. 

Consider another example where an application developer 
301 exemplarily illustrated in FIG. 3A, defines the control 
signal traffic profile parameters for a mobile application 313 
exemplarily illustrated in FIG. 3C and FIG. 4 in different 
modes of operation by categorizing the control signal traffic 
profile parameters into classes. The mobile application 313 
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transmits control signal requests to the 3G or 4G network317 
exemplarily illustrated in FIG. 3C, to access updates of the 
mobile application 313 from a central database managed by a 
service entity 308 exemplarily illustrated in FIG.3B and FIG. 
4, for example, a mobile application vendor. The application 
developer 301 analyzes the number of control signal requests 
transmitted by the mobile application 313 per hour in the 
active mode of operation and in the dormant mode of opera 
tion. The mobile application 313 transmits, for example, 300 
control signal requests per hour in the active mode of opera 
tion and 100 control signal requests per hour in the dormant 
mode of operation. The application developer 301 embeds 
these control signal traffic profile parameters in the mobile 
application 313. The application developer 301 releases the 
mobile application 313 for users to download and/or purchase 
the mobile application 313 from the mobile application ven 
dor. 
A user311 downloads the mobile application 313 on a user 

device 312 exemplarily illustrated in FIG. 3C, for example, a 
smart phone, via the 3G or 4G network 317. The user 311 
using the user device 312 communicates with the 3G or 4G 
network 317 provided by a service provider 407 exemplarily 
illustrated in FIG. 4, for example, American Telephone and 
Telegraph Company (AT&T). The user 311 actively accesses 
the mobile application 313 via the 3G or 4G network317. In 
order to access the latest updates of the mobile application 
313, the mobile application 313 transmits a control signal 
request to the service provider 407 of the 3G or 4G network 
317. In accordance with data usage policies formulated by the 
service provider 407, mobile applications that transmit less 
than 100 control signal requests per hour in the active mode of 
operation are classified as low control signal traffic data 
mobile applications. Mobile applications that transmit 100 to 
500 control signal requests per hour in the active mode of 
operation are classified as medium control signal traffic data 
mobile applications. Furthermore, mobile applications that 
transmit more than 500 control signal requests per hour in the 
active mode of operation are classified as high control signal 
traffic data mobile applications. 

The service provider 407 allows only medium control sig 
nal traffic data mobile applications and low control signal 
traffic data mobile applications to access the 3G or 4G net 
work 317. In this example, the mobile application 313 is 
classified as the medium control signal traffic data mobile 
application as the mobile application 313 transmits 300 con 
trol signal requests per hour in the active mode of operation. 
The mobile application access component 405 deployed on 
an operating system 406 of the user device 312 exemplarily 
illustrated in FIG. 4, for example, the iOS(R) of Apple Inc., the 
Android operating system, etc., processes the control signal 
requests transmitted to the 3G or 4G network317. The mobile 
application access component 405 accesses a control signal 
traffic data classification policy of the mobile application 313 
in the active mode of operation provided by the service pro 
vider 407. Since the service provider 407 allows medium 
control signal traffic data mobile applications to access the 3G 
or 4G network317, the mobile application access component 
405 grants access of the mobile application 313 to the 3G or 
4G network 317. 

Consider another example where a user 311 exemplarily 
illustrated in FIG. 3C is not accessing any mobile application 
313 on a user device 312 exemplarily illustrated in FIG. 3C 
and FIG. 4, and hence each mobile application 313 is in a 
dormant mode of operation. Each mobile application 313 is 
embedded with the dormant control signal traffic profile 
parameter. Although the user311 is not actively accessing the 
mobile application 313 on the user device 312, one mobile 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

34 
application 313, for example, an email application transmits, 
for example, 3 control signal requests perminute to a network 
408, for example, the 3G or 4G network 317 exemplarily 
illustrated in FIG. 3C, to access updates of the mobile appli 
cation 313. The dormant control signal traffic profile param 
eter of that mobile application 313 is therefore 3 control 
signal requests per minute. The mobile application access 
component 405 exemplarily illustrated in FIG. 4 receives the 
threshold limit, for example, 2 control signal requests per 
minute, for the dormant mode of operation of the mobile 
application 313 from a service entity 308 exemplarily illus 
trated in FIG. 3B and FIG. 4. In this example, the mobile 
application access component 405 does not normalize the 
threshold limit for the dormant mode of operation of the 
mobile application 313 with the dormant control signal traffic 
profile parameter of the mobile application 313 as the system 
of units of each of the threshold limit for the dormant mode of 
operation of the mobile application 313 and the dormant 
control signal traffic profile parameter of the mobile applica 
tion 313 is the same. The mobile application access compo 
nent 405 compares the dormant control signal traffic profile 
parameter of the mobile application 313 with the received 
threshold limit for the dormant mode of operation of the 
mobile application 313. The dormant control signal traffic 
profile parameter of the mobile application 313 exceeds the 
received threshold limit for the dormant mode of operation of 
the mobile application 313. Since the dormant control signal 
traffic profile parameter of the mobile application 313 
exceeds the threshold limit, the mobile application access 
component 405 terminates the access of the mobile applica 
tion 313 in the dormant mode of operation to the 3G or 4G 
network 317, and sends a notification to the mobile applica 
tion 313 of the user device 312. In an embodiment, the mobile 
application access component 405 prompts the user 311 to 
switch the access of the mobile application 313 in the dormant 
mode of operation from the 3G or 4G network 317 to the 
Wi-FiR network 315 exemplarily illustrated in FIG.3C. 

Consider another example where a user 311 is actively 
accessing multiple mobile applications on the user device 312 
exemplarily illustrated in FIG. 3C and FIG. 4, simulta 
neously. The mobile application access component 405 
exemplarily illustrated in FIG. 4 determines a sum of the 
control signal requests transmitted by the mobile applications 
to the service provider 407 exemplarily illustrated in FIG. 4. 
The Sum of the control signal requests transmitted by the 
mobile applications is, for example, 500 control signal 
requests per hour. This sum of the control signal requests 
transmitted by the mobile applications is the total active con 
trol signal traffic profile parameter of the mobile applications. 
The mobile application access component 405 receives a total 
threshold limit for all the mobile applications in the active 
mode of operation from a service entity 308. The total thresh 
old limit for all the mobile applications in the active mode of 
operation is, for example, 400 control signal requests per 
hour. Since the total threshold limit for all the mobile appli 
cations in the active mode of operation is in the same system 
of units as the total active control signal traffic profile param 
eter of the mobile applications, the mobile application access 
component 405 does not perform normalization. 
The mobile application access component 405 compares 

the total active control signal traffic profile parameter of the 
mobile applications with the total threshold limit for the 
mobile applications in the active mode of operation. Since the 
total active control signal traffic profile parameter of the 
mobile applications exceeds the total threshold limit of the 
mobile applications, the mobile application access compo 
nent 405 generates and displays a notification comprising a 
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list of the mobile applications of the user device 312 in the 
active mode of operation on the GUI of the user device 312. In 
an embodiment, the mobile application access component 
405 transmits the generated notification to the user device 
312, for example, via electronic mail (email), a short message 
service (SMS) message, a multimedia messaging service 
(MMS) message, etc. In an embodiment, the user 311 can 
customize notification settings of the user device 312 for 
reception of the notification from the mobile application 
access component 405, for example, by changing alarm set 
tings, changing a mode of a notification, etc. The user311 can 
then select one or more of the mobile applications from the 
list to terminate the access of the selected mobile applications 
to the 3G or 4G network 317 exemplarily illustrated in FIG. 
3C via the user device 312. In an embodiment, the user 311 
can Switch the access of the selected mobile applications from 
the 3G or 4G network 317 to the Wi-FiR) network 315 exem 
plarily illustrated in FIG.3C. 

Consider another example where the user 311 wishes to 
change the access of the mobile application 313 exemplarily 
illustrated in FIG. 3C and FIG. 4 from the 3G or 4G network 
317 exemplarily illustrated in FIG.3C to the Wi-FiR network 
315 exemplarily illustrated in FIG.3C. Consider an example 
where the user311 is engaged in a voice over internet protocol 
(VoIP) call via the 3G or 4G network317. When the user 311 
enters an area, for example, a Wi-FiR hotspot providing Wi 
FiR) connectivity, the user 311 wishes to move the VoIP call 
from the 3G or 4G network317 to the Wi-FiR) network315 to 
obtain better or more economical connectivity, speed, quality 
of service, etc. The mobile application access component 405 
on the user device 312 exemplarily illustrated in FIG. 3C and 
FIG. 4, transmits a notification to the user device 312 on 
detecting an available Wi-FiR network 315. The user 311 
selects the desired Wi-FiR hotspot from the received notifi 
cation. On receiving user inputs from the user device 312, the 
mobile application access component 405 grants access of the 
mobile application 313 to the Wi-FiR) network315. The user 
311 is now able to continue with the VoIP call via the Wi-Fi (R) 
network 315. In this example, the mobile application access 
component 405 does not compare the active control signal 
traffic profile parameter of the mobile application 313 with 
the threshold limit for the active mode of operation of the 
mobile application 313 received from the service provider 
407 exemplarily illustrated in FIG. 4. 

It will be readily apparent that the various methods, algo 
rithms, and computer programs disclosed herein may be 
implemented on computer readable media appropriately pro 
grammed for general purpose computers, computing device, 
and wearable device. As used herein, the term “computer 
readable media' refers to non-transitory computer readable 
media that participate in providing data, for example, instruc 
tions that may be read by a computer, a processor or a similar 
device. Non-transitory computer readable media comprise all 
computer readable media, for example, non-volatile media, 
Volatile media, and transmission media, except for a transi 
tory, propagating signal. Non-volatile media comprise, for 
example, optical discs or magnetic disks and other persistent 
memory Volatile media including a dynamic random access 
memory (DRAM), which typically constitutes a main 
memory. Volatile media comprise, for example, a register 
memory, a processor cache, a random access memory 
(RAM), etc. Transmission media comprise, for example, 
coaxial cables, copper wire, fiber optic cables, modems, etc., 
including wires that constitute a system bus coupled to a 
processor, etc. Common forms of computer readable media 
comprise, for example, a floppy disk, a flexible disk, a hard 
disk, magnetic tape, a laser disc, a Blu-ray DiscR, any mag 
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netic medium, a compact disc-read only memory (CD-ROM), 
a digital versatile disc (DVD), any optical medium, a flash 
memory card, punch cards, paper tape, any other physical 
medium with patterns of holes, a random access memory 
(RAM), a programmable read only memory (PROM), an 
erasable programmable read only memory (EPROM), an 
electrically erasable programmable read only memory (EE 
PROM), a flash memory, any other memory chip or cartridge, 
or any other medium from which a computer can read. 
The computer programs that implement the methods and 

algorithms disclosed herein may be stored and transmitted 
using a variety of media, for example, the computer readable 
media in a number of manners. In an embodiment, hard-wired 
circuitry or custom hardware may be used in place of, or in 
combination with, software instructions for implementation 
of the processes of various embodiments. Therefore, the 
embodiments are not limited to any specific combination of 
hardware and Software. In general, the computer program 
codes comprising computer executable instructions may be 
implemented in any programming language. Some examples 
of programming languages that can be used comprise C, C++, 
C#, Java R., JavaScript(R), Fortran, Ruby, Pascal, Perl R. 
Python R, Visual BasicR), etc. Other object-oriented, func 
tional, Scripting, and/or logical programming languages may 
also be used. The computer program codes or software pro 
grams may be stored on or in one or more mediums as object 
code. Various aspects of the method and system disclosed 
herein may be implemented in a non-programmed environ 
ment comprising documents created, for example, in a hyper 
text markup language (HTML), an extensible markup lan 
guage (XML), or other format that render aspects of a 
graphical user interface (GUI) or perform other functions, 
when viewed in a visual area or a window of a browser 
program. Various aspects of the method and system disclosed 
herein may be implemented as programmed elements, or 
non-programmed elements, or any suitable combination 
thereof. The computer program product disclosed herein 
comprises computer executable instructions embodied in a 
non-transitory computer readable storage medium, wherein 
the computer program product comprises one or more com 
puter program codes for implementing the processes of vari 
ous embodiments. 
The present invention can be configured to work in a net 

work environment comprising one or more computers that are 
in communication with one or more device via a network. The 
computers may communicate with the device directly or indi 
rectly, via a wired medium or a wireless medium Such as the 
Internet, a local area network (LAN), a wide area network 
(WAN) or the Ethernet, a token ring, or via any appropriate 
communications mediums or combination of communica 
tions mediums. Each of the device may comprise processors, 
for example, the Intel(R) processors, Advanced Micro Device 
(AMDR) processors, UltraSPARC(R) processors, hp(R) pro 
cessors, International Business Machines (IBM(R) proces 
sors, RISC based computer processors of ARM Holdings, 
Motorola R processors, etc., that are adapted to communicate 
with the computers. In an embodiment, each of the computers 
is equipped with a network communication device, for 
example, a network interface card, a modem, or other network 
connection device Suitable for connecting to a network. Each 
of the computers and the device executes an operating system, 
for example, the LinuxOR operating system, the Unix(R) oper 
ating system, any version of the Microsoft(R) Windows(R oper 
ating system, the Mac OS of Apple Inc., the IBM(R) OS/2, the 
Palm OS.R, the AndroidR OS, the Blackberry(R) OS, the 
Solaris operating system developed by Sun MicroSystems, 
Inc., or any other operating system. Handheld device execute 
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operating systems, for example, the Android operating sys 
tem, the Windows Phone(R) operating system of Microsoft 
Corporation, the BlackBerry(R) operating system of Research 
in Motion Limited, the iOS operating system of Apple Inc., 
the Symbian R) operating system of Symbian Foundation 
Limited, etc. While the operating system may differ depend 
ing on the type of computer, the operating system will con 
tinue to provide the appropriate communications protocols to 
establish communication links with the network. Any number 
and type of machines may be in communication with the 
computers. 
The present invention is not limited to a particular com 

puter system platform, processor, operating system, or net 
work. One or more aspects of the present invention may be 
distributed among one or more computer systems, for 
example, servers configured to provide one or more services 
to one or more client computers, or to perform a complete task 
in a distributed system. For example, one or more aspects of 
the present invention may be performed on a client-server 
system that comprises components distributed among one or 
more server systems that perform multiple functions accord 
ing to various embodiments. These components comprise, for 
example, executable, intermediate, or interpreted code, 
which communicate over a network using a communication 
protocol. The present invention is not limited to be executable 
on any particular system or group of systems, and is not 
limited to any particular distributed architecture, network, or 
communication protocol. 
The foregoing examples have been provided merely for the 

purpose of explanation and are in no way to be construed as 
limiting of the present invention disclosed herein. While the 
invention has been described with reference to various 
embodiments, it is understood that the words, which have 
been used herein, are words of description and illustration, 
rather than words of limitation. Further, although the inven 
tion has been described herein with reference to particular 
means, materials, and embodiments, the invention is not 
intended to be limited to the particulars disclosed herein; 
rather, the invention extends to all functionally equivalent 
structures, methods and uses, such as are within the scope of 
the appended claims. Those skilled in the art, having the 
benefit of the teachings of this specification, may affect 
numerous modifications thereto and changes may be made 
without departing from the scope and spirit of the invention in 
its aspects. 

I claim: 
1. A computer implemented method for creating a control 

signal traffic profile for a mobile application for managing 
selective access of said mobile application to one of a plural 
ity of networks, comprising: 

providing a profile creation component executable by at 
least one processor configured to create said control 
signal traffic profile for said mobile application; 

defining control signal traffic profile parameters for differ 
ent modes of operation of said mobile application by 
said profile creation component; and 

embedding said defined control signal traffic profile 
parameters in said mobile application for creating said 
control signal traffic profile for said mobile application, 
wherein said mobile application is configured to selec 
tively access said one of said networks based on said 
created control signal traffic profile. 

2. The computer implemented method of claim 1, wherein 
said control signal traffic profile parameters are configured to 
store control signal traffic data of said mobile application in 
said different modes of operation of said mobile application. 
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3. The computer implemented method of claim 1, wherein 

said definition of said control signal traffic profile parameters 
for said different modes of operation of said mobile applica 
tion by said profile creation component comprises: 

defining an active control signal traffic profile parameter 
for said mobile application in an active mode of opera 
tion of said mobile application; and 

defining a dormant control signal traffic profile parameter 
for said mobile application in a dormant mode of opera 
tion of said mobile application. 

4. The computer implemented method of claim3, wherein 
said active control signal traffic profile parameter is config 
ured to store an aggregated value of said control signal traffic 
data per unit time for said mobile application in said active 
mode of operation. 

5. The computer implemented method of claim3, wherein 
said dormant control signal traffic profile parameter is con 
figured to store an aggregated value of said control signal 
traffic data per unit time for said mobile application in said 
dormant mode of operation. 

6. The computer implemented method of claim 1, wherein 
said definition of said control signal traffic profile parameters 
for said different modes of operation of said mobile applica 
tion by said profile creation component comprises categoriz 
ing said control signal traffic profile parameters into classes. 

7. The computer implemented method of claim 1, further 
comprising receiving entity inputs from a service entity by 
said profile creation component for said definition of said 
control signal traffic profile parameters for said different 
modes of operation of said mobile application. 

8. A computer implemented method for managing selec 
tive access of a mobile application to one of a plurality of 
networks based on a control signal traffic profile of said 
mobile application, comprising: 

providing a mobile application access component execut 
able by at least one processor configured to manage said 
Selective access of said mobile application to said one of 
said networks; 

processing a control signal request to access said one of 
said networks transmitted by said mobile application to 
a service provider, by said mobile application access 
component; 

receiving threshold limits for different modes of operation 
of said mobile application by said mobile application 
access component from a service entity; 

accessing control signal traffic profile parameters embed 
ded in said mobile application by said mobile applica 
tion access component, said control signal traffic profile 
parameters defining said control signal traffic profile of 
said mobile application; 

comparing said accessed control signal traffic profile 
parameters with said received threshold limits for asso 
ciated said different modes of operation of said mobile 
application by said mobile application access compo 
nent; and 

managing said selective access of said mobile application 
in said different modes of operation to said one of said 
networks by said mobile application access component 
based on said comparison of said accessed control signal 
traffic profile parameters with said received threshold 
limits for said associated said different modes of opera 
tion of said mobile application. 

9. The computer implemented method of claim 8, further 
comprising normalizing said received threshold limits for 
said different modes of operation of said mobile application 
with said accessed control signal traffic profile parameters of 
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said mobile application in said associated said different 
modes of operation by said mobile application access com 
ponent. 

10. The computer implemented method of claim 8, 
wherein said management of said selective access of said 
mobile application in said different modes of operation to said 
one of said networks by said mobile application access com 
ponent comprises granting access of said mobile application 
in said different modes of operation to said one of said net 
works, if said accessed control signal traffic profile param 
eters of said mobile application do not exceed said received 
threshold limits for said associated said different modes of 
operation of said mobile application. 

11. The computer implemented method of claim 8, 
wherein said management of said selective access of said 
mobile application in said different modes of operation to said 
one of said networks by said mobile application access com 
ponent comprises terminating access of said mobile applica 
tion in said different modes of operation to said one of said 
networks, if said accessed control signal traffic profile param 
eters of said mobile application exceed said received thresh 
old limits for said associated said different modes of opera 
tion of said mobile application. 

12. The computer implemented method of claim 8, 
wherein said management of said selective access of said 
mobile application in said different modes of operation to said 
one of said networks by said mobile application access com 
ponent comprises Switching access of said mobile application 
in said different modes of operation from said one of said 
networks to another of said networks, if said accessed control 
signal traffic profile parameters of said mobile application 
exceed said received threshold limits for said associated said 
different modes of operation of said mobile application. 

13. The computer implemented method of claim 8, further 
comprising: 

receiving a total threshold limit for each of said different 
modes of operation of a plurality of mobile applications 
implemented in a user device by said mobile application 
access component from said service entity; 

determining a sum of said control signal traffic profile 
parameters embedded in said mobile applications for 
each of associated said different modes of operation by 
said mobile application access component; and 

comparing said determined sum of said control signal traf 
fic profile parameters for said each of said associated 
said different modes of operation with said received total 
threshold limit for said each of said associated said dif 
ferent modes of operation of said mobile applications by 
said mobile application access component. 

14. The computer implemented method of claim 13, fur 
ther comprising normalizing said received total threshold 
limit for said each of said different modes of operation of said 
mobile applications with said determined sum of said control 
signal traffic profile parameters of said mobile applications in 
said associated said different modes of operation by said 
mobile application access component. 

15. The computer implemented method of claim 13, fur 
ther comprising granting access of said mobile applications in 
said different modes of operation to said one of said networks 
by said mobile application access component, if said deter 
mined Sum of said control signal traffic profile parameters of 
said mobile applications for said each of said associated said 
different modes of operation does not exceed said received 
total threshold limit for said each of said associated said 
different modes of operation of said mobile applications. 

16. The computer implemented method of claim 13, fur 
ther comprising receiving user inputs from said user device 
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by said mobile application access component to terminate 
access of one or more of said mobile applications in said 
different modes of operation to said one of said networks, if 
said determined sum of said control signal traffic profile 
parameters of said mobile applications exceeds said received 
total threshold limit for said each of said associated said 
different modes of operation of said mobile applications. 

17. The computer implemented method of claim 13, fur 
ther comprising receiving user inputs from said user device 
by said mobile application access component to Switch access 
of said one or more of said mobile applications in said differ 
ent modes of operation from said one of said networks to 
another of said networks, if said determined sum of said 
control signal traffic profile parameters of said mobile appli 
cations exceeds said received total threshold limit for said 
each of said associated said different modes of operation of 
said mobile applications. 

18. The computer implemented method of claim 8, further 
comprising generating and transmitting notifications to a user 
device for indicating actions associated with said manage 
ment of said selective access of said mobile application in 
said different modes of operation to said one of said networks 
by said mobile application access component. 

19. A computer implemented system for managing selec 
tive access of a mobile application to one of a plurality of 
networks based on a control signal traffic profile of said 
mobile application, comprising: 

at least one first processor, 
a first non-transitory computer readable storage medium 

communicatively coupled to said at least one first pro 
cessor, said first non-transitory computer readable stor 
age medium configured to store a profile creation com 
ponent; 

said profile creation component executable by said at least 
one first processor, said profile creation component 
comprising: 
a parameter definition module configured to define con 

trol signal traffic profile parameters for different 
modes of operation of said mobile application; and 

a parameter embedding module configured to embed 
said defined control signal traffic profile parameters in 
said mobile application for creating said control sig 
nal traffic profile for said mobile application, wherein 
said mobile application is configured to selectively 
access said one of said networks based on said created 
control signal traffic profile; 

at least one second processor, 
a second non-transitory computer readable storage 
medium communicatively coupled to said at least one 
second processor, said second non-transitory computer 
readable storage medium configured to store a mobile 
application access component; and 

said mobile application access component in operative 
communication with said mobile application imple 
mented in a user device and executable by said at least 
one second processor, said mobile application access 
component comprising: 
a control signal processing module configured to pro 

cess a control signal request to access said one of said 
networks transmitted by said mobile application to a 
service provider; 

a data reception module configured to receive threshold 
limits for said different modes of operation of said 
mobile application from a service entity; 

a parameter access module configured to access said 
defined control signal traffic profile parameters 
embedded in said mobile application; 
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a comparison module configured to compare said 
accessed control signal traffic profile parameters with 
said received threshold limits for associated said dif 
ferent modes of operation of said mobile application; 
and 

a network access module configured to manage said 
selective access of said mobile application in said 
different modes of operation to said one of said net 
works based on said comparison of said accessed 
control signal traffic profile parameters with said 
received threshold limits for said associated said dif 
ferent modes of operation of said mobile application. 

20. The computer implemented system of claim 19, 
wherein said control signal traffic profile parameters are con 
figured to store control signal traffic data of said mobile 
application in said different modes of operation of said 
mobile application. 

21. The computer implemented system of claim 19, 
wherein said control signal traffic profile parameters for said 
different modes of operation of said mobile application 
defined by said parameter definition module of said profile 
creation component comprise: 

an active control signal traffic profile parameter for said 
mobile application in an active mode of operation of said 
mobile application; and 

a dormant control signal traffic profile parameter for said 
mobile application in a dormant mode of operation of 
said mobile application. 

22. The computer implemented system of claim 21, 
wherein said active control signal traffic profile parameter is 
configured to store an aggregated value of said control signal 
traffic data per unit time for said mobile application in said 
active mode of operation, and wherein said dormant control 
signal traffic profile parameter is configured to storean aggre 
gated value of said control signal traffic data per unit time for 
said mobile application in said dormant mode of operation. 

23. The computer implemented system of claim 19, 
wherein said parameter definition module of said profile cre 
ation component is further configured to categorize said con 
trol signal traffic profile parameters for said different modes 
of operation of said mobile application into classes. 

24. The computer implemented system of claim 19, 
wherein said profile creation component further comprises a 
graphical user interface configured to receive entity inputs 
from said service entity for said definition of said control 
signal traffic profile parameters for said different modes of 
operation of said mobile application. 

25. The computer implemented system of claim 19, 
wherein said mobile application access component further 
comprises a normalization module configured to normalize 
said received threshold limits for said different modes of 
operation of said mobile application with said accessed con 
trol signal traffic profile parameters of said mobile application 
in said associated said different modes of operation. 

26. The computer implemented system of claim 19, 
wherein said network access module of said mobile applica 
tion access component is configured to grant access of said 
mobile application in said different modes of operation to said 
one of said networks, if said accessed control signal traffic 
profile parameters of said mobile application do not exceed 
said received threshold limits for said associated said differ 
ent modes of operation of said mobile application. 

27. The computer implemented system of claim 19, 
wherein said network access module of said mobile applica 
tion access component is configured to terminate access of 
said mobile application in said different modes of operation to 
said one of said networks, if said accessed control signal 
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traffic profile parameters of said mobile application exceed 
said received threshold limits for said associated said differ 
ent modes of operation of said mobile application. 

28. The computer implemented system of claim 19, 
wherein said network access module of said mobile applica 
tion access component is configured to Switch access of said 
mobile application in said different modes of operation from 
said one of said networks to another of said networks, if said 
accessed control signal traffic profile parameters of said 
mobile application exceed said received threshold limits for 
said associated said different modes of operation of said 
mobile application. 

29. The computer implemented system of claim 19, 
wherein said data reception module of said mobile applica 
tion access component is further configured to receive a total 
threshold limit for each of said different modes of operation 
of a plurality of mobile applications implemented in said user 
device from said service entity, and wherein said parameter 
access module is further configured to determine a sum of 
said control signal traffic profile parameters embedded in said 
mobile applications for each of associated said different 
modes of operation, and wherein said comparison module is 
further configured to compare said determined sum of said 
control signal traffic profile parameters for said each of said 
associated said different modes of operation with said 
received total threshold limit for said each of said associated 
said different modes of operation of said mobile applications. 

30. The computer implemented system of claim 29, 
wherein said mobile application access component further 
comprises a normalization module further configured to nor 
malize said received total threshold limit for said each of said 
different modes of operation of said mobile applications with 
said determined sum of said control signal traffic profile 
parameters of said mobile applications in said associated said 
different modes of operation. 

31. The computer implemented system of claim 29, 
wherein said network access module of said mobile applica 
tion access component is further configured to grant access of 
said mobile applications in said different modes of operation 
to said one of said networks, if said determined sum of said 
control signal traffic profile parameters of said mobile appli 
cations for said each of associated said different modes of 
operation does not exceed said received total threshold limit 
for said each of said associated said different modes of opera 
tion of said mobile applications. 

32. The computer implemented system of claim 29, 
wherein said data reception module of said mobile applica 
tion access component is further configured to receive user 
inputs from said user device to terminate access of one or 
more of said mobile applications in said different modes of 
operation to said one of said networks, if said determined Sum 
of said control signal traffic profile parameters of said mobile 
applications exceeds said received total threshold limit for 
said each of said associated said different modes of operation 
of said mobile applications. 

33. The computer implemented system of claim 29, 
wherein said data reception module of said mobile applica 
tion access component is further configured to receive user 
inputs from said user device to Switch access of said one or 
more of said mobile applications in said different modes of 
operation from said one of said networks to another of said 
networks, if said determined Sum of said control signal traffic 
profile parameters of said mobile applications exceeds said 
received total threshold limit for said each of said associated 
said different modes of operation of said mobile applications. 

34. The computer implemented system of claim 19, 
wherein said mobile application access component further 
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comprises a notification module configured to generate and 
transmit notifications to said user device for indicating 
actions associated with said management of said selective 
access of said mobile application in said different modes of 
operation to said one of said networks. 5 

35. A computer program product comprising a non-transi 
tory computer readable storage medium, said non-transitory 
computer readable storage medium storing computer pro 
gram codes that comprise instructions executable by at least 
one processor, said computer program codes comprising: 

a first computer program code for processing a control 
signal request to access one of a plurality of networks, 
transmitted by a mobile application to a service pro 
vider; 

a second computer program code for receiving threshold 
limits for different modes of operation of said mobile 
application from a service entity: 

a third computer program code for accessing control signal 
traffic profile parameters embedded in said mobile 
application, said control signal traffic profile parameters 
defining a control signal traffic profile of said mobile 
application; 

a fourth computer program code for normalizing said 
received threshold limits for said different modes of 
operation of said mobile application with said accessed 
control signal traffic profile parameters of said mobile 
application in associated said different modes of opera 
tion; 
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a fifth computer program code for comparing said accessed 

control signal traffic profile parameters with said nor 
malized threshold limits for said associated said differ 
ent modes of operation of said mobile application; and 

a sixth computer program code for managing said selective 
access of said mobile application in said different modes 
of operation to said one of said networks based on said 
comparison of said accessed control signal traffic profile 
parameters with said normalized threshold limits for 
said associated said different modes of operation of said 
mobile application. 

36. The computer program product of claim 35, wherein 
said control signal traffic profile parameters comprise: 
an active control signal traffic profile parameter for said 

mobile application in an active mode of operation of said 
mobile application, wherein said active control signal 
traffic profile parameter is configured to store an aggre 
gated value of said control signal traffic data per unit 
time for said mobile application in said active mode of 
operation; and 

a dormant control signal traffic profile parameter for said 
mobile application in a dormant mode of operation of 
said mobile application, wherein said dormant control 
signal traffic profile parameter is configured to store an 
aggregated value of said control signal traffic data per 
unit time for said mobile application in said dormant 
mode of operation. 


