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TRANSMIT WIRELESS CONNECTION IDENTIFICATION INFORMATION TO A
USER DEVICE ON A BEARER OF THE LONG TERM EVOLUTION (LTE)
INTERFACE USING A COMMUNICATION PROTOCOL FOR ESTABLISHING THE
Wi-Fi INTERFACE BETWEEN THE USER DEVICE AND A WIRELESS ACCESS
POINT

102

DETERMINE THE LTE INTERFACE OR THE ESTABLISHED Wi-Fi INTERFACE
FOR TRANSMITTING DOWNLINK DATA PACKETS FROM A CORE NETWORK TO
THE USER DEVICE AND FOR TRANSMITTING UPLINK DATA PACKETS FROM
THE USER DEVICE TO THE CORE NETWORK, BASED ON SWITCHING CRITERIA
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J

FORWARD THE DOWNLINK DATA PACKETS RECEIVED FROM THE CORE
NETWORK ON A CELLULAR WIRELESS NETWORK INTERFACE TO THE USER

DEVICE VIA THE DETERMINED LTE INTERFACE OR THE Wi-Fi INTERFACE
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/

FORWARD THE UPLINK DATA PACKETS RECEIVED FROM THE USER DEVICE
VIA THE DETERMINED LTE INTERFACE OR THE Wi-Fi INTERFACE TO THE
CORE NETWORK ON THE CELLULAR WIRELESS NETWORK INTERFACE

FIG. 1
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Wi-Fi MEASUREMENT REQUEST (LIST OF [SSID])

Wi-Fi MEASUREMENT RESPONSE

(LIST OF [SSID, RSSI, SINR, MISSED BEACONS])

NETWORK ADDRESS REQUEST () FOR METHOD 1 ONLY

NETWORK ADDRESS RESPONSE (LTE PDN CONNECTION
1P ADDRESS, Wi-F1 MAC ADDRESS)

Wi-Fi CONNECT REQUEST (SSID, AUTHENTICATION TYPE,
PASSWORD, METHOD1: LTE PDN CONNECTION IP ADDRESS)

Wi-FI CONNECT RESPONSE (ACK, METHOD 2: Wi-Fi

INTERFACE TP ADDRESS, METHOD 3: Wi-Fi INTERFACE IP
ADDRESS, LTE PDN CONNECTION IP ADDRESS)

UPLINK Wi-Fi SWITCH REQUEST (LIST OF [TRAFFIC FLOW],
METHOD 2: LTE eNodeB IP ADDRESS)

UPLINK Wi-Fi SWITCH ACKNOWLEDGEMENT (LIST OF [ TRAFFIC FLOW])

UPLINK LTE SWITCH REQUEST (LIST OF [TRAFFIC FLOW],
METHOD 2: LTE eNodeB TP ADDRESS)

UPLINK LTE SWITCH ACKNOWLEDGEMENT (LIST OF [TRAFFIC FLOW])

Wi-I'i DISCONNECT REQUEST (SSID)

Wi-Fi DISCONNECT ACKNOWLEDGEMENT (SSID)

FIG. 2
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401

SEND A MESSAGE TO THE USER DEVICE, QUERYING THE PDN
CONNECTION IP ADDRESS AND THE Wi-Fi MAC ADDRESS

ON RECEIVING A RESPONSE TO THE QUERY, CONFIGURE THE 402
PDN CONNECTION IP ADDRESS AS A STATIC IP ADDRESS FOR THE /

Wi-Fi MAC ADDRESS IN THE SELECTED Wi-Fi AP

SEND A MESSAGE TO THE USER DEVICE WITH THE SSID AND A 403
PASSWORD FOR CONNECTING TO THE Wi-Fi AP, ALONG WITH THE
PDN CONNECTION IP ADDRESS

ON RECEIVING A CONFIRMATION FROM THE USER DEVICE THAT A | 404

CONNECTION IS ESTABLISHED TO THE Wi-Fi AP, THE DOWNLINK
DATA PACKETS RECEIVED ON THE S1-U BEARERS MAY BE

FORWARDED AS IS TO THE SELECTED Wi-Fi AP

FIG. 4
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501
SEND A MESSAGE TO THE USER DEVICE WITH THE SSID AND THE
PASSWORD FOR CONNECTING TO THE Wi-Fi AP
502
ON RECEIVING A CONFIRMATION FROM THE USER DEVICE THAT A
CONNECTION IS ESTABLISHED TO THE Wi-Fi AP, STORE THE
RECEIVED Wi-Fi INTERFACE IP ADDRESS OF THE USER DEVICE
503

FORWARD THE DOWNLINK DATA PACKETS RECEIVED ON THE S1-
U BEARERS AFTER ENCAPSULATING THE DOWNLINK DATA
PACKETS AS PAYLOAD WITHIN OUTER IP DATA PACKETS THAT
HAVE THE LTE eNodeB IP ADDRESS AS THE SOURCE IP ADDRESS
AND THE Wi-Fi INTERFACE IP ADDRESS OF THE USER DEVICE AS
THE DESTINATION IP ADDRESS

FIG. 5
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601

SEND A MESSAGE TO THE USER DEVICE WITH THE SSID AND /
THE PASSWORD FOR CONNECTING TO THE Wi-Fi AP

602

A 4
ON RECEIVING A CONFIRMATION FROM THE USER DEVICE /
THAT A CONNECTION IS ESTABLISHED TO THE Wi-Fi AP,
STORE THE RECEIVED Wi-Fi INTERFACE IP ADDRESS AND THE
LTE PDN CONNECTION IP ADDRESS OF THE USER DEVICE

603

FORWARD THE DOWNLINK DATA PACKETS RECEIVED ON
THE S1-U BEARERS AFTER REPLACING THE DESTINATION IP
ADDRESS WITH THE Wi-Fi INTERFACE IP ADDRESS OF THE
USER DEVICE

FIG. 6
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701

SEND A MESSAGE TO THE USER DEVICE REQUESTING /
SPECIFIC UPLINK TRAFFIC FLOWS TO BE FORWARDED ON THE

Wi-Fi INTERFACE

702

ON RECEIVING UPLINK DATA PACKETS FROM THE Wi-Fi AP,
MAP THE TRAFFIC FLOW IDENTIFIERS OF THE UPLINK
TRAFFIC FLOWS OF THE UPLINK DATA PACKETS TO THE
CORRESPONDING S1-U BEARERS USING THE ASSOCIATION
CREATED DURING THE UPLINK TRAFFIC FLOWS ON THE LTE
INTERFACE

703

FORWARD THE UPLINK DATA PACKETS TO THE CORE
NETWORK ON THE CORRESPONDING S1-U BEARERS

FIG.7



Patent Application Publication Aug. 10,2017 Sheet 9 of 12 US 2017/0230871 A1

SEND A MESSAGE TO THE USER DEVICE REQUESTING SPECIFIC | 801
UPLINK TRAFFIC FLOWS TO BE FORWARDED ON THE Wi-Fi /
INTERFACE AND INCLUDE THE LTE eNodeB IP ADDRESS IN

THE MESSAGE

h 4
802
ON RECEIVING THE UPLINK DATA PACKETS FROM THE Wi-Fi -/

AP, EXTRACT THE INNER IP DATA PACKETS CONTAINED AS
THE PAYLOAD OF THE OUTER IP DATA PACKETS

v
803
MAP THE TRAFFIC FLOW IDENTIFIERS OF THE UPLINK TRAFFIC /

FLOWS OF THE UPLINK DATA PACKETS TO THE
CORRESPONDING S1-U BEARERS USING THE ASSOCIATION
CREATED DURING THE UPLINK TRAFFIC FLOWS ON THE LTE

INTERFACE
v 804
FORWARD THE UPLINK DATA PACKETS TO THE CORE /

NETWORK ON THE CORRESPONDING S1-U BEARERS

FIG. 8
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901

SEND A MESSAGE TO THE USER DEVICE REQUESTING
SPECIFIC UPLINK TRAFFIC FLOWS TO BE FORWARDED ON

THE Wi-Fi INTERFACE

y

ON RECEIVING THE UPLINK DATA PACKETS FROM THE Wi- /902

Fi AP, REPLACE THE SOURCE IP ADDRESS OF EACH OF THE
UPLINK DATA PACKETS WITH THE LTE PDN CONNECTION
IP ADDRESS

y

MAP THE TRAFFIC FLOW IDENTIFIERS OF THE UPLINK 903
TRAFFIC FLOWS OF THE UPLINK DATA PACKETS TO THE /
CORRESPONDING S1-U BEARERS USING THE ASSOCIATION
CREATED DURING THE UPLINK TRAFFIC FLOWS ON THE
LTE INTERFACE

v 904
FORWARD THE UPLINK DATA PACKETS TO THE CORE )
NETWORK ON THE CORRESPONDING S1-U BEARERS

FIG.9
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CELLULAR WIRELESS ACCESS DATA
OFFLOAD SYSTEM

CROSS-REFERENCE TO RELATED

APPLICATIONS
[0001] This application claims priority to and the benefit
of the non-provisional patent application number

201641003991 titled “Cellular Wireless Access Data
Offload System”, filed in the Indian Patent Office on Feb. 4,
2016. The specification of the above referenced patent
application is incorporated herein by reference in its entirety.

BACKGROUND

[0002] With the growing use of smartphones and access to
the World Wide Web using a cellular wireless communica-
tion network, there is a significant increase in mobile data
traffic. Data usage on a limited amount of a licensed spec-
trum through smartphones has also increased, resulting in
wireless network congestion in the licensed spectrum. More-
over, an increased use of high bandwidth and high speed
applications, for example, audio and video streaming, gam-
ing, etc., is increasing the data usage beyond the capability
of the available licensed spectrum. A radio frequency spec-
trum is a scarce and expensive resource for cellular network
operators. A long term evolution (LTE) advanced technol-
ogy, for example, an advanced fourth generation (4G)
mobile telecommunications technology achieves a maxi-
mum spectral efficiency among existing mobile telecommu-
nications technologies. However, to cater to the increasing
data usage, further technological developments and
enhancements in the architecture of the cellular wireless
communication network are bound by physical limitations
and are not economically viable. Therefore, to handle the
mobile data traffic explosion, cellular network operators are
considering offloading some or all of the mobile data from
the licensed spectrum to the unlicensed spectrum.

[0003] Of the available technologies to offload mobile
data, an interface of a wireless network that implements
Wi-Fi® of Wi-Fi Alliance Corporation, herein referred to as
the “Wi-Fi network”, is the choice for offloading mobile
data. The interface of the Wi-Fi network, herein referred to
as the “Wi-Fi interface”, operates on the unlicensed spec-
trum and does not exploit the licensed spectrum. Moreover,
since the amount of the unlicensed spectrum is substantially
greater than the licensed spectrum, the Wi-Fi interface can
handle more mobile data traffic than an interface of the
cellular wireless communication network, that is, a wireless
wide area network (WWAN) interface, for example, a long
term evolution (LTE) interface. Another reason for choosing
Wi-Fi technology over other small cell technologies is the
ubiquity of the Wi-Fi network. Since the Wi-Fi network
infrastructure is already deployed in multiple locations, for
example, households, enterprises, retail establishments, pub-
lic places, etc., there is a need for only a software upgrade
to existing systems for offloading mobile data using the
Wi-Fi network. Multiple user devices being Wi-Fi network
enabled and widespread use of these user devices to access
the internet favor the Wi-Fi network for offloading mobile
data. The Wi-Fi network solution is therefore cost effective
and easy to deploy and employ for offloading mobile data.
[0004] In a typical cellular wireless communication net-
work setup, user devices communicate with core network
elements of the cellular wireless communication network via
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a radio base station to access the internet and intranet for
data. Activities comprising, for example, bulk file transfers,
electronic mail (email) communication, video calls, high
definition video downloading, continuous uploading of data
to the internet, etc., are typically performed over the Wi-Fi
network. Mobile data is transmitted and received in the form
of data packets in the cellular wireless communication
network. With the increase in mobile data traffic in the
cellular wireless communication network, the mobile data is
offloaded to the Wi-Fi interface between the user devices and
an access point of the Wi-Fi network.

[0005] There is a need to address multiple aspects to
enhance the implementation of offloading mobile data from
a cellular wireless communication interface, for example,
the long term evolution (LTE) interface, to the Wi-Fi inter-
face in a cellular wireless communication network. One of
the aspects is to increase the number of Wi-Fi networks for
easy access to offload the mobile data. For increasing the
Wi-Fi networks, cellular service providers have the choice
between developing a new infrastructure to offload the
mobile data and forming a mutual agreement with available
wireless internet service providers to use a deployed Wi-Fi
network. The second aspect is to ensure there is seamless
switching between the cellular wireless communication net-
work and the Wi-Fi network with minimal or no user
interaction with the cellular wireless communication net-
work to offload the mobile data. Another requirement for
enhancing the implementation of offloading the mobile data
to the Wi-Fi network is to have an authentication mechanism
acceptable for both the cellular wireless communication
network and the Wi-Fi network. Seamless mobility while the
user is roaming from one cellular wireless communication
network to another cellular wireless communication net-
work also has to be addressed for implementing the offload-
ing of the mobile data from the cellular wireless communi-
cation interface to the Wi-Fi interface.

[0006] Although multiple mechanisms for implementing
the offloading of the mobile data from the cellular wireless
communication interface to the Wi-Fi interface are devised,
these mechanisms pose numerous challenges. One of the
conventional mechanisms to offload the mobile data from
the cellular wireless communication network to trusted
wireless access points or untrusted wireless access points of
the Wi-Fi network needs changes to the core network
elements and additional elements in the cellular wireless
communication network. For example, offloading the
mobile data to trusted wireless access points or untrusted
wireless access points of the Wi-Fi network requires changes
to a packet data network (PDN) gateway in the long term
evolution (LTE) network, changes to an S2a Mobility over
GTP (SaMoG) gateway for trusted wireless access points,
where GTP refers to a general packet radio service (GPRS)
tunneling protocol, and changes to an evolved packet data
gateway (ePDG) for untrusted wireless access points.
Another mechanism to offload the mobile data from the
cellular wireless communication network to the Wi-Fi net-
work aggregates the cellular wireless communication net-
work and the Wi-Fi network by aggregating a bearer of the
cellular wireless communication interface with a bearer of
the Wi-Fi interface. This mechanism requires changes to a
signalling and data protocol stack of a user device and a
signalling and data protocol stack of the base station, and
further requires support for carrier aggregation.
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[0007] Moreover, in conventional cellular wireless com-
munication networks for offloading mobile data from the
cellular wireless communication interface to the Wi-Fi inter-
face, the mobile data is routed via the Wi-Fi network without
performing a deep packet inspection of the mobile data
based on the quality of service (QoS) desired. There is a
need for prioritizing the mobile data based on the QoS
desired and routing the mobile data accordingly. There is
also a need for performing a deep packet inspection of the
mobile data to improve user experience and allow cellular
service providers to utilize statistical data collected from the
deep packet inspection for business analytics. In conven-
tional cellular wireless communication networks, switching
between the cellular wireless communication interface and
the Wi-Fi interface to offload mobile data is triggered by the
user device instead of the cellular wireless communication
network elements though the cellular wireless communica-
tion network elements have better knowledge about the
condition of the cellular wireless communication network.
Routing the mobile data over the Wi-Fi interface can cause
congestion, as the user device is unaware of mobile data
traffic conditions of the Wi-Fi interface. This will result in a
bad user experience in streaming related applications. To
improve the user experience, there is a need for a switching
unit in the cellular wireless communication network to
interact with the cellular wireless communication interface
and the Wi-Fi interface and initiate the offloading of the
mobile data based on flexible and efficient policies.

[0008] Furthermore, there is also a need to avoid changes
to the cellular wireless communication network and the
cellular wireless communication network elements to pre-
clude cellular service providers from incurring additional
costs of installation, operation, and maintenance. Changes in
the cellular wireless communication network and the cellu-
lar wireless communication network elements also induce
latency in the cellular wireless communication network,
which causes the switching between the cellular wireless
communication interface and the Wi-Fi interface to no
longer be seamless.

[0009] Hence, there is a long felt but unresolved need for
a method and a system for offloading data from a cellular
wireless communication interface to a Wi-Fi interface with-
out impacting cellular wireless protocols of the cellular
wireless communication network. Moreover, there is a need
for a method and a system for switching between the cellular
wireless communication interface and the Wi-Fi interface
based on switching criteria and a communication protocol to
avoid latency and provide seamless switching. Furthermore,
there is a need for a method and a system for offloading data
from the cellular wireless communication interface to the
Wi-Fi interface by performing a deep packet inspection on
the data and forwarding the data to a destination based on
traffic flow identifiers of the data to meet the desired quality
of service (QoS) requirements of the data.

SUMMARY OF THE INVENTION

[0010] This summary is provided to introduce a selection
of concepts in a simplified form that are further disclosed in
the detailed description of the invention. This summary is
not intended to determine the scope of the claimed subject
matter.

[0011] The method and system disclosed herein addresses
the above mentioned need for offloading data from a first
cellular wireless communication interface to a second wire-
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less communication interface, without impacting cellular
wireless protocols of a cellular wireless communication
network. The first cellular wireless communication interface
is a wireless wide area network (WWAN) interface of the
cellular wireless communication network that implements,
for example, a long term evolution (LTE) technology, and is
herein referred to as the “LTE interface”. The second wire-
less communication interface is a wireless local area net-
work (WLAN) interface that implements, for example,
Wi-Fi® of Wi-Fi Alliance Corporation, and is herein
referred to as the “Wi-Fi interface”. Moreover, the method
and system disclosed herein performs switching between the
LTE interface and the Wi-Fi interface based on switching
criteria and a communication protocol to avoid latency and
provide seamless switching. Furthermore, the method and
system disclosed herein for performing a deep packet
inspection on the data and forwarding the data to a desti-
nation based on traffic flow identifiers of the data to ensure
delivery of the desired quality of service to the data.

[0012] The method disclosed herein employs a cellular
wireless access data offload system (CWADOS) imple-
mented in a base station of the cellular wireless communi-
cation network for offloading data from the long term
evolution (LTE) interface to the Wi-Fi interface without
impacting cellular wireless protocols of the cellular wireless
communication network. The CWADOS transmits wireless
connection identification information to a user device on a
bearer of the LTE interface using a communication protocol,
for example, a user datagram protocol (UDP), a transmission
control protocol (TCP), or an internet protocol (IP), for
establishing the Wi-Fi interface between the user device and
a wireless access point. The CWADOS determines the LTE
interface or the established Wi-Fi interface for transmitting
downlink data packets from a core network of the cellular
wireless communication network to the user device and for
transmitting uplink data packets from the user device to the
core network, based on switching criteria.

[0013] The cellular wireless access data offload system
(CWADOS) forwards the downlink data packets received
from the core network on a cellular wireless network inter-
face to the user device via the long term evolution (LTE)
interface or the Wi-Fi interface. The cellular wireless net-
work interface is, for example, a user plane of an Sl
interface, herein referred to as the “S1-U interface”. The
CWADOS forwards the uplink data packets received from
the user device via the LTE interface or the Wi-Fi interface
to the core network on the S1-U interface. In the method
disclosed herein, offloading of data is achieved in the base
station and this maintains the core network architecture and
allows a reuse of the S1 interface, while not requiring an
aggregation of the LTE interface and the Wi-Fi interface.
The CWADOS also performs a deep packet inspection of the
uplink data packets to create a mapping of traffic flow
identifiers to corresponding bearers on the S1-U interface.
The CWADOS performs the deep packet inspection to
obtain packet forwarding information from the uplink data
packets and maps uplink data packets to the corresponding
bearers on the S1-U interface using the traffic flow identi-
fiers. In the method disclosed herein, the offloading of data
is achieved without changing the core network and a pro-
tocol stack of the base station.

[0014] Inone or more embodiments, related systems com-
prise circuitry and/or programming for effecting the methods
disclosed herein; the circuitry and/or programming can be
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any combination of hardware, software, and/or firmware
configured to effect the methods disclosed herein depending
upon the design choices of a system designer. Also, various
structural elements can be employed depending on the
design choices of the system designer.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The foregoing summary, as well as the following
detailed description of the invention, is better understood
when read in conjunction with the appended drawings. For
the purpose of illustrating the invention, exemplary con-
structions of the invention are shown in the drawings.
However, the invention is not limited to the specific methods
and components disclosed herein. The description of a
method step or a component referenced by a numeral in a
drawing is applicable to the description of that method step
or component shown by that same numeral in any subse-
quent drawing herein.

[0016] FIG.1 illustrates a method for offloading data from
a first cellular wireless communication interface to a second
wireless communication interface without impacting cellu-
lar wireless protocols of a cellular wireless communication
network.

[0017] FIG. 2 exemplarily illustrates a message flow dia-
gram showing communication between an offload agent
deployed on a user device and a cellular wireless access data
offload system implemented in a base station for forwarding
downlink data packets and for switching between the first
cellular wireless communication interface and the second
wireless communication interface for forwarding uplink
data packets.

[0018] FIGS. 3A-3B exemplarily illustrate a flowchart
comprising steps for offloading downlink data packets from
the first cellular wireless communication interface to the
second wireless communication interface.

[0019] FIG. 4 exemplarily illustrates a flowchart compris-
ing steps of a method for establishing a connection between
the user device and a wireless access point and forwarding
downlink data packets on the second wireless communica-
tion interface to the user device.

[0020] FIG. 5 exemplarily illustrates a flowchart compris-
ing steps of an embodiment of the method for establishing
a connection between the user device and a wireless access
point and forwarding downlink data packets on the second
wireless communication interface to the user device.

[0021] FIG. 6 exemplarily illustrates a flowchart compris-
ing steps of another embodiment of the method for estab-
lishing a connection between the user device and the wire-
less access point and forwarding the downlink data packets
on the second wireless communication interface to the user
device.

[0022] FIG. 7 exemplarily illustrates a flowchart compris-
ing steps of a method for switching between the first cellular
wireless communication interface and the second wireless
communication interface and forwarding uplink data pack-
ets to a core network on a cellular wireless network inter-
face.

[0023] FIG. 8 exemplarily illustrates a flowchart compris-
ing steps of an embodiment of the method for switching
between the first cellular wireless communication interface
and the second wireless communication interface and for-
warding uplink data packets to the core network on the
cellular wireless network interface.
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[0024] FIG. 9 exemplarily illustrates a flowchart compris-
ing steps of another embodiment for switching between the
first cellular wireless communication interface and the sec-
ond wireless communication interface and forwarding
uplink data packets to the core network on the cellular
wireless network interface.

[0025] FIG. 10 exemplarily illustrates a communications
system for offloading data from the first cellular wireless
communication interface to the second wireless communi-
cation interface without impacting cellular wireless proto-
cols of the cellular wireless communication network.
[0026] FIG. 11 exemplarily illustrates a block diagram of
the base station comprising the cellular wireless access data
offload system for offloading data from the first cellular
wireless communication interface to the second wireless
communication interface without impacting cellular wire-
less protocols of the cellular wireless communication net-
work.

DETAILED DESCRIPTION OF THE
INVENTION

[0027] FIG. 1 illustrates a method for offloading data from
a first cellular wireless communication interface to a second
wireless communication interface without impacting cellu-
lar wireless protocols of a cellular wireless communication
network. As used herein, “offloading” comprising, for
example, mobile data offloading or Wi-Fi offloading refers to
the use of complementary network technologies, for
example, Wi-Fi® of Wi-Fi Alliance Corporation, for deliv-
ering data targeted for cellular networks. Also, as used
herein, “data” refers to information that is generated, stored,
or transmitted in a digital format by a processor capable of
executing computer program instructions for processing the
information. The data is, for example, mobile data compris-
ing audio data, video data, games, images, applications from
the internet on a mobile device, etc. Also, as used herein,
“first cellular wireless communication interface” refers to a
wireless wide area network (WWAN) interface of the cel-
Iular wireless communication network between a user
device and a base station of the cellular wireless communi-
cation network. Also, as used herein, “cellular wireless
communication network™ refers to a telecommunications
network that uses wireless data connections for connecting
network nodes and enabling telecommunications between
the network nodes. The cellular wireless communication
network implements, for example, a long term evolution
(LTE) technology, and for purposes of illustration, is here-
inafter referred to as an “LTE network”, and accordingly the
first cellular wireless communication interface is hereinafter
referred to as an “LTE interface”. LTE is a wireless com-
munication technology that supports high speed data for user
devices, for example, mobile devices, smartphones, etc.
Also, as used herein, the “second wireless communication
interface” refers to a wireless local area network interface
(WLAN) that implements, for example, Wi-Fi® of Wi-Fi
Alliance Corporation, and for purposes of illustration, is
hereinafter referred to as a “Wi-Fi interface”. Also, as used
herein, “cellular wireless protocols™ refers to protocols used
for communication between the user device and the base
station of the LTE network.

[0028] For purposes of illustration, the detailed descrip-
tion refers to the first cellular wireless communication
interface, the second wireless communication interface, and
the cellular wireless communication network as the long
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term evolution (LTE) interface, the Wi-Fi interface, and the
LTE network respectively; however the scope of the method
and the system disclosed herein is not limited to the first
cellular wireless communication interface, the second wire-
less communication interface, and the cellular wireless com-
munication network being the LTE interface, the Wi-Fi
interface, and the LTE network respectively, but may be
extended to include other wireless wide area network
(WWAN) interfaces, wireless local area network interface
(WLAN) interfaces, and cellular wireless communication
networks respectively.

[0029] The method disclosed herein employs a cellular
wireless access data offload system (CWADOS) imple-
mented in the base station of the long term evolution (LTE)
network for offloading data from the LTE interface to the
Wi-Fi interface, without impacting the cellular wireless
protocols of the LTE network, for example, by not impacting
core network elements and LTE protocol stacks. In the LTE
network, user devices communicate with a core network of
the LTE network via multiple radio base stations to access
the internet and intranet for data. The CWADOS is imple-
mented in each of the radio base stations of the LTE
network. The base station is, for example, an evolved Node
B (eNodeB) in the LTE network.

[0030] The cellular wireless access data offload system
(CWADOS) transmits 101 wireless connection identification
information to the user device, on a bearer of the long term
evolution (LTE) interface using a communication protocol
for establishing the Wi-Fi interface between the user device
and a wireless access point. As used herein, “wireless access
point” refers to a networking hardware device that allows
wireless connections and routing of data between the base
station and the user device. The wireless access point
implements, for example, Wi-Fi® of Wi-Fi Alliance Corpo-
ration, and allows Wi-Fi connections and routing of data
between the base station and the user device. In an embodi-
ment, the CWADOS configures the wireless access point to
forward uplink data packets received by the wireless access
point to the base station through multiple different methods.
As used herein, “data packets” refer to data in the LTE
network that is received and transmitted in the form of
packets. Also, as used herein, “uplink data packets” refer to
data packets moving from the user device towards the data
network via the base station. In an example of one of the
methods for forwarding uplink data packets, the CWADOS
configures the base station to be a default gateway for the
wireless access point and requests the wireless access point
to forward the uplink data packets received by the wireless
access point to the base station. Also, as used herein,
“communication protocol” refers to a protocol for commu-
nication over the LTE network. The communication protocol
is, for example, a user datagram protocol (UDP), or a
transmission control protocol (TCP), or an internet protocol
(IP). As used herein, references to IP comprise a fourth
version and a sixth version of the IP. Also, as used herein,
“bearer”, also referred as a “logical bearer”, refers to a
carrier of data packets in the LTE network. A different bearer
is used to transmit data packets over different interfaces of
the LTE network. A bearer for a data network connection in
the LTE network is, for example, an evolved radio access
bearer. A data network connection in the LTE network is
referred to as a “packet data network (PDN) connection”.
The PDN connection comprises one or more bearers. A
bearer on the LTE interface is, for example, a data radio
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bearer. An LTE PDN connection has at least one data radio
bearer referred to as a “default radio bearer”, and in an
embodiment, has additional data radio bearers referred to as
“dedicated bearers”. Each bearer in a data network has a
corresponding bearer on the LTE interface. That is, a data
radio bearer of the LTE interface has a corresponding
evolved radio access bearer. Each bearer does not have a
corresponding bearer on the Wi-Fi interface. A bearer com-
prises one or more traffic flows that are unidirectional or
bidirectional. As used herein, “traffic flow”, also referred to
as a “service flow”, refers to a sequence or flow of data
packets from a source to a destination.

[0031] The cellular wireless access data offload system
(CWADOS) transmits the wireless connection identification
information to the user device on a default bearer of the long
term evolution (LTE) interface or a dedicated bearer of the
LTE interface and carries the wireless connection informa-
tion over the communication protocol, for example, the
transmission control protocol (TCP) or the user datagram
protocol (UDP), on a reserved port number for the TCP or
the UDP, or on a reserved protocol number for the internet
protocol (IP). The wireless connection identification infor-
mation comprises, for example, a unique identifier of the
wireless access point such as a service set identifier (SSID),
and authentication information comprising, for example,
pass phrases, passwords, keys, etc., required for the user
device to establish a connection with the wireless access
point.

[0032] The cellular wireless access data offload system
(CWADOS) transmits the wireless connection identification
information to the user device when the user device estab-
lishes one or more packet data network connections in the
long term evolution (LTE) network and when the LTE
interface for each of the established packet data network
connections is activated. The CWADOS transmits the wire-
less connection identification information to the user device
based on one or more network addresses associated with the
LTE interface and/or the Wi-Fi interface and received from
the user device by the CWADOS. In an embodiment, the
CWADOS transmits the wireless connection identification
information to the user device on receiving an internet
protocol (IP) address allocated for each of the activated
packet data network connections, herein referred to as the
“packet data network connection IP address”, and a physical
address of the user device, for example, a Wi-Fi media
access control (Wi-Fi MAC) address, from the user device.
The CWADOS requests the user device to connect to the
wireless access point and assign the packet data network
connection IP address as a static IP address to the Wi-Fi
interface or acquire the IP address of the Wi-Fi interface
from the wireless access point. The CWADOS further
requests the user device to confirm completion of the above
actions. As part of these requests, the CWADOS transmits
the wireless connection identification information to enable
the user device to establish a connection to the wireless
access point.

[0033] In an embodiment, the cellular wireless access data
offload system (CWADOS) receives a network address, for
example, an internet protocol (IP) address of the Wi-Fi
interface assigned to the user device by the wireless access
point, after transmitting the wireless connection identifica-
tion information to the user device. In another embodiment,
the CWADOS receives a network address, for example, an
IP address of the Wi-Fi interface assigned to the user device
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by the wireless access point and a network address, for
example, a packet data network connection IP address of the
long term evolution (LTE) interface, after transmitting the
wireless connection identification information to the user
device.

[0034] The cellular wireless access data offload system
(CWADOS) determines 102 the long term evolution (LTE)
interface or the Wi-Fi interface for transmitting downlink
data packets from a core network of the LTE network to the
user device and for transmitting uplink data packets from the
user device to the core network, based on switching criteria.
As used herein, “downlink data packets” refer to data
packets moving from the core network to the user device via
the base station. The CWADOS switches the uplink data
packets and the downlink data packets between the LTE
interface and the Wi-Fi interface based on the switching
criteria. The switching criteria for transmitting the downlink
data packets from the core network to the user device and for
transmitting the uplink data packets from the user device to
the core network comprise, for example, one or more of
loading of the base station, a load on the Wi-Fi interface,
quality of service (QoS) requirements of bearers of the LTE
interface such as data radio bearers, channel conditions of
the LTE interface, channel conditions of the Wi-Fi interface,
a control policy of the LTE network, etc. The loading of the
base station is, for example, determined by a percentage of
a capacity of a general purpose processing unit of the base
station or capacity that is already used. The load on the
Wi-Fi interface is, for example, determined by a data rate
that is being served by the Wi-Fi interface. The QoS require-
ments of the bearers of the LTE interface comprise, for
example, a guaranteed bit rate. The channel conditions of the
LTE interface are, for example, determined from measure-
ments of a signal-to-interference-plus-noise ratio on the LTE
interface. The channel conditions of the Wi-Fi interface are,
for example, determined from measurements of a signal-to-
interference-plus-noise ratio on the Wi-Fi interface. The
control policy of the LTE network defines, for example, that
bearers with a particular set of QoS requirements are always
offloaded to the Wi-Fi interface. In an embodiment, the
determination of the LTE interface or the Wi-Fi interface for
transmitting downlink data packets from the core network of
the LTE network to the user device and for transmitting
uplink data packets from the user device to the core network
is controlled by a policy communicated from the core
network.

[0035] The cellular wireless access data offload system
(CWADOS) dynamically selects the wireless access point
for dynamically switching data between the long term
evolution (LTE) interface and the Wi-Fi interface based on
selection criteria and measurements computed by the user
device on request by the base station over the communica-
tion protocol. The selection criteria comprise load on the
wireless access point, for example, a data rate being served
by the wireless access point. The measurements computed
by the user device on request by the base station over the
communication protocol comprise, for example, a received
signal strength indicator for the Wi-Fi interface, number of
missed beacons, signal-to-interference-plus-noise ratio, and
a frame error rate on the Wi-Fi interface.

[0036] The cellular wireless access data offload system
(CWADOS) forwards 103 the downlink data packets
received from the core network on a cellular wireless
network interface to the user device via the long term
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evolution (LTE) interface or the Wi-Fi interface. As used
herein, “cellular wireless network interface” refers to an
interface between the base station and the core network, for
example, a “user plane of an S1 interface”, also referred to
as an “S1-U interface”. A bearer on the S1-U interface is
referred to as an “S1-U bearer”. An S1-U bearer has a
corresponding evolved radio access bearer of a packet data
network connection of the LTE network. To forward the
downlink data packets to the user device from the core
network via the LTE interface, the CWADOS maps each of
the downlink data packets to a corresponding data radio
bearer on the LTE interface and forwards the mapped
downlink data packets on the corresponding data radio
bearer of the LTE interface.

[0037] To forward the downlink data packets from the
core network to the user device via the Wi-Fi interface, the
cellular wireless access data offload system (CWADOS)
configures the wireless access point to assign the network
address associated with the LTE interface, that is, the
received internet protocol (IP) address of the packet data
network (PDN) connection as a static IP address to the
media access control (MAC) address of the user device on
the Wi-Fi interface, that is, to the Wi-Fi MAC address of the
Wi-Fi interface. The CWADOS configures the wireless
access point prior to forwarding the first downlink data
packet on the Wi-Fi interface. On configuring the wireless
access point, the CWADOS forwards the downlink data
packets received from the core network to the user device
via the configured wireless access point on the Wi-Fi inter-
face. That is, the CWADOS forwards the downlink data
packets to the configured wireless access point. The config-
ured wireless access point then forwards the downlink data
packets to the user device on the Wi-Fi interface. A desti-
nation IP address of each of the downlink data packets is the
PDN connection IP address. The wireless access point has
already been configured with the Wi-Fi MAC address of the
user device for this IP address. Therefore, the CWADOS
forwards the downlink data packets to the user device
automatically.

[0038] Inan embodiment of forwarding the downlink data
packets from the core network to the user device via the
Wi-Fi interface, the cellular wireless access data offload
system (CWADOS) encapsulates each of the downlink data
packets, herein referred to as an “inner internet protocol (IP)
data packet”, within an outer data packet, herein referred to
as an “outer IP data packet”. A source internet protocol (IP)
address of the outer IP data packet is the IP address of the
base station. A destination IP address of the outer IP data
packet is an address assigned to the user device by the
wireless access point. The CWADOS forwards the encap-
sulated downlink data packets to the user device via the
wireless access point on the Wi-Fi interface. That is, the
CWADOS forwards each outer IP data packet encapsulating
each inner IP data packet, herein referred to as “encapsulated
downlink data packets”, to the wireless access point, and the
wireless access point forwards the encapsulated downlink
data packets to the user device. A wireless local area network
(WLAN) driver on the user device receives the encapsulated
downlink data packets from the Wi-Fi interface and for-
wards the encapsulated downlink data packets to a software
module, for example, a networking stack on the user device.
The networking stack on the user device extracts each inner
IP data packet encapsulated within each outer IP data packet
and forwards each extracted inner IP data packet to an
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application on the user device. In another embodiment of
forwarding the downlink data packets from the core network
to the user device via the Wi-Fi interface, the CWADOS
updates a destination IP address of each of the downlink data
packets to the IP address of the Wi-Fi interface assigned to
the user device by the wireless access point. The CWADOS
forwards each of the downlink data packets with the updated
destination IP address to the user device via the wireless
access point on the Wi-Fi interface. A software module, for
example, a networking stack on the user device restores the
destination IP address of each of the downlink data packets
back to the packet data network connection IP address of the
long term evolution (LTE) interface.

[0039] The cellular wireless access data offload system
(CWADOS) also forwards 104 the uplink data packets
received from the user device via the determined long term
evolution (LTE) interface or the Wi-Fi interface to the core
network on the cellular wireless network interface, for
example, the “user plane of an S1 interface”, hereinafter
referred to as the “S1-U interface”. An application on the
user device sends the uplink data packets to the base station
on bearers of the LTE interface, for example, specific LTE
data radio bearers. The CWADOS receives the uplink data
packets from the user device on bearers of the LTE interface
and determines bearers on the S1-U interface that corre-
spond to the bearers of the LTE interface on which the uplink
data packets are received. The CWADOS then performs a
deep packet inspection of the received uplink data packets,
associates traffic flow identifiers of uplink traffic flows of the
received uplink data packets to the determined bearers on
the S1-U interface, and forwards the received uplink data
packets to the core network on the determined bearers on the
S1-U interface. As used herein, “traffic flow identifier” refers
to a set of elements that are a subset of headers of a list of
protocols comprising, for example, the transmission control
protocol (TCP), the user datagram protocol (UDP), the
internet protocol (IP), an encapsulating security payload
(ESP), a hypertext transfer protocol (HTTP), an application
protocol, etc., that constitute a data packet. For example, a
traffic flow in one direction is identified by a source IP
address, a destination IP address, a source UDP port, and a
destination UDP port. The traffic flow identifier corresponds
to a packet filter within a traffic flow template (TFT) in the
LTE network. Also, as used herein, “uplink traffic flow”
refers a flow of uplink data packets from the user device to
the core network.

[0040] To forward the uplink data packets received from
the user device via the established Wi-Fi interface to the core
network on the S1-U interface, the cellular wireless access
data offload system (CWADOS) transmits packet forward-
ing information for the uplink data packets to be forwarded
via the established Wi-Fi interface to the user device. The
packet forwarding information comprises, for example, traf-
fic flow identifiers for uplink traffic flows and a correspond-
ing quality of service (QoS) class for each of the uplink
traffic flows. The CWADOS receives the uplink data packets
from the user device based on the transmitted packet for-
warding information via the wireless access point. The
CWADOS performs a deep packet inspection of the received
uplink data packets and maps traffic flow identifiers of
uplink traffic flows of the received uplink data packets to
corresponding bearers of the S1-U interface based on an
association created between the traffic flow identifiers of the
uplink traffic flows of previous uplink data packets received
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on the long term evolution (LTE) interface and correspond-
ing bearers on the S1-U interface. Based on the mapping of
the traffic flow identifiers, the CWADOS forwards the uplink
data packets to the core network on the corresponding
bearers of the S1-U interface.

[0041] In the above method for forwarding the uplink data
packets received from the user device via the established
Wi-Fi interface to the core network on the S1-U interface,
the cellular wireless access data offload system (CWADOS)
requests an offload agent on the user device to forward the
uplink data packets on the Wi-Fi interface. The CWADOS
specifies the traffic flow identifiers of the uplink traffic flows
to be forwarded and the corresponding quality of service
(QoS) class. The offload agent configures the networking
stack on the user device accordingly. The application on the
user device sends the uplink data packets to the networking
stack. The networking stack checks whether the traffic flow
identifiers of the uplink traffic flows of the uplink data
packets are among the traffic flow identifiers of the uplink
traffic flows requested to be sent on the Wi-Fi interface. If
the traffic flow identifiers of the uplink traffic flows of the
uplink data packets are among the traffic flow identifiers of
the uplink traffic flows requested to be sent on the Wi-Fi
interface, then the networking stack forwards the uplink data
packets to the wireless access point on the Wi-Fi interface.

[0042] In an embodiment of forwarding the uplink data
packets received from the user device via the established
Wi-Fi interface to the core network on the S1-U interface,
the cellular wireless access data offload system (CWADOS)
transmits the packet forwarding information for the uplink
data packets to be forwarded via the established Wi-Fi
interface, to the user device. In this embodiment, the packet
forwarding information comprises, for example, traffic flow
identifiers for uplink traffic flows, a corresponding quality of
service class for each of the uplink traffic flows, and the
internet protocol (IP) address of the base station. The uplink
data packets are encapsulated within outer internet protocol
(IP) data packets on the user device, where each outer IP
data packet comprises a source network address, that is, the
IP address assigned to the user device by the wireless access
point, and a destination network address, that is, the IP
address of the base station. The CWADOS receives the
encapsulated uplink data packets from the user device based
on the transmitted packet forwarding information via the
wireless access point. That is, the CWADOS receives the
inner IP data packets, each encapsulated in an outer IP data
packet on the Wi-Fi interface via the wireless access point.
The outer IP data packet is also marked with the quality of
service class associated with the traffic flow. The CWADOS
extracts the uplink data packets, that is, the inner IP data
packets from the encapsulated uplink data packets and
performs a deep packet inspection of the extracted uplink
data packets. The CWADOS maps traffic flow identifiers of
the uplink traffic flows of the extracted uplink data packets
to corresponding bearers on the S1-U interface based on an
association created between the traffic flow identifiers of
uplink traffic flows of previous uplink data packets received
on the long term evolution (LTE) interface and the corre-
sponding bearers on the S1-U interface. Based on the
mapping of the traffic flow identifiers, the CWADOS for-
wards the extracted uplink data packets to the core network
on the corresponding bearers of the S1-U interface.

[0043] In the above embodiment of forwarding the uplink
data packets received from the user device via the estab-
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lished Wi-Fi interface to the core network on the S1-U
interface, the cellular wireless access data offload system
(CWADOS) in its request to forward uplink data packets on
the Wi-Fi interface also includes the internet protocol (IP)
address of the base station. The networking stack on the user
device checks whether the traffic flow identifiers of the
uplink traffic flows of the uplink data packets is one among
the traffic flow identifiers of the uplink traffic flows
requested to be sent on the Wi-Fi interface. If the traffic flow
identifiers of the uplink traffic flows of the uplink data
packets are among the traffic flow identifiers of the uplink
traffic flows requested to be sent on the Wi-Fi interface, the
networking stack encapsulates each of the uplink data pack-
ets, that is, the inner IP data packet, in an outer IP data
packet. For the outer IP data packet, the source IP address is
the address assigned to the Wi-Fi interface and the destina-
tion IP address is the IP address of the base station received
by the user device from the packet forwarding information.
The networking stack marks the quality of service (QoS)
class associated with each of the uplink traffic flows in the
outer IP data packet. The networking stack forwards the
outer [P data packet to the wireless access point on the Wi-Fi
interface.

[0044] In another embodiment of forwarding the uplink
data packets received from the user device via the estab-
lished Wi-Fi interface to the core network on the S1-U
interface, the cellular wireless access data offload system
(CWADOS) transmits the packet forwarding information for
the uplink data packets to be forwarded via the established
Wi-Fi interface to the user device. The packet forwarding
information comprises, for example, traffic flow identifiers
for uplink traffic flows and a corresponding quality of
service class for each of the uplink traffic flows. In this
embodiment, the packet forwarding information further
comprises a request to replace a source internet protocol (IP)
address of each of the uplink data packets with an IP address
of the Wi-Fi interface. The CWADOS receives the uplink
data packets from the user device based on the transmitted
packet forwarding information on the Wi-Fi interface via the
wireless access point. The source IP address of each of the
uplink data packets is the IP address of the Wi-Fi interface
replaced by the user device based on the transmitted packet
forwarding information. Each uplink data packet is also
marked with the quality of service class associated with the
traffic flow. The CWADOS updates the source IP address of
each of the received uplink data packets with the IP address
of the long term evolution (LTE) interface prior to perform-
ing the deep packet inspection of each of the received uplink
data packets. That is, the CWADOS replaces the source IP
address of the uplink data packet with the packet data
network connection IP address and performs a deep packet
inspection of the received uplink data packets. The CWA-
DOS maps the traffic flow identifiers of the uplink traffic
flows of the received uplink data packets to corresponding
bearers on the S1-U interface based on an association
created between the traffic flow identifiers of the uplink
traffic flows of previous uplink data packets received on the
LTE interface and corresponding bearers on the S1-U inter-
face. Based on the mapping of the traffic flow identifiers, the
CWADOS forwards the received uplink data packets to the
core network on the corresponding bearers on the S1-U
interface.

[0045] In the above embodiment of forwarding the uplink
data packets received from the user device via the estab-
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lished Wi-Fi interface to the core network on the S1-U
interface, the cellular wireless access data offload system
(CWADOS) in its request to forward uplink data packets on
the Wi-Fi interface also requests the user device to configure
the networking stack to replace the source internet protocol
(IP) address of each of the uplink data packets with the
Wi-Fi interface IP address. The networking stack on the user
device checks whether the traffic flow identifiers of the
uplink traffic flows of the uplink data packets are among the
uplink traffic flows requested to be sent on the Wi-Fi
interface. If the traffic flow identifiers of the uplink traffic
flows of the uplink data packets are among the uplink traffic
flows requested to be sent on the Wi-Fi interface, the
networking stack on the user device replaces the source IP
address of each of the uplink data packets with the Wi-Fi
interface IP address. The networking stack marks the quality
of'service (QoS) class associated with the uplink traffic flows
in the uplink data packets. The networking stack forwards
the uplink data packets to the wireless access point on the
Wi-Fi interface. In an embodiment, the CWADOS deacti-
vates the Wi-Fi interface when the Wi-Fi interface is not in
use.

[0046] The wireless access point forwards the data packets
to the base station from where the data packets are received
by the cellular wireless access data offload system (CWA-
DOS). In an embodiment, the CWADOS distributes the
forwarding of the downlink data packets from the core
network to the user device and the uplink data packets from
the user device to the core network between the long term
evolution (LTE) interface and the Wi-Fi interface when
multiple traffic flows are detected within a single bearer in
the LTE network. For example, when the CWADOS detects
multiple traffic flows related to electronic mail communica-
tion, video watching, playing games, browsing, download-
ing videos, downloading images, etc., within a single bearer
in the LTE network, the CWADOS distributes the forward-
ing of the data packets from the core network to the user
device and from the user device to the core network between
the LTE interface and the Wi-Fi interface. In an embodi-
ment, based on the Wi-Fi measurements received from the
user device, the CWADOS dynamically switches to another
wireless access point. The CWADOS performs this dynamic
switching by first switching the data back to the LTE
interface, identifying another suitable wireless access point,
and then repeating the process of establishing the Wi-Fi
interface and switching the data back to the new Wi-Fi
interface. The CWADOS also detects that a handoff to
another base station or another cell within the same base
station is imminent and in this case, the CWADOS switches
the data back to the LTE interface. The CWADOS proceeds
with offloading the data to the Wi-Fi interface after the
handoff is completed.

[0047] In the method disclosed herein, the cellular wire-
less access data offload system (CWADOS) determines an
interface for forwarding data packets based on the switching
criteria and the measurements for interfaces. The CWADOS
receives the measurements, for example, a signal-to-inter-
ference-plus-noise ratio (SINR), a received signal strength
indicator (RSSI), number of missed beacons, etc., for the
Wi-Fi interface from the user device as input data. The
switching criteria for switching between the long term
evolution (LTE) interface and the Wi-Fi interface also con-
stitute the input data to the CWADOS. The CWADOS
processes the input data and transforms the input data into an
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output that defines the interface to transmit and receive
downlink data packets and uplink data packets. On imple-
menting the method disclosed herein to offload data from the
LTE interface to the Wi-Fi interface, the end result is a
seamless and dynamic switching between the LTE interface
and the Wi-Fi interface. The seamless and dynamic switch-
ing between the LTE interface and the Wi-Fi interface
obtained is tangible and not abstract. The seamless and
dynamic switching is performed by the CWADOS without
user intervention and provides enhanced user experience and
capacity in the LTE network. Due to the increase in capacity
of the LTE network, the user device can connect to the LTE
network, to which connection was not possible previously
because of network congestion. The method disclosed
herein allows the user to experience an enhanced through-
put, for example, download and upload speeds for data due
to availability of the supplemental Wi-Fi interface.

[0048] On implementing the method disclosed herein by
the cellular wireless access data offload system (CWADOS),
the capacity of the base station improves due to selection of
the Wi-Fi interface to route data packets between the user
device and the base station. The data packets are offloaded
to the wireless access point, for example, the Wi-Fi access
point, and the processing, transmission, and reception of
data packets by a long term evolution (LTE) stack in the base
station on the LTE interface is avoided. The base station with
additional capacity is now available to cater to an increased
number of users, with increased throughput for the data
packets of all the users. The increase in cumulative through-
put is not at the cost of degrading the quality of the data
packets of multiple users. The CWADOS implementation
saves the cost of complex protocol stack modifications and
upgrades to the base station and the user device. With
existing hardware and an existing band of licensed spec-
trum, the CWADOS caters to an increased number of users
and offers a larger cumulative throughput across all users,
while not degrading the quality experienced by end users in
any way. Furthermore, on performing offloading for down-
link data packets only and not the uplink data packets, the
throughput offered by the Wi-Fi access point substantially
increases.

[0049] For purposes of illustration, the detailed descrip-
tion refers to offloading data from the long term evolution
(LTE) interface to the Wi-Fi interface without impacting
cellular wireless protocols of the LTE network; however the
scope of the method and the cellular wireless access data
offload system (CWADOS) disclosed herein is not limited to
offloading data from the LTE interface to the Wi-Fi interface,
but may be extended to offloading data from the LTE
interface or an interface implemented in any other cellular
technology to an interface implemented in any other com-
munication technology in the unlicensed spectrum, for
example, Bluetooth® of Bluetooth Sig, Inc., Zigbee® of
Zigbee Alliance Corporation, WiMAX® of the WiMAX
forum, etc., or the licensed spectrum, for example, a high
speed packet access (HSPA) technology, a third generation
(3G) mobile telecommunications technology, a fourth gen-
eration (4G) mobile telecommunications technology, a fifth
generation (5G) mobile telecommunications technology, a
code division multiple access (CDMA) communication
technology, an enhanced data rates for global system for
mobile communications (GSM) evolution (EDGE) technol-
ogy, etc.
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[0050] FIG. 2 exemplarily illustrates a message flow dia-
gram showing communication between an offload agent
deployed on a user device and the cellular wireless access
data offload system (CWADOS) implemented in a base
station for forwarding downlink data packets and for switch-
ing between the first cellular wireless communication inter-
face, hereinafter referred to as the “long term evolution
(LTE)” interface, and the second wireless communication
interface, hereinafter referred to as the “Wi-Fi interface” for
forwarding uplink data packets. The CWADOS transmits a
request to the offload agent on the user device for measure-
ments of the Wi-Fi interface, referred to as “Wi-Fi measure-
ments”. The request for the Wi-Fi measurements comprises
a list of service set identifiers (SSIDs) of wireless access
points. The offload agent responds with a list of SSIDs and
the Wi-Fi measurements comprising, for example, a
received signal strength indicator (RSSI), a signal-to-inter-
ference-plus-noise ratio (SINR), number of missed beacons,
etc. In an embodiment, the CWADOS transmits a request for
a network address. The offload agent responds with the
network address comprising, for example, a packet data
network (PDN) connection internet protocol (IP) address
and a Wi-Fi media access control (MAC) address. On
receiving the response with the network address from the
offload agent, the CWADOS sends a request to the user
device for establishing a Wi-Fi connection with the wireless
access point. The request comprises, for example, the SSID,
an authentication type, a password, and in an embodiment,
a PDN connection IP address. The PDN connection IP
address is statically assigned as the IP address to the Wi-Fi
interface. The offload agent responds to the request with an
acknowledgement. In an embodiment, the CWADOS
receives the Wi-Fi interface IP address from the offload
agent. In another embodiment, the CWADOS receives the
Wi-Fi interface IP address and the PDN connection IP
address from the offload agent. The Wi-Fi interface IP
address is present with the user device and only the user
device can send the Wi-Fi interface IP address to the
CWADOS unless the PDN connection IP address is also
being used as the static IP address for the Wi-Fi interface.

[0051] The CWADOS sends a Wi-Fi interface switching
request to the offload agent for forwarding uplink data
packets to the core network. In an embodiment, the Wi-Fi
interface switching request comprises the list of traffic flows.
In an embodiment, the Wi-Fi interface switching request
comprises the IP address of the base station, that is, the long
term evolution (LTE) evolved node B (eNodeB) IP address.
The offload agent in the user device responds with an uplink
Wi-Fi interface switch acknowledgement comprising a list
of traffic flows. The CWADOS sends an LTE interface
switching request to the offload agent in the user device. The
LTE interface switching request comprises a list of traffic
flows. In an embodiment, the LTE interface switching
request comprises the LTE eNodeB IP address. The offload
agent responds with an uplink LTE interface switch
acknowledgement comprising a list of traffic flows. The
CWADOS sends a Wi-Fi interface disconnect request com-
prising the service set identifier (SSID) to the offload agent.
The offload agent sends a Wi-Fi disconnect acknowledge-
ment comprising the SSID to the CWADOS.

[0052] FIGS. 3A-3B exemplarily illustrate a flowchart
comprising steps for offloading downlink data packets from
the first cellular wireless communication interface, herein-
after referred to as the “long term evolution (LTE) interface”
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to the second wireless communication interface, hereinafter
referred to as the “Wi-Fi interface”. The CWADOS forwards
301 the downlink data packets received from the core
network to the user device via the LTE interface. The
CWADOS acquires dynamic measurements from the user
device and determines 302 whether the Wi-Fi interface
switching criteria to switch from the LTE interface to the
Wi-Fi interface is satisfied. If the Wi-Fi interface switching
criteria are not satisfied, the forwarding 301 of the downlink
data packets to the user device continues on the LTE
interface. If the Wi-Fi interface switching criteria to switch
from the LTE interface to the Wi-Fi interface are satisfied,
the CWADOS requests 303 measurements for different
wireless access points, for example, Wi-Fi access points
(Wi-Fi APs), from the user device. The CWADOS further
determines 304 whether a Wi-Fi AP with acceptable mea-
surements is located and whether the LTE interface does not
require a handoff, where “handoff” refers to a process of
transferring data packets from one LTE interface to another
LTE interface when the user device is in motion.

[0053] Ifa Wi-Fi access point (Wi-Fi AP) with acceptable
measurements is not found and the long term evolution
(LTE) interface requires a handoff, the CWADOS aborts the
offloading of the downlink data packets to the Wi-Fi inter-
face and forwards 301 the downlink data packets to the user
device on the LTE interface. If a Wi-Fi AP with acceptable
measurements is located and the LTE interface does not
require handoff, the CWADOS requests 305 the user device
to establish a Wi-Fi interface to the Wi-Fi AP that was found.
The CWADOS forwards 306 the downlink data packets to
the user device via the Wi-Fi AP. The CWADOS dynami-
cally determines 307 whether the Wi-Fi AP has acceptable
measurements, whether the LTE interface does not require a
handoft, and whether the Wi-Fi interface switching criteria
to switch from the LTE interface to the Wi-Fi interface is
satisfied. If the determined conditions are not met, the
CWADOS requests 308 the user device to disconnect from
the Wi-Fi AP, aborts the offloading of the downlink data
packets via the Wi-Fi interface, and switches to the LTE
interface for forwarding 301 the downlink data packets to
the user device via the LTE interface. If the conditions are
met, the CWADOS continues to forward 306 the downlink
data packets to the user device via the Wi-Fi AP.

[0054] FIG. 4 exemplarily illustrates a flowchart compris-
ing steps of a method for establishing a connection between
the user device and a wireless access point and forwarding
downlink data packets on the second wireless communica-
tion interface, hereinafter referred to as the “Wi-Fi interface”
to the user device. The cellular wireless access data offload
system (CWADQOS) in the base station sends 401 a message
to the user device, querying the user device for the packet
data network (PDN) connection internet protocol (IP)
address, and the Wi-Fi media access control (MAC) address.
On receiving a response to the query from the user device,
the CWADOS configures 402 the PDN connection IP
address as a static IP address for the Wi-Fi MAC address in
a selected wireless access point, for example, a Wi-Fi access
point (Wi-Fi AP). On configuring the Wi-Fi AP, the CWA-
DOS sends 403 a message to the user device with the service
set identifier (SSID) and a password for connecting to the
Wi-Fi AP along with the PDN connection IP address. On
receiving a confirmation from the user device that a con-
nection is established to the Wi-Fi AP, the CWADOS for-
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wards 404 the downlink data packets received on the S1-U
bearers to the selected Wi-Fi AP on the Wi-Fi interface.

[0055] FIG. 5 exemplarily illustrates a flowchart compris-
ing steps of an embodiment of the method for establishing
a connection between the user device and a wireless access
point and forwarding downlink data packets on the second
wireless communication interface, hereinafter referred to as
the “Wi-Fi interface”, to the user device. The cellular
wireless access data offload system (CWADOS) sends 501 a
message to the user device with the service set identifier
(SSID) and the password for connecting to the wireless
access point, for example, the Wi-Fi access point (Wi-Fi
AP). On receiving a confirmation from the user device that
a connection is established to the Wi-Fi AP, the CWADOS
stores 502 the received Wi-Fi interface internet protocol (IP)
address of the user device. The CWADOS encapsulates the
downlink data packets received on the S1-U bearers as
payload within outer IP data packets. The source IP address
of'each of the outer IP data packets is the long term evolution
(LTE) evolved node B (eNodeB) IP address, and the desti-
nation IP address of each of the outer IP data packets is the
Wi-Fi interface IP address of the user device. The CWADOS
forwards 503 the encapsulated downlink data packets to the
user device via the Wi-Fi AP on the Wi-Fi interface.

[0056] FIG. 6 exemplarily illustrates a flowchart compris-
ing steps of another embodiment of the method for estab-
lishing a connection between the user device and the wire-
less access point and forwarding the downlink data packets
on the second wireless communication interface, hereinafter
referred to as the “Wi-Fi interface”, to the user device. The
cellular wireless access data offload system (CWADOS)
sends 601 a message to the user device with the service set
identifier (SSID) and the password for connecting to the
wireless access point, for example, the Wi-Fi access point
(Wi-Fi AP). On receiving a confirmation from the user
device that a connection is established to the Wi-Fi AP, the
CWADOS stores 602 the received Wi-Fi interface internet
protocol (IP) address and the long term evolution (LTE)
packet data network (PDN) connection IP address of the user
device. The CWADOS replaces the destination IP address of
each of the downlink data packets received on the S1-U
bearers with the Wi-Fi interface IP address of the user device
and forwards 603 the downlink data packets to the user
device via the Wi-Fi AP on the Wi-Fi interface.

[0057] FIG. 7 exemplarily illustrates a flowchart compris-
ing steps of a method for switching between the first cellular
wireless communication interface, hereinafter referred to as
the “long term evolution (LTE) interface”, and the second
wireless communication interface, hereinafter referred to as
the “Wi-Fi interface” and forwarding uplink data packets to
a core network on a cellular wireless network interface
hereinafter referred to as the “S1-U interface”. The cellular
wireless access data offload system (CWADOS) sends 701 a
message to the user device requesting the user device to
forward specific uplink traffic flows on the Wi-Fi interface.
On receiving the uplink data packets from the wireless
access point, for example, the Wi-Fi access point (Wi-Fi
AP), the CWADOS maps 702 the traffic flow identifiers of
the uplink traffic flows of the uplink data packets to the
corresponding S1-U bearers using the association created
during the uplink traffic flows on the LTE interface. The
CWADOS forwards 703 the uplink data packets to the core
network on the corresponding S1-U bearers.
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[0058] FIG. 8 exemplarily illustrates a flowchart compris-
ing steps of an embodiment of the method for switching
between the first cellular wireless communication interface,
hereinafter referred to as the “long term evolution (LTE)
interface”, and the second wireless communication inter-
face, hereinafter referred to as “the Wi-Fi interface”, and
forwarding uplink data packets to the core network on the
cellular wireless network interface, hereinafter referred to as
the “S1-U interface”. The cellular wireless access data
offload system (CWADOS) sends 801 a message to the user
device with packet forwarding information, comprising the
LTE evolved node B (eNodeB) internet protocol (IP)
address, requesting the user device to forward specific
uplink traffic flows on the Wi-Fi interface. On receiving the
uplink data packets from the wireless access point, for
example, the Wi-Fi access point (Wi-Fi AP), the CWADOS
extracts 802 the inner IP data packets contained as the
payload of the outer IP data packets. The CWADOS maps
803 the traffic flow identifiers of the uplink traffic flows of
the uplink data packets to the corresponding S1-U bearers
using the association created during the uplink traffic flows
on the LTE interface and forwards 804 the uplink data
packets to the core network on the corresponding S1-U
bearers.

[0059] FIG. 9 exemplarily illustrates a flowchart compris-
ing steps of another embodiment of the method for switch-
ing between the first cellular wireless communication inter-
face, hereinafter referred to as the “long term evolution
(LTE) interface”, and the second wireless communication
interface, hereinafter referred to as the ‘“Wi-Fi interface”,
and forwarding uplink data packets to the core network on
the cellular wireless network interface, hereinafter referred
to as the “S1-U interface”. The cellular wireless access data
offload system (CWADOS) sends 901 a message to the user
device with packet forwarding information, requesting the
user device to forward specific uplink traffic flows on the
Wi-Fi interface. On receiving the uplink data packets from
the wireless access point, for example, the Wi-Fi access
point (Wi-Fi AP), the CWADOS replaces 902 the source
internet protocol (IP) address of each of the uplink data
packets with the LTE packet data network (PDN) connection
1P address. The CWADOS maps 903 the traffic flow iden-
tifiers of the uplink traffic flows of the uplink data packets to
the corresponding S1-U bearers using the association cre-
ated during the uplink traffic flows on the LTE interface and
forwards 904 the uplink data packets to the core network on
the corresponding S1-U bearers.

[0060] FIG. 10 exemplarily illustrates a communications
system 1000 for offloading data from the first cellular
wireless communication interface, hereinafter referred to as
the “long term evolution (LTE) interface”, to the second
wireless communication interface, hereinafter referred to as
the “Wi-Fi interface”, without impacting cellular wireless
protocols of the cellular wireless communication network,
hereinafter referred to as the “LTE network”™. As exemplarily
illustrated in FIG. 10, the communications system 1000
disclosed herein comprises a user device 1001, an access
network 1009, a core network 1015, and an application 1017
hosted on one or more servers that are connected to a data
network 1016, interfaces 1018, 1019, and 1020 for commu-
nication and bearers on the interfaces 1018, 1019, and 1020
to carry data packets. The access network 1009 for the
communications system 1000 comprises one or more wire-
less access points 1010, hereinafter referred to as the “Wi-Fi
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access points (Wi-Fi APs)”, and the base station 1014, that
is, the LTE evolved node B (eNodeB) that connects to the
user device 1001 via the LTE interface 1019. The access
network 1009 is a part of the LTE network 1021 that
provides wireless interfaces 1018 and 1019 to the user
device 1001 via the base station 1014 and the Wi-Fi AP
1010.

[0061] For the purpose of offloading data from the long
term evolution (LTE) interface 1019 to the Wi-Fi interface
1018, the Wi-Fi access point (Wi-Fi AP) 1010 is imple-
mented in the access network 1009 along with the base
station 1014. The Wi-Fi AP 1010 is a standard access point
that provides for Wi-Fi connections and routing, and allows
remote configuration via an application protocol, for
example, a hypertext transfer protocol (HTTP). One or more
Wi-Fi APs 1010 are positioned within the base station 1014
or adjacent to the base station 1014 or are distributed
physically from the base station 1014. In an embodiment,
the Wi-Fi AP 1010 is positioned at a first location within the
base station 1014 of the LTE network 1021 as exemplarily
illustrated in FIG. 10. In another embodiment (not shown),
the Wi-Fi AP 1010 is positioned at a second location
adjacent to the base station 1014. In another embodiment
(not shown), the Wi-Fi AP 1010 is positioned at a third
location away from the base station 1014. That is, the Wi-Fi
AP 1010 is either integrated into a single base station 1014
or implemented as separate physical entities. One base
station 1014 is associated with multiple Wi-Fi APs 1010 and
one Wi-Fi AP 1010 is associated with multiple base stations
1014. The cellular wireless access data offload system
(CWADOS) 1011 is located in the base station 1014 and is
accessible to the user device 1001 on the LTE interface 1019
or the Wi-Fi interface 1018.

[0062] The base station 1014 and the core network 1015
together form the long term evolution (LTE) network 1021.
The LTE network 1021 comprises the evolved universal
terrestrial radio access network (EUTRAN) and the core
network 1015, that is, an LTE evolved packet core (EPC)
network. The EUTRAN comprises multiple LTE evolved
node Bs (eNodeBs). The core network 1015 comprises a
mobility management entity (MME), a serving gateway
(SGW), a packet data network gateway (PDN GW), a policy
control resource function (PCRF), a home subscriber system
(HSS), etc. The core network 1015 is responsible for control
of the user device 1001 and establishment of bearers of
different interfaces, for example, an S1 interface 1020 for
communication between the user device 1001 and the data
network 1016. The communication between the base station
1014 and the core network 1015 occurs on the S1 interface
1020. Within the LTE network 1021, data packets are carried
from the core network 1015 to the base station 1014 and vice
versa over a user plane of the S1 interface 1020, herein
referred to as the “S1-U interface”. Each bearer in the data
network connection has a corresponding bearer on the S1-U
interface referred to as an S1-U bearer. An S1-U bearer
corresponds to a general packet radio service (GPRS) tun-
neling protocol (GTP) tunnel on the S1 interface 1020. The
data network 1016 of the communications system 1000
refers to a private data network or a public data network, for
example, the internet. The data network 1016 is a collection
of information resources and services accessed by the user
device 1001 via the access network 1009 of a cellular service
provider. The application 1017 on the server side resides on
the data network 1016 and is accessible to the user device
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1001 via the access network 1009 using the LTE interface
1019 or the Wi-Fi interface 1018.

[0063] The cellular wireless access data offload system
(CWADOS) 1011 is located in the base station 1014, and is
accessible to the user device 1001 on the Wi-Fi interface
1018 and the long term evolution (LTE) interface 1019. The
CWADOS 1011 is implemented in hardware and/or software
of the base station 1014. The communication between an
application 1002 on the user device 1001 and the application
1017 on the server side is in the form of data packets through
the data network 1016. The data packets comprise, for
example, internet protocol (IP) data packets containing
transmission control protocol (TCP) data packets or user
datagram protocol (UDP) data packets. The TCP data pack-
ets or the UDP data packets carry higher layer protocols that
are used to exchange data between the application 1002 on
the user device 1001 and the application 1017 on the server
side through the data network 1016. The user device 1001
establishes a connection to the data network 1016 via the
LTE interface 1019 or the Wi-Fi interface 1018 when a
unique [P address is assigned to the connection and the
assigned IP address is associated to the LTE interface 1019
or the Wi-Fi interface 1018.

[0064] The user device 1001, also referred to as “user
equipment”, is a network enabled electronic device, for
example, a tablet computing device, a mobile computer, an
universal serial bus data modem, a mobile phone, a smart-
phone, a personal digital assistant, an interactive network
enabled communication device, etc. In an embodiment, the
user device 1001 is a hybrid device that combines the
functionality of multiple devices. Examples of a hybrid
electronic device comprise a cellular telephone that includes
media player functionality, a gaming device that includes a
wireless communications capability, a cellular telephone
that includes game and electronic mail (email) functions,
and a portable device that receives email, supports mobile
telephone calls, has music player functionality, and supports
web browsing. The application 1002 on the user device 1001
is connected to the data network 1016 via the long term
evolution (LTE) interface 1019 or the Wi-Fi interface 1018.
The application 1002 refers to a client side user application,
for example, an email application, a video sharing applica-
tion such as YouTube® of Google Inc., WhatsApp® of
WhatsApp Inc., Skype of Microsoft Corporation, a web
browser, a mapping application, etc.

[0065] In addition to the application 1002, the user device
1001 comprises an offload agent 1003, an operating system
(OS) networking stack 1004, a wireless wide area network
(WWAN) driver 1005 for the long term evolution (LTE)
interface 1019, a wireless local area network (WLAN) driver
1006 for the Wi-Fi interface 1018, an LTE module 1007, and
a Wi-Fi module 1008. The offload agent 1003 that resides in
the user device 1001 is an application on an operating
system of the user device 1001 that communicates with the
cellular wireless access data offload system (CWADOS)
1011 in the base station 1014 via a data radio bearer on the
LTE interface 1019 using the transmission control protocol
(TCP), the user datagram protocol (UDP), or internet pro-
tocol (IP) data packets. The operating system of the user
device 1001 is, for example, the Android® operating system
of Google Inc., or Windows® operating system of Microsoft
Corporation, or the iOS operating system of Apple Inc. In an
embodiment, the operating system of the user device 1001
updates a source network address and a destination network
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address of each of downlink data packets and uplink data
packets. The offload agent 1003 of the user device 1001
listens on a predetermined port for wireless connection
identification information. The offload agent 1003 receives
the wireless connection identification information, also
referred as “wireless access point information” comprising,
for example, the service set identifier (SSID) and the authen-
tication information from the CWADOS 1011, activates the
Wi-Fi module 1008 of the user device 1001 if the Wi-Fi
module 1008 was switched off by a user, and establishes a
connection with the Wi-Fi access point (Wi-Fi AP) 1010.

[0066] To offload data packets to the Wi-Fi interface 1018
from the long term evolution (LTE) interface 1019, the
offload agent 1003 configures the IP address received from
the cellular wireless access data offload system (CWADOS)
1011 as the static IP address for the Wi-Fi access point
(Wi-Fi AP) connection. The offload agent 1003 also config-
ures routing in the OS networking stack 1004 based on the
uplink packet forwarding information received from the
CWADOS 1011. In an embodiment, the offload agent 1003
reports the IP address assigned by the Wi-Fi AP 1010 to the
CWADOS 1011 and configures encapsulation of the uplink
data packets in the OS networking stack 1004 based on the
uplink packet forwarding information received from the
CWADOS 1011. In another embodiment, the offload agent
1003 configures a change or an update of the source IP
address to the IP address assigned by the Wi-Fi AP 1010
when transmitting uplink data packets and configures a
change or an update of the destination IP address to the LTE
packet data network (PDN) connection IP address for the
received downlink data packets. In addition to the functions
performed for different embodiments of offloading of data
packets, the offload agent 1003 of the user device 1001
acquires and forwards the Wi-Fi connection measurements
required by the CWADOS 1011 from the wireless local area
network (WLAN) driver 1006 to the CWADOS 1011 and
deactivates the Wi-Fi module 1008 on receiving a request
from the CWADOS 1011, if the Wi-Fi module 1008 was
switched off or deactivated prior to the initial activation.

[0067] The operating system (OS) networking stack 1004
is a part of the operating system of the user device 1001. The
OS networking stack 1004 in the user device 1001 is
enhanced to perform multiple functions. The OS networking
stack 1004 allows the Wi-Fi interface 1018 to be used as a
tunnel for carrying information that is carried on the long
term evolution (LTE) interface 1019. To offload data packets
to the Wi-Fi interface 1018 from the LTE interface 1019, the
OS networking stack 1004 assigns the same internet proto-
col (IP) address to the LTE interface 1019 and the Wi-Fi
interface 1018 for forwarding the data packets by the
cellular wireless access data offload system (CWADOS)
1011. The Wi-Fi interface 1018 functions as a tunnel for
carrying data packets that are carried on the LTE interface
1019. In an embodiment, the OS networking stack 1004
configures the routing of uplink data packets to the Wi-Fi
interface 1018 based on the uplink traffic flows, configures
the encapsulation of uplink data packets in outer data
packets based on the uplink traffic flows, forwards the
encapsulated uplink data packets on the Wi-Fi interface
1018, and receives encapsulated downlink data packets,
extracts the downlink data packets from outer data packets,
and forwards the extracted downlink data packets to the
application 1002 on the user device 1001. In another
embodiment, the OS networking stack 1004 configures a
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change or an update of the source IP address for transmitted
uplink data packets and a change or an update of the
destination IP address for received downlink data packets.

[0068] The wireless wide area network (WWAN) driver
1005 and the wireless local area network (WLAN) driver
1006 are device drivers implemented in the operating system
(OS) of the user device 1001. The WWAN driver 1005 and
the WL AN driver 1006 allow the OS networking stack 1004
to use services provided by the long term evolution (LTE)
module 1007 and the Wi-Fi module 1008 in the user device
1001. The LTE module 1007 in the user device 1001 refers
to a hardware module and/or a software module on the user
device 1001 that provides LTE interface functionality of
communicating with the core network 1015 and the data
network 1016 via the base station 1014 on the LTE interface
1019. The Wi-Fi module 1008 on the user device 1001 refers
to a hardware module and/or a software module on the user
device 1001 that provides Wi-Fi interface functionality of
communicating with the core network 1015 and the data
network 1016 via the base station 1014 on the Wi-Fi
interface 1018. For traffic flows via the LTE interface 1019
and the Wi-Fi interface 1018, the path up to the base station
1014 remains the same. Furthermore, there is no change to
an LTE stack 1012, that is, a Layer 2 protocol stack of the
base station 1014, the Wi-Fi access point (Wi-Fi AP) 1010,
the Wi-Fi module 1008 on the user device 1001, the WWAN
driver 1005 on the user device 1001 and the WLAN driver
1006 on the user device 1001.

[0069] For bearers with quality of service (QoS) require-
ments that can be satisfied by Wi-Fi access points (Wi-Fi
APs) 1010, the base station 1014 offloads traffic flows in
both downlink and uplink directions to the Wi-Fi interface
1018. This bidirectional offload to the Wi-Fi interface 1018
allows the base station 1014 to cater to users with more
stringent QoS requirements on the long term evolution
(LTE) interface 1019 or even to distribute the required
bandwidth between the LTE interface 1019 and the Wi-Fi
interface 1018. The base station 1014 switches between the
LTE interface 1019 and the Wi-Fi interface 1018 based on
the switching criteria disclosed in the detailed description of
FIG. 1. The cellular wireless access data offload system
(CWADOS) 1011 in the base station 1014 maintains a
candidate list of Wi-Fi APs 1010 for offloading data from the
LTE interface 1019; acquires information on the loading of
the Wi-Fi APs 1010 and the loading on the Wi-Fi interfaces
1018 provided by those Wi-Fi APs 1010; sends the service
set identifier (SSID) and the authentication information to
the user device 1001; performs different methods of offload-
ing of data packets; requests for measurements that aid in
dynamically selecting a Wi-Fi AP 1010 to which data can be
offloaded; requests for measurements that aid in dynamically
switching data from the LTE interface 1019 to the Wi-Fi
interface 1018 and vice versa; forwards downlink data
packets on the selected interface 1019 or 1018; creates a
mapping of traffic flows to the corresponding S1-U bearers
based on the received uplink data packets on the LTE
interface 1019; utilizes the created mapping to forward
uplink data packets received on the Wi-Fi interface 1018 on
the corresponding S1-U bearer; minimizes power consump-
tion on the user device 1001 by ensuring that the Wi-Fi
interface 1018 is activated only when the Wi-Fi interface
1018 can be efficiently used and switched-off otherwise; and
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moves the data back to the LTE interface 1019 when the LTE
connection needs to be handed-off to another base station
1014.

[0070] In a first method of offloading data packets, the
cellular wireless access data offload system (CWADOS)
1011 acquires the internet protocol (IP) address allocated for
each packet data network (PDN) connection from the user
device 1001, acquires the Wi-Fi media access control
(MAC) address from the user device 1001, and configures a
PDN connection IP address as a static IP address for the
Wi-Fi MAC address in the Wi-Fi access point (Wi-Fi AP)
1010. In a second method of offloading data packets, the
CWADOS 1011 encapsulates each of the downlink data
packets in an outer IP data packet for tunneling via the Wi-Fi
AP 1010, and extracts the uplink data packets from the outer
IP data packets received via the Wi-Fi AP 1010. In a third
method of offloading data packets, the CWADOS 1011
changes or updates the destination IP address of the down-
link data packets to the IP address assigned to the user by the
Wi-Fi AP 1010, acquires the IP address allocated for each
PDN connection from the user device 1001, and changes the
source [P address of the uplink data packets to the PDN
connection IP address.

[0071] The cellular wireless access data offload system
(CWADOS) 1011 in the base station 1014 communicates
with the user device 1001 and the core network 1015 via the
long term evolution (LTE) interface 1019 and the S1 inter-
face 1020. To communicate with the LTE module 1007 of
the user device 1001 on the LTE interface 1019, the CWA-
DOS 1011 uses the LTE stack 1012 of the base station 1014.
The LTE stack 1012 refers to the complete LTE functionality
in the base station 1014 comprising, for example, opera-
tions, administration and maintenance (OAM), radio
resource management (RRM), local resource management,
network resource management, cell management, user
device connection management, radio interface protocol
stack functions, S1 control plane protocol stack functions,
and self-optimizing network (SON) functions. To commu-
nicate with the core network 1015 via the S1 interface 1020,
the CWADOS 1011 uses an S1-U stack 1013 of the base
station 1014. The S1-U stack 1013 is a user plane protocol
stack on the S1 interface 1020 between the base station 1014
and the core network 1015 and comprises a general packet
radio service (GPRS) tunneling protocol-user plane protocol
transported over a user datagram protocol or an internet
protocol. In an embodiment, each of the modules of the
communications system 1000 is implemented on an inde-
pendent integrated circuit (IC) or in an independent set of
ICs mounted on separate printed circuit boards (PCBs) that
are interconnected or implemented as functional blocks in an
integrated System-on-Chip (SoC). In an embodiment, the
modules of the communications system 1000 are co-located
or located in different geographical locations. By the imple-
mentation of the CWADOS 1011, an end user receives
continuous wireless coverage and extra bandwidth for dif-
ferent applications due to the use of two interfaces, that is,
the LTE interface 1019 and the Wi-Fi interface 1018 at the
same time. The access network 1009 will be able to serve
more users since the capacity of the LTE interface 1019 is
now supplemented by the capacity of the Wi-Fi interface
1018.

[0072] In an embodiment, a protocol with reserved user
datagram protocol (UDP) ports are used between the base
station 1014 and the user device 1001 for communication
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regarding offloading data on the Wi-Fi interface 1018 and
allowing development of value added applications. This
protocol allows a separate policy to be used for switching
uplink data packets between the LTE interface 1019 and the
Wi-Fi interface 1018.

[0073] FIG. 11 exemplarily illustrates a block diagram of
the base station 1014 comprising the cellular wireless access
data offload system (CWADOS) 1011 for offloading data
from the first cellular wireless communication interface,
hereinafter referred to as the “long term evolution (LTE)
interface”, to the second wireless communication interface,
hereinafter referred to as the “Wi-Fi interface”, without
impacting cellular wireless protocols of the cellular wireless
communication network, hereinafter referred to as the “LTE
network”. An example of the base station 1014 is an evolved
Node B (eNodeB). The base station 1014 is implemented as
a single unit at a location or as multiple functional units at
a location or as multiple functional units distributed across
locations. As exemplarily illustrated in FIG. 11, the base
station 1014 disclosed herein comprises one or more anten-
nas 1101, a radio frequency (RF) unit 1102, multiple pro-
cessors such as a signal processing unit 1111, a network
processing unit 1122, and a general purpose processing unit
1114, the CWADOS 1011 executable by at least one pro-
cessor, for example, 1114, and non-transitory computer
readable storage media comprising, for example, a volatile
memory unit 1112 and a non-volatile memory unit 1113. As
used herein, “non-transitory computer readable storage
media” refers to all computer readable media, for example,
non-volatile media such as optical discs or magnetic disks,
volatile media such as a register memory, a processor cache,
etc., and transmission media such as wires that constitute a
system bus coupled to the processors 1111, 1114, and 1122,
except for a transitory, propagating signal. The non-transi-
tory computer readable storage media is communicatively
coupled to the processors 1111, 1114, and 1122 and config-
ured to store computer program instructions defined by the
modules, for example, 1115, 1116, 1117, etc., of the CWA-
DOS 1011. The processors 1111, 1114, and 1122 execute the
defined computer program instructions.

[0074] The radio frequency unit 1102 is operably coupled
to one or more antennas 1101 of the base station 1014. The
radio frequency unit 1102 is a hardware module that per-
forms the functions of converting signals between digital
and analog forms, modulation, frequency conversion, ampli-
fication, filtering, and transmission and reception of radio
frequency electromagnetic waves via one or more antennas
1101. The radio frequency unit 1102 transmits and receives
radio frequency electromagnetic waves via the antennas
1101, and processes radio frequency signals transmitted and
received via the antennas 1101. As exemplarily illustrated in
FIG. 11, the radio frequency unit 1102 comprise a duplexer
and/or a diplexer 1103, a low noise amplifier (LNA) 1104,
a power amplifier (PA) 1105, mixers 1106 and 1107, a
crystal oscillator (XO) 1108, a digital to analog converter
(DAC) 1110, and an analog to digital converter (ADC) 1109
for processing the radio frequency signals. The duplexer
and/or the diplexer 1103 in the radio frequency unit 1102
enables the antennas 1101 to transmit and receive radio
frequency signals simultaneously and transmit and receive
radio frequency signals of different frequencies. The low
noise amplifier 1104 amplifies the radio frequency signals
received from the antennas 1101 via the duplexer and/or the
diplexer 1103 and communicates the amplified radio fre-
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quency signals to the mixer 1106. The power amplifier 1105
converts a low-power radio frequency signal into a radio
frequency signal of significant power for driving the anten-
nas 1101 of the base station 1014 to transmit radio frequency
signals. The mixers 1106 and 1107 of the radio frequency
unit 1102 convert the radio frequency signals from one
frequency band to another frequency band for optimizing
transmission and reception by the antennas 1101 and further
signal processing. The crystal oscillator 1108 in the radio
frequency unit 1102 interacts with the mixers 1106 and 1107
for converting the radio frequency signal from one fre-
quency band to another frequency band. The digital to
analog converter 1110 performs digital to analog conversion
of the radio frequency signals and communicates the con-
verted radio frequency signals to the mixer 1107. The analog
to digital converter 1109 performs analog to digital conver-
sion of the mixed radio frequency signals and communicates
the converted radio frequency signals to the signal process-
ing unit 1111.

[0075] The processors 1111, 1114, and 1122 of the base
station 1014 refer to any one or more microprocessors,
central processing unit (CPU) devices, finite state machines,
computers, microcontrollers, digital signal processors, logic,
a logic device, an electronic circuit, an application specific
integrated circuit (ASIC), a field-programmable gate array
(FPGA), a chip, etc., or any combination thereof, capable of
executing computer programs or a series of commands,
instructions, or state transitions. The processors 1111, 1114,
and 1122 are selected, for example, from the Intel® proces-
sors such as the [tanium® microprocessor or the Pentium®
processors, Advanced Micro Devices (AMD®) processors
such as the Athlon® processor, UltraSPARC® processors,
microSPARC® processors, hp® processors, International
Business Machines (IBM®) processors such as the Pow-
erPC® microprocessor, the MIPS® reduced instruction set
computer (RISC) processor of MIPS Technologies, Inc.,
RISC based computer processors of ARM Holdings,
Motorola® processors, Qualcomm® processors, etc. The
cellular wireless access data offload system (CWADOS)
1011 disclosed herein is not limited to employing processors
1111, 1114, and 1122. In an embodiment, the CWADOS
1011 employs a controller or a microcontroller. At least one
of the processors 1111, 1114, and 1122 execute the computer
program instructions defined by the CWADOS 1011. The
signal processing unit 1111 is communicatively coupled to
the radio frequency unit 1102. The signal processing unit
1111 communicates with the radio frequency unit 1102,
modulates and demodulates the converted radio frequency
signals from the analog to digital converter 1109 and the
digital to analog converter 1110, and implements computa-
tion intensive software functions involving extensive math-
ematical functions. The network processing unit 1122 pro-
cesses downlink data packets received from the core
network 1015 exemplarily illustrated in FIG. 10, and uplink
data packets to be transmitted to the core network 1015. In
an embodiment, the processing of data packets by the
network processing unit 1122 comprises deep packet inspec-
tion of the uplink data packets, packet filter generation on
performing the deep packet inspection of the uplink data
packets, and packet forwarding to the user device 1001 or
the core network 1015 exemplarily illustrated in FIG. 10.
The general purpose processing unit 1114 is communica-
tively coupled to the radio frequency unit 1102 via the signal
processing unit 1111. The general purpose processing unit
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1114 executes software instructions that involve moving
memory from one storage location to another storage loca-
tion, comparisons, and implementation of communication
interface switching logic.

[0076] In an embodiment as exemplarily illustrated in
FIG. 11, the cellular wireless access data offload system
(CWADOS) 1011 is implemented in the general purpose
processing unit 1114. The CWADOS 1011 comprises an
information communication module 1115, a communication
interface determination module 1116, a data offload module
1117, and a mapping database 1121. The information com-
munication module 1115 transmits wireless connection iden-
tification information to the user device 1001 on a bearer of
the long term evolution (LTE) interface 1019 using a com-
munication protocol for establishing the Wi-Fi interface
1018 between the user device 1001 and the wireless access
point, hereinafter referred to as the “Wi-Fi access point
(Wi-Fi AP)” exemplarily illustrated in FIG. 10. The infor-
mation communication module 1115 transmits the wireless
connection identification information to the user device
1001 on a default bearer of the LTE interface 1019 or a
dedicated bearer of the LTE interface 1019. The wireless
connection identification information is carried over the
communication protocol on a reserved port number or a
reserved protocol number. The information communication
module 1115 transmits the wireless connection identification
information to the user device 1001 based on one or more
network addresses associated with the LTE interface 1019
and/or the Wi-Fi interface 1018, received from the user
device 1001. One or more network addresses comprise an
internet protocol (IP) address of the LTE interface 1019
and/or a media access control address of the Wi-Fi interface
1018. One of the network addresses associated with the LTE
interface 1019 is assigned as a static network address to the
Wi-Fi interface 1018. In an embodiment, one of the network
addresses is an IP address of the Wi-Fi interface 1018
acquired from the Wi-Fi AP 1010.

[0077] In an embodiment for establishing the Wi-Fi inter-
face 1018 between the user device 1001 and the Wi-Fi
access point (Wi-Fi AP) 1010 exemplarily illustrated in FIG.
10, the information communication module 1115 receives a
network address of the Wi-Fi interface 1018 assigned to the
user device 1001, after transmitting the wireless connection
identification information to the user device 1001, where the
network address is an internet protocol (IP) address for the
Wi-Fi interface 1018 acquired from the Wi-Fi AP 1010. In
another embodiment, the information communication mod-
ule 1115 receives a network address of the Wi-Fi interface
1018 assigned to the user device 1001 by the Wi-Fi AP 1010
and a network address of the LTE interface 1019, after
transmitting the wireless connection identification informa-
tion to the user device 1001, where the network address of
the Wi-Fi interface 1018 is an IP address for the Wi-Fi
interface 1018 acquired from the Wi-Fi AP 1010 and the
network address of the LTE interface 1019 is an IP address
of the LTE interface 1019.

[0078] The communication interface determination mod-
ule 1116 determines the long term evolution (LTE) interface
1019 or the established Wi-Fi interface 1018 for transmitting
downlink data packets from the core network 1015 to the
user device 1001 and for transmitting uplink data packets
from the user device 1001 to the core network 1015, based
on the switching criteria. The switching criteria for trans-
mitting the downlink data packets from the core network
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1015 to the user device 1001 and for transmitting the uplink
data packets from the user device 1001 to the core network
1015 is as disclosed in the detailed description of FIG. 1.
The communication interface determination module 1116
dynamically selects the Wi-Fi access point (Wi-Fi AP) 1010
based on selection criteria comprising the load on the Wi-Fi
AP 1010 and measurements computed by the user device
1001 on request by the base station 1014 over the commu-
nication protocol. In an embodiment, the communication
interface determination module 1116 selects the communi-
cation protocol from a list comprising, for example, the user
datagram protocol, the transmission control protocol, the
internet protocol, etc.

[0079] The data offload module 1117 forwards the down-
link data packets received from the core network 1015 on a
cellular wireless network interface to the user device 1001
via the long term evolution (LTE) interface 1019 or the
Wi-Fi interface 1018 determined by the communication
interface determination module 1116. The cellular wireless
network interface is, for example, the user plane of the S1
interface 1020 exemplarily illustrated in FIG. 10, hereinafter
referred to as the “S1-U interface”. The data offload module
1117 comprises a configuration module 1118, a packet
processing module 1119, and a packet forwarding module
1120. To forward the downlink data packets on the LTE
interface 1019, the packet processing module 1119 maps
each of the downlink data packets to a corresponding bearer
on the LTE interface 1019. The packet forwarding module
1120 then forwards the mapped downlink data packets on
the corresponding bearer of the LTE interface 1019. To
forward the downlink data packets on the Wi-Fi interface
1018, the configuration module 1118 configures the Wi-Fi
access point (Wi-Fi AP) 1010 to assign a network address
associated with the LTE interface 1019 as a static internet
protocol (IP) address to a media access control address of the
user device 1001 on the Wi-Fi interface 1018. The packet
forwarding module 1120 forwards each of the downlink data
packets received from the core network 1015 to the user
device 1001 via the configured Wi-Fi AP 1010 on the Wi-Fi
interface 1018.

[0080] Inanembodiment of forwarding the downlink data
packets on the Wi-Fi interface 1018, the packet processing
module 1119 encapsulates each of the downlink data packets
within an outer data packet whose source internet protocol
(IP) address is the IP address of the base station 1014 and
whose destination IP address is an address assigned to the
user device 1001 by the Wi-Fi access point (Wi-Fi AP) 1010.
The packet forwarding module 1120 forwards the encapsu-
lated downlink data packets to the user device 1001 via the
Wi-Fi AP 1010 on the Wi-Fi interface 1018. In another
embodiment of forwarding the downlink data packets on the
Wi-Fi interface 1018, the packet processing module 1119
updates a destination IP address of each of the downlink data
packets to an IP address of the Wi-Fi interface 1018 assigned
to the user device 1001 by the Wi-Fi AP 1010. The packet
forwarding module 1120 forwards each of the downlink data
packets with the updated destination IP address to the user
device 1001 via the Wi-Fi AP 1010 on the Wi-Fi interface
1018.

[0081] The data offload module 1117 also forwards the
uplink data packets received from the user device 1001 via
the long term evolution (LTE) interface 1019 or the Wi-Fi
interface 1018 determined by the communication interface
determination module 1116 to the core network 1015 on the
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S1-U interface. In an embodiment, the configuration module
1118 configures the Wi-Fi access point (Wi-Fi AP) 1010 to
forward the uplink data packets received by the Wi-Fi AP
1010 to the base station 1014. To forward the uplink data
packets on the LTE interface 1019 to the core network 1015
via the base station 1014, the packet processing module 1119
receives the uplink data packets from the user device 1001
on bearers of the LTE interface 1019 and determines bearers
on the S1-U interface that correspond to the bearers of the
LTE interface 1019 on which the uplink data packets are
received. The packet processing module 1119 further per-
forms a deep packet inspection of the received uplink data
packets and associates traffic flow identifiers of uplink traffic
flows of the received uplink data packets to the determined
bearers on the S1-U interface. The packet forwarding mod-
ule 1120 forwards the received uplink data packets to the
core network 1015 on the determined bearers on the S1-U
interface.

[0082] To forward uplink data packets on the Wi-Fi inter-
face 1018, the packet processing module 1119 transmits
packet forwarding information for the uplink data packets to
be forwarded via the established Wi-Fi interface 1018 to the
user device 1001 as disclosed in the detailed description of
FIG. 1. The packet processing module 1119 further receives
the uplink data packets from the user device 1001 based on
the transmitted packet forwarding information via the Wi-Fi
access point (Wi-Fi AP) 1010, performs a deep packet
inspection of the received uplink data packets, and maps
traffic flow identifiers of uplink traffic flows of the received
uplink data packets to corresponding bearers on the S1-U
interface based on an association created between the traffic
flow identifiers of the uplink traffic flows of previous uplink
data packets received on the long term evolution (LTE)
interface 1019 and corresponding bearers on the S1-U
interface. The packet forwarding module 1120 forwards the
received uplink data packets to the core network 1015 on the
corresponding bearers on the S1-U interface based on the
mapping of the traffic flow identifiers stored in the mapping
database 1121. In an embodiment, in addition to the above
steps for forwarding uplink data packets on the Wi-Fi
interface 1018, the packet processing module 1119 updates
a source internet protocol (IP) address of each of the
received uplink data packets with an IP address of the LTE
interface 1019 prior to performing the deep packet inspec-
tion of each of the received uplink data packets.

[0083] In another embodiment of forwarding uplink data
packets on the Wi-Fi interface 1018, the packet processing
module 1119 transmits packet forwarding information for
the uplink data packets to be forwarded via the established
Wi-Fi interface 1018, to the user device 1001 as disclosed in
the detailed description of FIG. 1, where the uplink data
packets are encapsulated within outer data packets on the
user device 1001 and where each of the outer data packets
comprises a source network address and a destination net-
work address as disclosed in the detailed description of FIG.
1. The packet processing module 1119 receives the encap-
sulated uplink data packets from the user device 1001 based
on the transmitted packet forwarding information via the
Wi-Fi access point (Wi-Fi AP) 1010 and extracts the uplink
data packets from the encapsulated uplink data packets. The
packet processing module 1119 further performs a deep
packet inspection of the extracted uplink data packets and
maps traffic flow identifiers of the uplink traffic flows of the
extracted uplink data packets to corresponding bearers on
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the S1-U interface based on an association created between
the traffic flow identifiers of uplink traffic flows of previous
uplink data packets received on the long term evolution
(LTE) interface 1019 and the corresponding bearers on the
S1-U interface. The packet forwarding module 1120 for-
wards the extracted uplink data packets to the core network
1015 on the corresponding bearers on the S1-U interface
based on the mapping of the traffic flow identifiers stored in
the mapping database 1121. In an embodiment, the commu-
nication interface determination module 1116 deactivates
the Wi-Fi interface 1018 when the Wi-Fi interface 1018 is
not in use. In an embodiment, the packet forwarding module
1120 distributes the forwarding of the downlink data packets
from the core network 1015 to the user device 1001 and the
uplink data packets from the user device 1001 to the core
network 1015 between the LTE interface 1019 and the Wi-Fi
interface 1018 when multiple traffic flows are detected
within a single bearer in the LTE network 1021 exemplarily
illustrated in FIG. 10. In another embodiment (not shown),
the packet processing module 1119 and the packet forward-
ing module 1120 are implemented in the networking pro-
cessing unit 1122 for performing their respective functions
as disclosed above. In this embodiment, the cellular wireless
access data offload system (CWADOS) 1011 uses deep
packet inspection, packet filtering or packet filter generation
and packet forwarding functions implemented by the net-
working processing unit 1122. When the decision to select
the Wi-Fi interface 1018 is made for the first time, the
CWADOS 1011 performs the deep packet inspection of an
uplink data packet and generates a traffic flow filter having
a corresponding traffic flow identifier. A mapping of this
traffic flow identifier to the corresponding bearer on the
S1-U interface is stored in the base station 1014.

[0084] The mapping database 1121 can be, for example, a
structured query language (SQL) data store or a not only
SQL (NoSQL) data store such as the Microsofit® SQL
Server®, the Oracle® servers, the MySQL® database of
MySQL AB Company, the mongoDB® of MongoDB, Inc.,
the Neo4j graph database of Neo Technology Corporation,
the Cassandra database of the Apache Software Foundation,
the HBase™ database of the Apache Software Foundation,
etc. In an embodiment, the mapping database 1121 can also
be locations on a file system in the volatile memory unit
1112. In another embodiment, the mapping database 1121
can be remotely accessed by the cellular wireless access data
offload system (CWADOS) 1011. In another embodiment,
the mapping database 1121 is configured as a cloud based
database implemented in a cloud computing environment.

[0085] The volatile memory unit 1112 and the nonvolatile
memory unit 1113 are used for storing programs, applica-
tions, and data. For example, the instructions defined by the
information communication module 1115, the communica-
tion interface determination module 1116, and the configu-
ration module 1118, the packet processing module 1119, and
the packet forwarding module 1120 of the data offload
module 1117 are stored in the volatile memory unit 1112 and
the non-volatile memory unit 1113 of the cellular wireless
access data offload system (CWADOS) 1011. The volatile
memory unit 1112 and the non-volatile memory unit 1113
are, for example, a random access memory (RAM) or
another type of dynamic storage device that stores informa-
tion and instructions for execution by the signal processing
unit 1111, the general purpose processing unit 1114, and the
network processing unit 1122. The volatile memory unit
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1112 and the non-volatile memory unit 1113 also store
temporary variables and other intermediate information used
during execution of the instructions by the signal processing
unit 1111, the general purpose processing unit 1114, and the
network processing unit 1122. The CWADOS 1011 further
comprises a read only memory (ROM) or another type of
static storage device that stores static information and
instructions for the signal processing unit 1111, the general
purpose processing unit 1114, and the network processing
unit 1122.

[0086] Disclosed herein is also a non-transitory computer
readable storage medium that stores computer program
codes comprising instructions executable by one or more
processors comprising the signal processing unit 1111, the
general purpose processing unit 1114, and the network
processing unit 1122 for offloading data from the long term
evolution (LTE) interface 1019 to the Wi-Fi interface 1018,
without impacting cellular wireless protocols of the LTE
network 1021. The computer program codes comprise a first
computer program code for transmitting wireless connection
identification information to the user device 1001 on a
bearer of the LTE 1019 using a communication protocol for
establishing the Wi-Fi interface 1018 between the user
device 1001 and a Wi-Fi access point (Wi-Fi AP) 1010; a
second computer program code for determining the LTE
interface 1019 or the established Wi-Fi interface 1018 for
transmitting downlink data packets from the core network
1015 to the user device 1001 and for transmitting uplink data
packets from the user device 1001 to the core network 1015,
based on switching criteria; a third computer program code
for forwarding the downlink data packets received from the
core network 1015 on the S1-U interface to the user device
1001 via the determined LTE interface 1019 or the Wi-Fi
interface 1018; and a fourth computer program code for
forwarding the uplink data packets received from the user
device 1001 via the determined LTE interface 1019 or the
Wi-Fi interface 1018 to the core network 1015 on the S1-U
interface.

[0087] The computer program codes embodied on the
non-transitory computer readable storage medium disclosed
herein further comprise one or more additional computer
program codes for performing additional steps that may be
required and contemplated for offloading data from the long
term evolution (LTE) interface 1019 to the Wi-Fi interface
1018, without impacting the cellular wireless protocols of
the LTE network 1021. In an embodiment, a single piece of
computer program code comprising computer executable
instructions performs one or more steps of the method
disclosed herein for offloading data from the LTE interface
1019 to the Wi-Fi interface 1018, without impacting the
cellular wireless protocols of the LTE network 1021. The
processors 1111, 1114, and 1122 of the base station 1014
retrieve the computer executable instructions of the com-
puter program codes and execute them. When the computer
executable instructions are executed by the processors 1111,
1114, and 1122, the computer executable instructions cause
the processors 1111, 1114, and 1122 to perform the steps of
the method for offloading data from the LTE interface 1019
to the Wi-Fi interface 1018, without impacting the cellular
wireless protocols of the LTE network 1021.

[0088] Consider an example that illustrates the method for
offloading data from the long term evolution (LTE) interface
1019 to the Wi-Fi interface 1018 without impacting the
cellular wireless protocols of the LTE network 1021 exem-
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plarily illustrated in FIG. 10. The user device 1001 estab-
lishes one or more packet data network (PDN) connections
in the LTE network 1021. The cellular wireless access data
offload system (CWADOS) 1011 in the base station 1014
communicates with the user device 1001 using a data radio
bearer on the LTE interface 1019. All communication
between the CWADOS 1011 and the user device 1001 is
performed over one of the communication protocols, for
example, a user datagram protocol (UDP), a transmission
control protocol (TCP), or an internet protocol (IP). A
reserved UDP port number, TCP port number, or IP protocol
number is used for this communication. The CWADOS 1011
requests the user device 1001 to report measurements, for
example, a signal-to-interference-plus-noise ratio (SINR), a
received signal strength indicator (RSSI), number of missed
beacons, etc., for the Wi-Fi interface 1018.

[0089] The cellular wireless access data offload system
(CWADOS) 1011 requests the user device 1001 to report the
packet data network (PDN) connection internet protocol (IP)
address and the Wi-Fi media access control (MAC) address
of the user device 1001. The user device 1001 reports back
the PDN connection IP address and its Wi-Fi MAC address.
The CWADOS 1011 then requests the user device 1001 to
(a) connect to a Wi-Fi access point (Wi-Fi AP) 1010; (b)
assign the PDN connection IP address as a static IP address
to the established Wi-Fi interface 1018 or acquire an IP
address from the Wi-Fi AP 1010, and (c) confirm completion
of these actions. As part of this request, the CWADOS 1011
sends the service set identifier (SSID) and the authentication
password to enable the user device 1001 to establish the
connection to the Wi-Fi AP 1010. The user device 1001
establishes the Wi-Fi connection, makes the static IP address
assignment if an IP address was provided by the CWADOS
1011 or otherwise acquires an IP address from the Wi-Fi AP
1010, and confirms completion of the actions back to the
CWADOS 1011.

[0090] In an embodiment, the cellular wireless access data
offload system (CWADOS) 1011 requests the user device
1001 to connect to a Wi-Fi access point (Wi-Fi AP) 1010,
acquire an internet protocol (IP) address for this connection
from the Wi-Fi AP 1010, and report back the acquired IP
address. As part of this request, the CWADOS 1011 sends
the service set identifier (SSID) and the authentication
password to enable the user device 1001 to establish the
connection to the Wi-Fi AP 1010. The user device 1001
establishes the connection, acquires an IP address, and
reports the Wi-Fi interface IP address back to the CWADOS
1011.

[0091] Inanother embodiment, the cellular wireless access
data offload system (CWADOS) 1011 requests the user
device 1001 to connect to a Wi-Fi access point (Wi-Fi AP)
1010, acquire an internet protocol (IP) address for this
connection from the Wi-Fi AP 1010, and report back the
acquired IP address and the long term evolution (LTE)
packet data network (PDN) connection IP address. As part of
this request, the CWADOS 1011 sends the service set
identifier (SSID) and the authentication password to enable
the user device 1001 to establish the connection to the Wi-Fi
AP 1010. The user device 1001 establishes the connection,
acquires an IP address, and reports the acquired Wi-Fi
interface IP address and the LTE PDN connection IP address
back to the CWADOS 1011. The CWADOS 1011 also
configures the required LTE measurements in the user
device 1001 via an existing base station functionality. The
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CWADOS 1011 also has access to the loading of the base
station 1014, the Wi-Fi AP 1010, the LTE interface 1019,
and the Wi-Fi interface 1018.

[0092] The method for forwarding downlink data packets
from the core network 1015 to the user device 1001 is
illustrated in following example. The cellular wireless
access data offload system (CWADOS) 1011 in the base
station 1014 requests the user device 1001 for the packet
data network (PDN) connection internet protocol (IP)
address and the Wi-Fi media access control (MAC) address.
The user device 1001 sends the PDN connection IP address,
for example, 122.202.25.73, and the Wi-Fi MAC address,
for example, 01:02:03:04:05:06, to the CWADOS 1011. The
CWADOS 1011 requests the user device 1001 to connect to
the Wi-Fi access point (Wi-Fi AP) 1010 exemplarily illus-
trated in FIG. 10, assign the PDN connection IP address as
a static IP address to the established Wi-Fi connection, and
confirm completion of the actions. The user device 1001
assigns the PDN connection IP address as the static IP
address to the established Wi-Fi connection and confirms
completion of the actions. The CWADOS 1011 configures
the PDN connection IP address as the static IP address for
the Wi-Fi MAC address in the Wi-Fi AP 1010. The base
station 1014 receives a downlink data packet with the source
1P address, for example, 202. 101.55.22 on the data network
side, and the destination IP address, for example, 122.202.
25.73. The CWADOS 1011 forwards the received downlink
data packet to the Wi-Fi AP 1010. The Wi-Fi AP 1010
determines that the destination IP address of the downlink
data packet is a static IP address assigned to the user device
1001 with the Wi-Fi MAC address and forwards the down-
link data packet to the static IP address. The Wi-Fi module
1008 in the user device 1001 receives the downlink data
packet as the downlink data packet is addressed with the
Wi-Fi MAC address and forwards the downlink data packet
to the application 1002 on the user device 1001 via the
wireless local area network (WLAN) driver 1006 and the
operating system (OS) networking stack 1004 exemplarily
illustrated in FIG. 10.

[0093] An embodiment of the method for forwarding
downlink data packets from the core network 1015 to the
user device 1001 is illustrated in the following example. The
cellular wireless access data offload system (CWADOS)
1011 in the base station 1014 requests the user device 1001
for the packet data network (PDN) connection internet
protocol (IP) address. The user device 1001 sends the PDN
connection IP address, for example, 122.202.25.73, to the
CWADOS 1011. The CWADOS 1011 requests the user
device 1001 to connect to the Wi-Fi access point (Wi-Fi AP)
1010, acquire an IP address, and report back the acquired 1P
address. The user device 1001 connects to the Wi-Fi AP
1010, acquires the IP address, for example, 192.168.3.3, that
is, the Wi-Fi interface IP address, and reports the IP address
back to the CWADOS 1011. The base station 1014 receives
a downlink data packet with the source IP address, for
example, 202. 101.55.22 on the data network side, and the
destination IP address, for example, 122.202.25.73. The
CWADOS 1011 encapsulates the downlink data packet, that
is, the inner IP data packet within an outer IP data packet.
For the outer IP data packet, the source IP address is the IP
address of the base station 1014, for example, 192.168.3.2,
and the destination address is the Wi-Fi interface IP address
on the user device 1001, for example, 192.168.3.3. The
CWADOS 1011 forwards the outer IP data packet to the
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Wi-Fi AP1010. The Wi-Fi AP 1010 knows that the Wi-Fi AP
1010 assigned the destination IP address of the outer IP data
packet to the user device 1001 and therefore forwards the
outer IP data packet to the user device 1001. The Wi-Fi
module 1008 in the user device 1001 receives the outer IP
data packet with the downlink data packet and forwards the
outer IP data packet via the wireless local area network
(WLAN) driver 1006 to the operating system (OS) network-
ing stack 1004 of the user device 1001. The OS networking
stack 1004 extracts the inner IP data packet with the source
IP address, for example, 202. 101.55.22, and the destination
IP address, for example, 122.202.25.73, encapsulated in the
outer IP data packet, and forwards the inner IP data packet
to the application 1002 of the user device 1001.

[0094] Another embodiment of the method for forwarding
downlink data packets from the core network 1015 to the
user device 1001 is illustrated in the following example. The
cellular wireless access data offload system (CWADOS)
1011 in the base station 1014 requests the user device 1001
to connect to the Wi-Fi access point (Wi-Fi AP) 1010,
acquire an internet protocol (IP) address, and report back the
acquired IP address and the packet data network (PDN)
connection internet protocol (IP) address. The user device
1001 connects to the Wi-Fi AP 1010, acquires the IP address,
that is, the Wi-Fi interface IP address, for example, 192.168.
3.3, and reports the acquired IP address and the PDN
connection [P address, for example, 122.202.25.73 back to
the CWADOS 1011. The base station 1014 receives a
downlink data packet with the source IP address as the data
network side IP address, for example, 202 101.55.22, and the
destination IP address as the PDN connection IP address, for
example, 122.202.25.73. The CWADOS 1011 updates the
destination IP address to the Wi-Fi interface IP address on
the user device 1001. The CWADOS 1011 forwards the
downlink data packet to the Wi-Fi AP 1010. The Wi-Fi AP
1010 knows that the Wi-Fi AP 1010 assigned the destination
IP address of the downlink data packet, for example, 192.
168.3.3, to the user device 1001 and therefore forwards the
downlink data packet to the user device 1001. The Wi-Fi
module 1008 of the user device 1001 receives the downlink
data packet and forwards the received downlink data packet
via the wireless local area network (WLAN) driver 1006 to
the operating system (OS) networking stack 1004 of the user
device 1001. The OS networking stack 1004 updates the
destination IP address to the PDN connection IP address and
forwards the received downlink data packet to the applica-
tion 1002 of the user device 1001.

[0095] The method for forwarding uplink data packets
from the user device 1001 to the core network 1015 is
illustrated in the following example. The cellular wireless
access data offload system (CWADOS) 1011 in the base
station 1014 receives an uplink data packet on a bearer of the
long term evolution (LTE) interface 1019. The CWADOS
1011 determines the bearer on the S1-U interface, for
example, S1-U bearer x, that corresponds to the bearer of the
LTE interface 1019 on which the uplink data packet was
received, and forwards the uplink data packet on the deter-
mined bearer, that is, the S1-U bearer x. The uplink data
packet has the source internet protocol (IP) address, for
example, 122.202.25.73, the source user datagram protocol
(UDP) port number, for example, 1234, the destination IP
address, for example, 202. 101.55.22, and the destination
UDP port number, for example, 4321. The CWADOS 1011
derives a traffic flow identifier, for example, [122.202.25.73,
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1234, 202. 101.55.22, 4321] from the uplink data packet.
The CWADOS 1011 associates the traffic flow identifier to
the S1-U bearer x. The CWADOS 1011 requests the user
device 1001 to transmit uplink data packets belonging to
uplink traffic flow identified by the traffic flow identifier on
the Wi-Fi interface 1018. The operating system (OS) net-
working stack 1004 on the user device 1001 receives an
uplink data packet for transmission from the application
1002 on the user device 1001. The uplink data packet has the
source IP address, for example, 122.202.25.73, the source
UDP port number, for example, 1234, the destination IP
address, for example, 202. 101.55.22, and the destination
UDP port number, for example, 4321. The uplink data
packet belongs to the uplink traffic flow identified by the
traffic flow identifier, for example, [122.202.25.73, 1234,
202. 101.55.22, 4321]. The OS networking stack 1004
forwards the uplink data packet to the wireless local area
network (WLAN) driver 1006 of the user device 1001 as this
uplink traffic flow was directed to the Wi-Fi interface 1018
by the CWADOS 1011. The WLAN driver 1006 forwards
the uplink data packet via the Wi-Fi module 1008 on the user
device 1001 and via the Wi-Fi access point (Wi-Fi AP) 1010
to the base station 1014, from where the CWADOS 1011
receives the uplink data packet. The CWADOS 1011 deter-
mines that the uplink data packet belongs to the uplink traffic
flow identified by the traffic flow identifier [122.202.25.73,
1234, 202. 101.55.22, 4321]. From the association created
when the uplink data packet was received on the LTE
interface 1019, the CWADOS 1011 knows that the uplink
data packet has to be forwarded on the S1-U bearer x and
therefore forwards the uplink data packet on the S1-U bearer
X.

[0096] An embodiment of the method for forwarding
uplink data packets from the user device 1001 to the core
network 1015 is illustrated in the following example. The
cellular wireless access data offload system (CWADOS)
1011 in the base station 1014 receives an uplink data packet
on a bearer of the long term evolution (LTE) interface 1019.
The CWADOS 1011 determines the bearer on the S1-U
interface, for example, S1-U bearer x, that corresponds to
the bearer of the LTE interface 1019 on which the uplink
data packet was received, and forwards the uplink data
packet on the determined bearer, that is, the S1-U bearer x.
The uplink data packet has the source internet protocol (IP)
address, for example, 122.202.25.73, the source user data-
gram protocol (UDP) port number, for example, 1234, the
destination IP address, for example, 202 101.55.22, and the
destination UDP port number, for example, 4321. The
CWADOS 1011 derives a traffic flow identifier, for example,
[122.202.25.73, 1234, 202 101.55.22, 4321] from the uplink
data packet. The CWADOS 1011 associates the traffic flow
identifier to the S1-U bearer x. The CWADOS 1011 requests
the user device 1001 to transmit uplink data packets belong-
ing to the uplink traffic flow identified by the traffic flow
identifier [122.202.25.73, 1234, 202 101.55.22, 4321] on the
Wi-Fi interface 1018. The request also comprises the IP
address of the base station 1014. The operating system (OS)
networking stack 1004 on the user device 1001 receives an
uplink data packet for transmission from the application
1002 on the user device 1001. The uplink data packet has the
source IP address, for example, 122.202.25.73, the source
UDP port number, for example, 1234, the destination IP
address, for example, 202 101.55.22, and the destination
UDP port number, for example, 4321. The uplink data
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packet belongs to the uplink traffic flow identified by the
traffic flow identifier [122.202.25.73, 1234, 202 101.55.22,
4321]. The OS networking stack 1004 encapsulates the
uplink data packet, that is, the inner IP data packet within an
outer IP data packet. For the outer IP data packet, the
destination IP address is the IP address of the base station
1014, for example, 192.168.3.2, and the source IP address is
the Wi-Fi interface IP address on the user device 1001, for
example, 192.168.3.3. The OS networking stack 1004 for-
wards the outer IP data packet to the wireless local area
network (WLAN) driver 1006 of the user device 1001 since
the uplink traffic flow was directed to the Wi-Fi interface
1018 by the CWADOS 1011. The WLAN driver 1006
forwards the outer IP data packet via the Wi-Fi module 1008
on the user device 1001 and via the Wi-Fi access point
(Wi-Fi AP) 1010 to the base station 1014, from where the
CWADOS 1011 receives the outer IP data packet. The
CWADOS 1011 extracts the inner 1P data packet from the
received outer 1P data packet. The CWADOS 1011 deter-
mines that the inner IP data packet belongs to the uplink
traffic flow identified by the traffic flow identifier [122.202.
25.73, 1234, 202.101.55.22, 4321]. From the association
created when the uplink data packet was received on the
LTE interface 1019, the CWADOS 1011 knows that this
inner IP data packet has to be forwarded on the S1-U bearer
X.

[0097] Another embodiment of the method for forwarding
uplink data packets from the user device 1001 to the core
network 1015 is illustrated in the following example. The
cellular wireless access data offload system (CWADOS)
1011 in the base station 1014 receives an uplink data packet
on a bearer of the long term evolution (LTE) interface 1019.
The CWADOS 1011 determines the bearer on the S1-U
interface, for example, S1-U bearer x, that corresponds to
the bearer of the LTE interface 1019 on which the uplink
data packet was received, and forwards the uplink data
packet on the determined bearer, that is, the S1-U bearer x.
The uplink data packet has the source internet protocol (IP)
address, for example, 122.202.25.73, the source user data-
gram protocol (UDP) port number, for example, 1234, the
destination IP address, for example, 202. 101.55.22, and the
destination UDP port, for example, 4321. The CWADOS
1011 derives the traffic flow identifier, for example, [122.
202.25.73, 1234, 202.101.55.22, 4321], from the uplink data
packet. The CWADOS 1011 maps the traffic flow identifier
to the S1-U bearer x. The CWADOS 1011 requests the user
device 1001 to transmit uplink data packets belonging to
uplink traffic flow identified by the traffic flow identifier
[122.202.25.73, 1234, 202.101.55.22, 4321] on the Wi-Fi
interface 1018. The operating system (OS) networking stack
1004 on the user device 1001 receives an uplink data packet
for transmission from the application 1002 on the user
device 1001. The uplink data packet has the source IP
address, for example, 122.202.25.73, the source UDP port
number, for example, 1234, the destination IP address, for
example, 202 101.55.22, and the destination UDP port
number, for example, 4321. The uplink data packet belongs
to the uplink traffic flow identified by the traffic flow
identifier [122.202.25.73, 1234, 202.101.55.22, 4321]. The
OS networking stack 1004 changes or updates the source IP
address to the Wi-Fi interface IP address on the user device
1001, for example, 192.168.3.3, and forwards the uplink
data packet to the wireless local area network (WLAN)
driver 1006 since the source IP address belongs to the Wi-Fi
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interface 1018. The WLAN driver 1006 forwards the uplink
data packet via the Wi-Fi module 1008 on the user device
1001, and via the Wi-Fi access point (Wi-Fi AP) 1010 to the
base station 1014, from where the CWADOS 1011 receives
the uplink data packet. The CWADOS 1011 changes the
source IP address to the PDN connection IP address, for
example, 122.202.25.73, and determines that the uplink data
packet belongs to the traffic flow identified by the traffic flow
identifier [122.202.25.73, 1234, 202.101.55.22, 4321]. From
the association created when the uplink data packet was
received on the LTE interface 1019, the CWADOS 1011
knows that this uplink data packet has to be forwarded on the
S1-U bearer x.

[0098] The method disclosed herein, employing the cel-
Iular wireless access data offload system (CWADOS) 1011,
technically affects the functionality of hardware of the base
station 1014 and contributes to the data offloading process
carried on outside a generic computer. The base station 1014
transmits data packets to long term evolution (LTE) users in
both directions. The CWADOS 1011 allows offload of data
packets to the Wi-Fi interface 1018, thereby allowing the
user device 1001 to transmit and receive the offloaded data
packets on the Wi-Fi interface 1018. The CWADOS 1011
allows the user device 1001 to establish an internet connec-
tion with an enhanced throughput and with a better experi-
ence. Therefore, the CWADOS 1011 improves the process
of transmitting data packets to and receiving data packets
from the user device 1001 using the communications system
1000 exemplarily illustrated in FIG. 10, of which the general
purpose processing unit 1114 in the base station 1014 is one
component among other components. In an embodiment, the
hardware of the network processing unit 1122 of the base
station 1014 is enhanced to perform deep packet inspection
of the uplink data packets and forwards the downlink data
packets to the user device 1001 and the uplink data packets
to the core network 1015.

[0099] The quality of communication on the long term
evolution (LTE) interface 1019 is constrained by the number
of user devices 1001 on the LTE interface 1019. The
throughput delivered to the user device 1001 is reduced
when the LTE interface 1019 is overloaded. By offloading
the data to the Wi-Fi interface 1018 from the LTE interface
1019, the cellular wireless access data offload system (CWA-
DOS) 1011 in the base station 1014 caters to an increased
number of user devices 1001 and offers an increased aggre-
gated throughput to the user devices 1001. Furthermore,
when the network processing unit 1122 implements the deep
packet inspection and packet forwarding functions, the gen-
eral purpose processing unit 1114 is freed up from perform-
ing these tasks in software that allows the general purpose
processing unit 1114 to handle more users and a greater
throughput. Therefore, due to the division of tasks between
the general purpose processing unit 1114 and the network
processing unit 1122, there is an increase in the efficiency of
the base station 1014.

[0100] It will be readily apparent in different embodiments
that the various methods, algorithms, and computer pro-
grams disclosed herein are implemented on computer read-
able storage media appropriately programmed for the cel-
Iular wireless access data offload system (CWADOS) 1011
exemplarily illustrated in FIGS. 10-11. As used herein,
“computer readable storage media” refers to non-transitory
computer readable storage media that participate in provid-
ing data, for example, instructions that are read by a com-
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puter, a processor or a similar device. The “computer-
readable storage media” further refers to a single medium or
multiple media, for example, a centralized database, a dis-
tributed database, and/or associated caches and servers that
store one or more sets of instructions that are read by a
computer, a processor or a similar device. The “computer-
readable storage media” further refers to any medium
capable of storing or encoding a set of instructions for
execution by a computer, a processor or a similar device and
that causes a computer, a processor or a similar device to
perform any one or more of the methods disclosed herein.
Non-transitory computer readable storage media comprise
all computer readable media, for example, non-volatile
media, volatile media, and transmission media, except for a
transitory, propagating signal. Non-volatile media comprise,
for example, solid state drives, optical discs or magnetic
disks, and other persistent memory volatile media including
a dynamic random access memory (DRAM), which typi-
cally constitutes a main memory. Volatile media comprise,
for example, a register memory, a processor cache, a random
access memory (RAM), etc. Transmission media comprise,
for example, coaxial cables, copper wire, fiber optic cables,
modems, etc., including wires that constitute a system bus
coupled to a processor, etc. Common forms of computer
readable storage media comprise, for example, a floppy disk,
a flexible disk, a hard disk, magnetic tape, a laser disc, a
Blu-ray Disc® of the Blu-ray Disc Association, any mag-
netic medium, a compact disc-read only memory (CD-
ROM), a digital versatile disc (DVD), any optical medium,
a flash memory card, punch cards, paper tape, any other
physical medium with patterns of holes, a random access
memory (RAM), a programmable read only memory
(PROM), an erasable programmable read only memory
(EPROM), an electrically erasable programmable read only
memory (EEPROM), a flash memory, any other memory
chip or cartridge, or any other medium from which a
computer can read.

[0101] In an embodiment, the computer programs that
implement the methods and algorithms disclosed herein are
stored and transmitted using a variety of media, for example,
the computer readable media in a number of manners. In an
embodiment, hard-wired circuitry or custom hardware is
used in place of, or in combination with, software instruc-
tions for implementing the processes of various embodi-
ments. Therefore, the embodiments are not limited to any
specific combination of hardware and software. The com-
puter program codes comprising computer executable
instructions can be implemented in any programming lan-
guage. Examples of programming languages that can be
used comprise C, C++, CH#, a stack oriented programming
language, Python®, etc. In an embodiment, the computer
program codes or software programs are stored on or in one
or more mediums as object code. In another embodiment,
various aspects of the method and the communications
system 1000 disclosed herein and exemplarily illustrated in
FIG. 10, are implemented as programmed elements, or
non-programmed elements, or any suitable combination
thereof. The non-transitory computer readable storage
medium disclosed herein comprises one or more computer
program codes for implementing the processes of various
embodiments.

[0102] Where databases are described such as the mapping
database 1121, it will be understood by one of ordinary skill
in the art that (i) alternative database structures to those
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described may be employed, and (ii) other memory struc-
tures besides databases may be employed. Any illustrations
or descriptions of any sample databases disclosed herein are
illustrative arrangements for stored representations of infor-
mation. In an embodiment, any number of other arrange-
ments are employed besides those suggested by tables
illustrated in the drawings or elsewhere. Similarly, any
illustrated entries of the databases represent exemplary
information only; one of ordinary skill in the art will
understand that the number and content of the entries can be
different from those disclosed herein. In another embodi-
ment, despite any depiction of the databases as tables, other
formats including relational databases, object-based models,
and/or distributed databases are used to store and manipulate
the data types disclosed herein. Object methods or behaviors
of a database can be used to implement various processes
such as those disclosed herein. In another embodiment, the
databases are, in a known manner, stored locally or remotely
from a device that accesses data in such a database. In
embodiments where there are multiple databases in the
communications system 1000, the databases are integrated
to communicate with each other for enabling simultaneous
updates of data linked across the databases, when there are
any updates to the data in one of the databases.

[0103] The method and the communications system 1000
disclosed herein can be configured to work in a network
environment comprising one or more computers that are in
communication with one or more devices via a network. In
an embodiment, the computers communicate with the
devices directly or indirectly, via a wired medium or a
wireless medium such as the Internet, a local area network
(LAN), a wide area network (WAN) or the Ethernet, a token
ring, or via any appropriate communications mediums or
combination of communications mediums. Each of the
devices comprises processors, examples of which are dis-
closed above, that are adapted to communicate with the
computers. In an embodiment, each of the computers is
equipped with a network communication device, for
example, a network interface card, a modem, or other
network connection device suitable for connecting to a
network. Each of the computers and the devices executes an
operating system, examples of which are disclosed above.
While the operating system may differ depending on the type
of computer, the operating system provides the appropriate
communications protocols to establish communication links
with the network. Any number and type of machines may be
in communication with the computers.

[0104] The method and the communications system 1000
disclosed herein are not limited to a particular computer
system platform, processor, operating system, or network. In
an embodiment, one or more aspects of the method and the
communications system 1000 disclosed herein are distrib-
uted among one or more computer systems, for example,
servers configured to provide one or more services to one or
more client computers, or to perform a complete task in a
distributed system. For example, one or more aspects of the
method and the communications system 1000 disclosed
herein are performed on a client-server system that com-
prises components distributed among one or more server
systems that perform multiple functions according to various
embodiments. These components comprise, for example,
executable, intermediate, or interpreted code, which com-
municate over a network using a communication protocol.
The method and the communications system 1000 disclosed
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herein are not limited to be executable on any particular
system or group of systems, and are not limited to any
particular distributed architecture, network, or communica-
tion protocol.
[0105] The foregoing examples have been provided
merely for the purpose of explanation and are in no way to
be construed as limiting of the method and the communi-
cations system 1000 disclosed herein. While the method and
the communications system 1000 have been described with
reference to various embodiments, it is understood that the
words, which have been used herein, are words of descrip-
tion and illustration, rather than words of limitation. Further,
although the method and the communications system 1000
have been described herein with reference to particular
means, materials, and embodiments, the method and the
communications system 1000 are not intended to be limited
to the particulars disclosed herein; rather, the method and the
communications system 1000 extend to all functionally
equivalent structures, methods and uses, such as are within
the scope of the appended claims. Those skilled in the art,
having the benefit of the teachings of this specification, may
effect numerous modifications thereto and changes may be
made without departing from the scope and spirit of the
method and the communications system 1000 disclosed
herein in their aspects.
We claim:
1. A method for offloading data from a first cellular
wireless communication interface to a second wireless com-
munication interface without impacting cellular wireless
protocols of a cellular wireless communication network, the
method employing a cellular wireless access data offload
system implemented in a base station of the cellular wireless
communication network, the method comprising:
transmitting wireless connection identification informa-
tion to a user device by the cellular wireless access data
offload system, on a bearer of the first cellular wireless
communication interface using a communication pro-
tocol for establishing the second wireless communica-
tion interface between the user device and a wireless
access point;
determining one of the first cellular wireless communi-
cation interface and the established second wireless
communication interface by the cellular wireless access
data offload system for transmitting downlink data
packets from a core network of the cellular wireless
communication network to the user device and for
transmitting uplink data packets from the user device to
the core network, based on switching criteria;

forwarding the downlink data packets received from the
core network on a cellular wireless network interface to
the user device by the cellular wireless access data
offload system via the determined one of the first
cellular wireless communication interface and the sec-
ond wireless communication interface; and

forwarding the uplink data packets received from the user
device via the determined one of the first cellular
wireless communication interface and the second wire-
less communication interface to the core network on
the cellular wireless network interface by the cellular
wireless access data offload system.

2. The method of claim 1, wherein the wireless connection
identification information is transmitted to the user device
by the cellular wireless access data offload system based on
one or more network addresses associated with one or more
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of'the first cellular wireless communication interface and the
second wireless communication interface, received from the
user device by the cellular wireless access data offload
system.

3. The method of claim 2, wherein the one or more
network addresses comprise one or more of an internet
protocol address of the first cellular wireless communication
interface and a media access control address of the second
wireless communication interface.

4. The method of claim 3, wherein one of the one or more
network addresses associated with the first cellular wireless
communication interface is assigned as a static network
address to the second wireless communication interface.

5. The method of claim 2, wherein one of the one or more
network addresses is an internet protocol address of the
second wireless communication interface acquired from the
wireless access point.

6. The method of claim 1, further comprising receiving,
by the cellular wireless access data offload system, a net-
work address of the second wireless communication inter-
face assigned to the user device by the wireless access point,
after transmitting the wireless connection identification
information to the user device.

7. The method of claim 6, wherein the network address of
the second wireless communication interface is an internet
protocol address for the second wireless communication
interface acquired from the wireless access point.

8. The method of claim 1, further comprising receiving,
by the cellular wireless access data offload system, a net-
work address of the second wireless communication inter-
face assigned to the user device by the wireless access point
and a network address of the first cellular wireless commu-
nication interface, after transmitting the wireless connection
identification information to the user device.

9. The method of claim 8, wherein the network address of
the second wireless communication interface is an internet
protocol address for the second wireless communication
interface acquired from the wireless access point.

10. The method of claim 8, wherein the network address
of the first cellular wireless communication interface is an
internet protocol address of the first cellular wireless com-
munication interface.

11. The method of claim 1, wherein the switching criteria
for transmitting the downlink data packets from the core
network to the user device and for transmitting the uplink
data packets from the user device to the core network
comprise one or more of loading of the base station, a load
on the second wireless communication interface, quality of
service requirements of bearers of the first cellular wireless
communication interface, channel conditions of the first
cellular wireless communication interface, channel condi-
tions of the second wireless communication interface, and a
control policy of the cellular wireless communication net-
work.

12. The method of claim 1, wherein the forwarding of the
downlink data packets from the core network to the user
device by the cellular wireless access data offload system via
the second wireless communication interface comprises:

configuring the wireless access point to assign a network

address associated with the first cellular wireless com-
munication interface as a static internet protocol
address to a media access control address of the user
device on the second wireless communication inter-
face; and
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forwarding each of the downlink data packets received
from the core network to the user device via the
configured wireless access point on the second wireless
communication interface.

13. The method of claim 1, wherein the forwarding of the
downlink data packets from the core network to the user
device by the cellular wireless access data offload system via
the second wireless communication interface comprises:

encapsulating each of the downlink data packets within an

outer data packet whose source internet protocol
address is an internet protocol address of the base
station and whose destination internet protocol address
is an address assigned to the user device by the wireless
access point; and

forwarding the encapsulated each of the downlink data

packets to the user device via the wireless access point
on the second wireless communication interface.

14. The method of claim 1, wherein the forwarding of the
downlink data packets from the core network to the user
device by the cellular wireless access data offload system via
the second wireless communication interface comprises:

updating a destination internet protocol address of each of

the downlink data packets to an internet protocol
address of the second wireless communication inter-
face assigned to the user device by the wireless access
point; and

forwarding the each of the downlink data packets with the

updated destination internet protocol address to the user
device via the wireless access point on the second
wireless communication interface.

15. The method of claim 1, wherein the forwarding of the
uplink data packets received from the user device via the
first cellular wireless communication interface to the core
network on the cellular wireless network interface by the
cellular wireless access data offload system comprises:

receiving the uplink data packets from the user device on

bearers of the first cellular wireless communication
interface;

determining bearers on the cellular wireless network
interface that correspond to the bearers of the first
cellular wireless communication interface on which the
uplink data packets are received;

performing a deep packet inspection of the received
uplink data packets and associating traffic flow identi-
fiers of uplink traffic flows of the received uplink data
packets to the determined bearers on the cellular wire-
less network interface by the cellular wireless access
data offload system; and

forwarding the received uplink data packets to the core
network on the determined bearers on the cellular
wireless network interface.

16. The method of claim 1, wherein the forwarding of the
uplink data packets received from the user device via the
established second wireless communication interface to the
core network on the cellular wireless network interface by
the cellular wireless access data offload system comprises:

transmitting packet forwarding information for the uplink

data packets to be forwarded via the established second
wireless communication interface, to the user device,
wherein the packet forwarding information comprises
traffic flow identifiers for uplink traffic flows and a
corresponding quality of service class for each of the
uplink traffic flows;
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receiving the uplink data packets from the user device
based on the transmitted packet forwarding information
via the wireless access point;

performing a deep packet inspection of the received

uplink data packets and mapping traffic flow identifiers
of uplink traffic flows of the received uplink data
packets to corresponding bearers on the cellular wire-
less network interface based on an association created
between the traffic flow identifiers of the uplink traffic
flows of previous uplink data packets received on the
first cellular wireless communication interface and cor-
responding bearers on the cellular wireless network
interface; and

forwarding the received uplink data packets to the core

network on the corresponding bearers on the cellular
wireless network interface based on the mapping of the
traffic flow identifiers.

17. The method of claim 16, further comprising updating
a source internet protocol address of each of the received
uplink data packets with an internet protocol address of the
first cellular wireless communication interface by the cellu-
lar wireless access data offload system prior to performing
the deep packet inspection of the each of the received uplink
data packets.

18. The method of claim 1, wherein the forwarding of the
uplink data packets received from the user device via the
established second wireless communication interface to the
core network on the cellular wireless network interface by
the cellular wireless access data offload system comprises:

transmitting packet forwarding information for the uplink

data packets to be forwarded via the established second
wireless communication interface, to the user device,
wherein the packet forwarding information comprises
traffic flow identifiers for uplink traffic flows and a
corresponding quality of service class for each of the
uplink traffic flows, and wherein the uplink data packets
are encapsulated within outer data packets on the user
device, each of the outer data packets comprising a
source network address and a destination network
address;

receiving the encapsulated uplink data packets from the

user device based on the transmitted packet forwarding
information via the wireless access point;

extracting the uplink data packets from the encapsulated

uplink data packets;

performing a deep packet inspection of the extracted

uplink data packets and mapping traffic flow identifiers
of the uplink traffic flows of the extracted uplink data
packets to corresponding bearers on the cellular wire-
less network interface based on an association created
between the traffic flow identifiers of uplink traffic
flows of previous uplink data packets received on the
first cellular wireless communication interface and the
corresponding bearers on the cellular wireless network
interface; and

forwarding the extracted uplink data packets to the core

network on the corresponding bearers on the cellular
wireless network interface based on the mapping of the
traffic flow identifiers.

19. The method of claim 18, wherein the packet forward-
ing information further comprises an internet protocol
address of the base station.

20. The method of claim 18, wherein the source network
address is an internet protocol address assigned to the user
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device by the wireless access point, and wherein the desti-
nation network address is an internet protocol address of the
base station.

21. The method of claim 1, further comprising configur-
ing the wireless access point to forward the uplink data
packets received by the wireless access point to the base
station by the cellular wireless access data offload system.

22. The method of claim 1, wherein the wireless connec-
tion identification information comprises a unique identifier
of the wireless access point and authentication information
required for the user device to establish a connection with
the wireless access point.

23. The method of claim 1, wherein the wireless connec-
tion identification information is transmitted by the cellular
wireless access data offload system to the user device on one
of a default bearer of the first cellular wireless communica-
tion interface and a dedicated bearer of the first cellular
wireless communication interface and carried over the com-
munication protocol on one of a reserved port number and
a reserved protocol number.

24. The method of claim 1, further comprising dynami-
cally selecting the wireless access point by the cellular
wireless access data offload system based on selection
criteria comprising a load on the wireless access point and
measurements computed by the user device on request by
the base station over the communication protocol.

25. The method of claim 24, wherein the measurements
comprise a received signal strength indicator for the second
wireless communication interface, number of missed bea-
cons, a signal-to-interference-plus-noise ratio, and a frame
error rate on the second wireless communication interface.

26. The method of claim 1, wherein the wireless access
point is positioned at one of a first location within the base
station, a second location adjacent to the base station, and a
third location away from the base station.

27. The method of claim 1, wherein an operating system
of the user device is configured to allow the second wireless
communication interface to be used as a tunnel for carrying
information that is carried on the first cellular wireless
communication interface.

28. The method of claim 1, wherein an operating system
of the user device is configured to update a source network
address and a destination network address of each of the
downlink data packets and each of the uplink data packets.

29. The method of claim 1, further comprising distribut-
ing the forwarding of the downlink data packets from the
core network to the user device and the uplink data packets
from the user device to the core network between the first
cellular wireless communication interface and the second
wireless communication interface by the cellular wireless
access data offload system when multiple traffic flows are
detected within a single bearer in the cellular wireless
communication network.

30. The method of claim 1, further comprising deactivat-
ing the second wireless communication interface by the
cellular wireless access data offload system when the second
wireless communication interface is not in use.

31. The method of claim 1, wherein the first cellular
wireless communication interface is a long term evolution
interface.

32. The method of claim 1, wherein the second wireless
communication interface is a wireless local area network
interface.
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33. The method of claim 1, wherein the communication
protocol is selected from a list comprising a user datagram
protocol, a transmission control protocol, and an internet
protocol.

34. The method of claim 1, wherein the base station of the
cellular wireless communication network is an evolved node
B.

35. The method of claim 1, wherein the bearer of the first
cellular wireless communication interface is a data radio
bearer.

36. A base station for offloading data from a first cellular
wireless communication interface to a second wireless com-
munication interface without impacting cellular wireless
protocols of a cellular wireless communication network, the
base station comprising:

one or more antennas;

a radio frequency unit operably coupled to the one or
more antennas, the radio frequency unit configured to
transmit and receive radio frequency electromagnetic
waves via the one or more antennas;

at least one processor communicatively coupled to the
radio frequency unit, the at least one processor config-
ured to execute computer program instructions defined
by a cellular wireless access data offload system;

the cellular wireless access data offload system executable
by the at least one processor, the cellular wireless
access data offload system comprising:
an information communication module configured to

transmit wireless connection identification informa-
tion to a user device on a bearer of the first cellular
wireless communication interface using a commu-
nication protocol for establishing the second wireless
communication interface between the user device
and a wireless access point;

a communication interface determination module con-
figured to determine one of the first cellular wireless
communication interface and the established second
wireless communication interface for transmitting
downlink data packets from a core network of the
cellular wireless communication network to the user
device and for transmitting uplink data packets from
the user device to the core network, based on switch-
ing criteria;

a data offload module configured to forward the down-
link data packets received from the core network on
a cellular wireless network interface to the user
device via the determined one of the first cellular
wireless communication interface and the second
wireless communication interface; and

the data offload module further configured to forward
the uplink data packets received from the user device
via the determined one of the first cellular wireless
communication interface and the second wireless
communication interface to the core network on the
cellular wireless network interface; and

a non-transitory computer readable storage medium com-
municatively coupled to the at least one processor and
configured to store the computer program instructions
defined by the cellular wireless access data offload
system.

37. The base station of claim 36, wherein the information
communication module is configured to transmit the wire-
less connection identification information to the user device
based on one or more network addresses associated with one
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or more of the first cellular wireless communication inter-
face and the second wireless communication interface,
received from the user device.

38. The base station of claim 37, wherein the one or more
network addresses comprise one or more of an internet
protocol address of the first cellular wireless communication
interface and a media access control address of the second
wireless communication interface, and wherein one of the
one or more network addresses associated with the first
cellular wireless communication interface is assigned as a
static network address to the second wireless communica-
tion interface.

39. The base station of claim 37, wherein one of the one
or more network addresses is an internet protocol address of
the second wireless communication interface acquired from
the wireless access point.

40. The base station of claim 36, wherein the information
communication module is further configured to receive a
network address of the second wireless communication
interface assigned to the user device by the wireless access
point, after transmitting the wireless connection identifica-
tion information to the user device, wherein the network
address of the second wireless communication interface is
an internet protocol address for the second wireless com-
munication interface acquired from the wireless access
point.

41. The base station of claim 36, wherein the information
communication module is further configured to receive a
network address of the second wireless communication
interface assigned to the user device by the wireless access
point and a network address of the first cellular wireless
communication interface, after transmitting the wireless
connection identification information to the user device, and
wherein the network address of the second wireless com-
munication interface is an internet protocol address for the
second wireless communication interface acquired from the
wireless access point, and wherein the network address of
the first cellular wireless communication interface is an
internet protocol address of the first cellular wireless com-
munication interface.

42. The base station of claim 36, wherein the switching
criteria for transmitting the downlink data packets from the
core network to the user device and for transmitting the
uplink data packets from the user device to the core network
comprise one or more of loading of the base station, a load
on the second wireless communication interface, quality of
service requirements of bearers of the first cellular wireless
communication interface, channel conditions of the first
cellular wireless communication interface, channel condi-
tions of the second wireless communication interface, and a
control policy of the cellular wireless communication net-
work.

43. The base station of claim 36, wherein the data offload
module comprises:

a configuration module configured to configure the wire-
less access point to assign a network address associated
with the first cellular wireless communication interface
as a static internet protocol address to a media access
control address of the user device on the second wire-
less communication interface; and

a packet forwarding module configured to forward each of
the downlink data packets received from the core
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network to the user device via the configured wireless
access point on the second wireless communication
interface.

44. The base station of claim 36, wherein the data offload

module comprises:

a packet processing module configured to encapsulate
each of the downlink data packets within an outer data
packet whose source internet protocol address is an
internet protocol address of the base station and whose
destination internet protocol address is an address
assigned to the user device by the wireless access point;
and

a packet forwarding module configured to forward the
encapsulated each of the downlink data packets to the
user device via the wireless access point on the second
wireless communication interface.

45. The base station of claim 36, wherein the data offload

module comprises:

a packet processing module configured to update a des-
tination internet protocol address of each of the down-
link data packets to an internet protocol address of the
second wireless communication interface assigned to
the user device by the wireless access point; and

a packet forwarding module configured to forward the
each of the downlink data packets with the updated
destination internet protocol address to the user device
via the wireless access point on the second wireless
communication interface.

46. The base station of claim 36, wherein the data offload

module comprises:

a packet processing module configured to receive the
uplink data packets from the user device on bearers of
the first cellular wireless communication interface;

the packet processing module further configured to deter-
mining bearers on the cellular wireless network inter-
face that correspond to the bearers of the first cellular
wireless communication interface on which the uplink
data packets are received;

the packet processing module further configured to per-
form a deep packet inspection of the received uplink
data packets and associate traffic flow identifiers of
uplink traffic flows of the received uplink data packets
to the determined bearers on the cellular wireless
network interface; and

a packet forwarding module configured to forward the
received uplink data packets to the core network on the
determined bearers on the cellular wireless network
interface.

47. The base station of claim 36, wherein the data offload

module comprises:

a packet processing module configured to transmit packet
forwarding information for the uplink data packets to
be forwarded via the established second wireless com-
munication interface, to the user device, wherein the
packet forwarding information comprises traffic flow
identifiers for uplink traffic flows and a corresponding
quality of service class for each of the uplink traffic
flows;

the packet processing module further configured to
receive the uplink data packets from the user device
based on the transmitted packet forwarding information
via the wireless access point;

the packet processing module further configured to per-
form a deep packet inspection of the received uplink
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data packets and map traffic flow identifiers of uplink
traffic flows of the received uplink data packets to
corresponding bearers on the cellular wireless network
interface based on an association created between the
traffic flow identifiers of the uplink traffic flows of
previous uplink data packets received on the first
cellular wireless communication interface and corre-
sponding bearers on the cellular wireless network inter-
face; and

a packet forwarding module configured to forward the
received uplink data packets to the core network on the
corresponding bearers on the cellular wireless network
interface based on the mapping of the traffic flow
identifiers.

48. The base station of claim 47, wherein the packet
processing module is further configured to update a source
internet protocol address of each of the received uplink data
packets with an internet protocol address of the first cellular
wireless communication interface prior to performing the
deep packet inspection of the each of the received uplink
data packets.

49. The base station of claim 36, wherein the data offload
module comprises:

a packet processing module configured to transmit packet
forwarding information for the uplink data packets to
be forwarded via the established second wireless com-
munication interface, to the user device, wherein the
packet forwarding information comprises traffic flow
identifiers for uplink traffic flows and a corresponding
quality of service class for each of the uplink traffic
flows, and wherein the uplink data packets are encap-
sulated within outer data packets on the user device,
each of the outer data packets comprising a source
network address and a destination network address, and
wherein the source network address is an internet
protocol address assigned to the user device by the
wireless access point, and wherein the destination
network address is an internet protocol address of the
base station;

the packet processing module further configured to
receive the encapsulated uplink data packets from the
user device based on the transmitted packet forwarding
information via the wireless access point;

the packet processing module further configured to extract
the uplink data packets from the encapsulated uplink
data packets;

the packet processing module further configured to per-
form a deep packet inspection of the extracted uplink
data packets and map traffic flow identifiers of the
uplink traffic flows of the extracted uplink data packets
to corresponding bearers on the cellular wireless net-
work interface based on an association created between
the traffic flow identifiers of uplink traffic flows of
previous uplink data packets received on the first
cellular wireless communication interface and the cor-
responding bearers on the cellular wireless network
interface; and

a packet forwarding module configured to forward the
extracted uplink data packets to the core network on the
corresponding bearers on the cellular wireless network
interface based on the mapping of the traffic flow
identifiers.

50. The base station of claim 36, wherein the data offload

module comprises a configuration module configured to
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configure the wireless access point to forward the uplink
data packets received by the wireless access point to the base
station.

51. The base station of claim 36, wherein the wireless
connection identification information comprises a unique
identifier of the wireless access point and authentication
information required for the user device to establish a
connection with the wireless access point.

52. The base station of claim 36, wherein the information
communication module is configured to transmit the wire-
less connection identification information to the user device
on one of a default bearer of the first cellular wireless
communication interface and a dedicated bearer of the first
cellular wireless communication interface, and wherein the
wireless connection identification information is carried
over the communication protocol on one of a reserved port
number and a reserved protocol number.

53. The base station of claim 36, wherein the communi-
cation interface determination module is further configured
to dynamically select the wireless access point based on
selection criteria comprising a load on the wireless access
point and measurements computed by the user device on
request by the base station over the communication protocol,
wherein the measurements comprise a received signal
strength indicator for the second wireless communication
interface, number of missed beacons, a signal-to-interfer-
ence-plus-noise ratio, and a frame error rate on the second
wireless communication interface.

54. The base station of claim 36, wherein the data offload
module comprises a packet forwarding module configured to
distribute the forwarding of the downlink data packets from
the core network to the user device and the uplink data
packets from the user device to the core network between the
first cellular wireless communication interface and the sec-
ond wireless communication interface when multiple traffic
flows are detected within a single bearer in the cellular
wireless communication network.

55. The base station of claim 36, wherein the communi-
cation interface determination module is further configured
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to deactivate the second wireless communication interface
when the second wireless communication interface is not in
use.

56. A non-transitory computer readable storage medium
having embodied thereon, computer program codes com-
prising instructions executable by at least one processor for
offloading data from a first cellular wireless communication
interface to a second wireless communication interface
without impacting cellular wireless protocols of a cellular
wireless communication network, the computer program
codes comprising:

a first computer program code for transmitting wireless
connection identification information to a user device
on a bearer of the first cellular wireless communication
interface using a communication protocol for establish-
ing the second wireless communication interface
between the user device and a wireless access point;

a second computer program code for determining one of
the first cellular wireless communication interface and
the established second wireless communication inter-
face for transmitting downlink data packets from a core
network of the cellular wireless communication net-
work to the user device and for transmitting uplink data
packets from the user device to the core network, based
on switching criteria;

a third computer program code for forwarding the down-
link data packets received from the core network on a
cellular wireless network interface to the user device
via the determined one of the first cellular wireless
communication interface and the second wireless com-
munication interface; and

a fourth computer program code for forwarding the uplink
data packets received from the user device via the
determined one of the first cellular wireless communi-
cation interface and the second wireless communica-
tion interface to the core network on the cellular
wireless network interface.
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